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CertiCAV"  Key Findings

The CertiCAV project has produced the following
key findings, relevant for informing the future of
Highly Automated Vehicle assurance.

These findings are summarised below with linksto the relevant sectionsin the report. In line with the
scope and approach of the CertiCAV project (see Section 12) these findings:

Focuson the assurance of the perception and tactical decision making performed by a
nominally performing Automated Driving System (ADS) integrated into a Highly Automated
Vehicle (HAV)

Define arelatively high level framework that takes first stepsto form the basis of a safety
assurance scheme for the deployment to market of HAVs

May be applicable to trials, but thisreport does not attempt to directly addresstrial
deployments. However, there isa discussion on application of system approval to trialsin
Section 5.4. The definition of an advanced trial would need to be clarified before CertiCAV's
context to advanced trials can be defined (see Section 5.4.1)

Please refer to the Terminology table of thisdocument for adefinition of termsand abbreviations.

Context, system definition and specification

The framework intendsto cover the assurance for the new entity of a'HAV' beingintroduced
to the road traffic environment. The introduction of this entity must draw from and contribute
to existing regulation and practice (see Section 2.1.1)
Safety isimportant for 'assurance’,however other factorsincluding road user co-operation
and transport efficiency are also concerns (see Section 2.1.2). This contrasts with 'safety
assurance' which islimited to safety concerns (see Section 2.1.2.1)
There are several stakeholderswho would have to support the deployment of HAV on roads.
Key assurance stakeholders are the Automated Driving System Entity (ADSE) who develops
the system, the regulator/ Type Approval Authority (TAA) who approvesits use on roads, and
the technical service who providesindependent assessmentsto support approvals (see
Section 2.2)
We have developed acommon system specification, including adefinition of aHAV,and a
breakdown of items of an ADSto support common specification and understanding amongst
stakeholders. Wirelessly connected systems may impact HAV behaviour, and to capture this
we have defined the Highly Automated SuperSystem (HASS) (see Section 2.3)
We have identified the importance of having awell-developed HASS specification to provide
explanation between stakeholders and support their activities. We present a structure and
definition for aHASS specification with the intent to facilitate the development of acommon
system of specification that supports good relationships and co-operation between
stakeholders (see Section 2.4)

The Operational Design Domain (ODD) definition language used should be agreed between

various stakeholders, including manufacturers, regulators, and local authorities



CertiCAV Assurance Paper

Common Assurance practice

Thereisaneed to develop performance indicators asacommon reference that supportsthe
definition of:requirements, assessments, management of system safety/quality, and ongoing
monitoring. We have identified four categories of performance indicator, each of which may
perform different rolesin an assurance framework (see Section 3.2)

The development and use of formalised performance indicators enables auditing of the
system developer's quality/ safety case argumentation and its supporting evidence by
providing traceability to requirements

Thereisaneed to develop regulatory requirements covering HASSperformance standard
conformance, in particular for safety (see Section 3.3)

Compared to the existing practice of vehicle type approval which predominately uses
relatively prescriptive specifications, needs-based requirements may play an increased role
for regulating HAVs. Thisisdue to the relative complexity and wide responsibilities applied
to driving tasks performed by HAV driving functions compared to existing ADASdriving
functions

We present an approach for defining needs-based requirements for HAVs specified with
components of conditions, limitations, and certainty. Driving performance criteria could be
used to help identify and verify appropriate requirements (see Section 3.3.3). This significant
work areawould addressthe "how safe is safe enough" question and isinterdependent on
other work areas such asthe development of a codified Highway Code

We discussthe state of existing practice relevant for HAV assurance and identify gaps. There
are needs for best practice development for HAV assurance both to support the development
of regulatory performance requirements, and to facilitate the assurance of their achievement
(see Section 3.4)

Theintended behaviour of HAVsisacomplex topic,and there isasignificant need to
develop practice to cover both creation and validation of intended behaviour. Thisis
required to ensure aHAV's specification iscomplete and sufficient for taking full
responsibility of the driving task. Thisfield of practice we term behavioural safety, and
includes:

— Thehandling of road traffic rules and co-operation. Developing a codified Highway Code
would develop an understanding of desired behaviour of HAVsincluding guidance that
isneeded on Minimal Risk Manoeuvres and Minimal Risk Conditions (see Section 3.4.5.1)

— Therisk control strategy for HAV isnot limited to response/mitigation of hazards, asthe
HAV's behaviour influencesthe exposure to hazardsin the multi-agent environment it is
operating within. Risk modelling should therefore account for this area of tactical safety,
in addition to the more established area of active safety (see Section 3.4.52)

Probabilistic systems are typically involved in ADSperception,and may beinvolved in

decision making. Some of this areais covered by current Safety of The Intended

Functionality (SOTIF) best practice. However, practice for verification and validation (V&V)

of systemstrained using machine learning isinsufficiently mature, and additional research

and development on thistopic isneeded

Practice isrequired to ensure the suitable specification and use of sensors and data systems,

to support modelling and definition of physics-based sensors

Although outside of CertiCAV scope, we have identified some needsto develop harmonised
standards and principles for appropriate use of co-operative sensors (see Section 3.4.7.1)
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Validation and testing (see Section 34.9)

— On-road testingisimportant for validation;however, risks need to be managed, especially
risksto the public

— Practiceisrequired for the management of complexities of HASSdevelopment and
management of system safety cases

— System development processes for HAV have variousinterrelated inputs and outputs
with each other that need to be co-ordinated

— Developmentsare required to manage the significant role of virtual testingin HAV
assurance. Tooling needs to be V&V'd to have appropriate fidelity for the attributesit is
modelling and the role of the evidence it createsin safety argumentation

— Thedevelopment of standardised a HAV manoeuvre library (see Section 3.4.9.3) would
help specify ODDs and generate scenarios. Furthermore, it could formalise part of the
vocabulary for a codified Highway Code (see Section 3.4.5.1)

— Scenario based testing isimportant for assessment and practice isrequired for
generation of scenarios and mapping these to coverage of safety and performance. Both
the ODD and Behaviour of aHAV are important for determining the set of scenariosthat
arerelevant for HAV assessment testing, and system development V&V

— In order to use safety case evidence based on simulation-based testing,there isaneed to
create astandard set of metricsand aprocessto validate the suitability of simulation
testbench for the type and role of the evidence it generates

While BSl (The British Standards Institution, 20 18) and the UK government (HM

Government, 20 17) have created excellent principles for HAV cybersecurity, it may be

beneficial to establish adetailed processfor assuringthe cybersecurity of HAVs (noting this

isout of scope for CertiCAV)
A common challenge isthat the performance indicators, requirements, and codes currently
applied to human drivers do not quantify performance or support traceability to formal V&V
of performance achievement. There istherefore aneed to formalise these to support the
assurance of HAV

System Development

At least for the time being there is alack of established good practice and harmonisation to facilitate
assurance through demonstration of conformance, therefore the development of a safety case is
considered to be important for the management safety and quality during HASS system development.
In Section 4.2 we identify a set of principles, objectives and requirementsthat may be applied to the
practice of system safety case. Thisincludes various development processesto be covered in the
system safety case, which in turn reference the discussion of HAV assurance practice. Thisincludes
that assurance should be achieved by the development of a system safety case that:

Isformalised, structured and consistent

Relatesto performance indicatorsto provide traceability to requirements and to evidence
Covers and co-ordinates system development processes

Demonstrates achievement of safety requirements and is consistent with defined
organisational risk appetite
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System Approval

In Section 5.2 we outline aprocess of independent assessment associated with the system
approval of aHASS
Thisincludes presenting a high-level guide for audit and inspection processes undertaken by
an independent assessor
It will take time and experience to develop amature system of independent assessment. The
content in this section may be considered as a starting point for engagement and
development
— Weoutline activities at ahigh level including audit/inspection, road testing, testbench
and physical testing. However, refining and developing a more comprehensive low-level
guide may be useful to ensure consistency of the assurance process
There are alternative viewpoints of focussing on audit/review of process, and focussing on
scenario testing. Both viewpoints have been advocated by different industry memberswe
have engaged with. A blend of both approaches, process and evidence review/audit followed
by verification/consistency scenario testing is a potential best-of-both option
We have identified the need to implement processes to capture learnings from current and
future consultation/approval activities to facilitate:
Continuousimprovement of system approval activities
Development and improvement of standards/practice
We have identified three key areasto be covered:
Learning:Thereisaneed to develop and manage knowledge relating to HASSrelated audit
and assessment activities. RDW, the Netherlands Vehicle Authority, present an approach for
this,including lists of inspection/audit questionsin their Vehicle Safety and Security
Framework '
Test Scenarios: There isaneed to develop database for logical scenarios and parameter
distributions. National/international collaboration regarding scenario databases would
deliver value in making assurance processes more efficient, transferable, and scalable
Techniques & Tooling: There isaneed to develop capabilitiesto support assessment
activities. Thisincludes modelling tooling, and assessment techniquesincluding test
selection and performance assessment
Further observationsare that:
The behaviour of a HASSis influenced by avery large range of parameters. Assuring HASS
behaviour would involve assessing an accordingly large body of evidence demonstrating
HASSbehaviour across combinations of parameter conditions. However, section 5.3.2 finds
that assessing evidence demonstrating the behaviour of separate perception and behaviour
subsystemsof an ADScan substantially reduce the overall quantity of evidence assessment
required to assure HASSbehaviour to agiven level. While the provision of separate evidence
for these subsystems may not be necessary, in cases where separate evidence could be
provided, standardisation activitiesin this area would aid assessment practice. For example,
astandard interface between the perception and behaviour subsystemswould allow
assessorsto more easily confirm that expected results have been obtained, and that
expected scenarios have been tested

' (RDW, 2019)
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Guidelineson what independent tests should be carried out as part of the assurance process
areneeded. A common stakeholder view isthat ashort public road "test drive" of the HAV
would be appropriate, but other tests may also be cost-effective for increasing confidence in
the evidence presented by the ADSE (see Sections 5.2.2 and 5.1.3)

Ifindependent assurance relieson common, standardised scenarios, then there are
advantages to creating these scenarios by an expert group representing arange of
stakeholders and by following abest-practice process (see Section 5.2.4.1)

Legal and through-lifeissues

While legal and through-life issues are out of scope for CertiCAV, they are critical for HAV safety and so
suggested areas for further work are listed here.

Further development of operational safety guidelinesfor HAVsislikely to be required

There are needs for some aspects of in-use safety to be covered by regulationsto clarify
responsibilities and liabilities. For example,the correct functioning of aHAV's ADScould be
tested by a 3" party on ayearly basis, and vehicle sensors may need to be regularly inspected
and cleaned. The Law Commissions' third consultation suggests a User-in-Charge or Licenced
Fleet Operator would have some of these responsibilities 2

A mechanism for ensuring the safety of software updatesissued by ADSEs should be enacted
Through-life monitoring of deployed HAVs will allow regulatorsto understand the safety of
HAVswith amuch higher degree of certainty than the pre-market processesthat are the
scope of CertiCAV

It may be beneficial to treat safety validation asacontinual process (especially for some
criteria/metrics), asthe driving environment, societal expectations, and body of knowledge on
HAV assurance will change over time

(The Law Commissions, 2020)
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Disclaimer

The CertiCAV project, and by extension thisdocument,isintended to be athought-piecein line with
the aims and scope of the project. The document does not intend to be exhaustive, present
authoritative recommendations or final solutions. Where assumptions have been made, for the
purpose of project delivery, these have been set without prejudice to alternatives.

Thisdocument does not necessarily represent the views of the Department for Transport or any UK
government body.

Terminology

Thisdocument assumesthe terminology defined in the 'BSI Connected and automated vehicles -
Vocabulary' (BSI Flex 1890 v3.0:2020-10)%. These are supplemented by further termsrelated to driving
automation systems adopted from SAE J3016_201806* including the driving automation levels. This
report adoptsterminology defined in the Law Commissions' Automated Vehicle consultations®. The
below table describesthe key termsand abbreviationsused in thisreport,including those from the
aforementioned sources, and termsdefined within thisreport.

Abbrev Term Definition
ADS Automated Driving An ADS is the collection of hardware and software that are
System collectively capable of performing the entire DDT on a

sustained basis. A HAV will have at least one ADS installed.
(SAE International, 2018)

ADSE Automated Driving  This document defines the ADSE as the organisation or
System Entity individual that presents a HASS for approval for use and is

responsible for its system safety, relevant non-safety
performance, and through life support, including co-
ordination with the UIC/ LFO and/or service providers
involved in the deployment operation of the HASS. The
ADSE may be liable for dynamic driving task related criminal
and civil offences when the ADS is engaged.

This is a development of the CAV Vocabulary? definition of
the ADSE as 'the organisation or individual that presents a
HAV deployment system for authorisation for use and is
responsible for its system safety'. Which is in turn based on
The Law Commissions' definition of this term*. We have
adapted these previous definitions to refer to HASS rather
than HAV and include non-safety, support and co-
ordination responsibilities based on the findings of
CertiCAV.

’ (BSI, 2020)
* (SAE International, 2018)
°(The Law Commissions, 2020)



In conventional automotive type approval, this organisation is
referred to as the "manufacturer”. This report uses the term
ADSE to align with the BSI/Law Commissions terminology, and
to explicitly acknowledge that the ADSE may not be the vehicle
manufacturer in the conventional sense and/or may have
different organisational responsibilities (see Section 2.2).

Al Artificial Intelligence Broad field of intelligence demonstrated by machines
ASAM Association for An automotive standards body based in Germany but operating
Standardization of internationally. Focuses on standards relating to automotive
Automation and development and testing tool chains.
Measuring Systems
Assurance Within the context of this document 'assurance’ relates to
managing the operation within the road traffic environment
toward achieving outcomes desirable for society. A primary
assurance concern is safety, such as minimising the rate of
road casualties. However, other concerns are included such as
minimising conflicts between users, facilitating smooth and
efficient traffic flow, and reducing property damage.
Assurance, therefore, contrasts with the term 'safety
assurance' which is limited to safety concerns.
Behavioural Safety  Field of safety concerned with addressing the safety and
sufficiency of the intended functionality of driving features
BSI (The) British The UK national standards body
Standards Institution
CAV Connected and Used in this report only when referring to vehicles intended to
Automated Vehicle  remain below level 4 automation during operation, or when
referring to external sources or the automated vehicle
industry in general. Otherwise, the term HAV is used.
CHC Codified Highway A proposed development of The Highway Code which specifies
Code driving rules and codes in a more codified explicit format with
the intention of providing a reference for the development,
assessment and regulation of HAV behaviour (see Section
3.4.5.1)
Deployment Domain The geofenced area within which a HAVis to be deployed. For
HAVs which operate on a fixed route, this would be a tight
geofence containing the route. For an ADS which can operate
on any road conforming to its ODD, for example a motorway
chauffeur system, this geofence would be the country of
operation.
DDT Dynamic Driving Task All of the real-time operational and tactical functions required

to operate a vehicle in on-road traffic, excluding the strategic
functions such as trip scheduling and selection of destinations
and waypoints. (SAE International, 2018).

Ego vehicle

The HAV (or simulated HAV) that is under test.




FuSa Functional Safety Field of safety concerned with hazards arising from
malfunctioning behaviour of systems. In automotive context
FuSais often used in reference to 1ISO 26262:2018 which is a
risk-based safety standard aimed at addressing possible
hazards caused by the malfunctioning behaviour of electronic
and electrical systems in all road vehicles except mopeds.
GNSS Global Navigation The general term for satellite navigation systems that provide
Satellite System geo-spatial positioning with global coverage. Operational GNSS
systems include GPS, GLONASS, Galileo, and BeiDou.
Harm Injuries to road users (inside and outside the ego vehicle) who
may include humans and livestock protected by legislation®.
Note that this could occur without a collision, especially for the
case of a vehicle with standing passengers.
HARPS Highly Automated A passenger transport service operated using HAVs. This term
Road Passenger was coined by the Law Commissions in their second
Services consultation paper. (The Law Commissions, 2019)
HASS Highly Automated The collection of systems involved in the conduct of the DDT
SuperSystem and execution of the behaviour of a HAV. (see Section 2.3.3)
HASS Specification A specification relating to a HASS. (see Section 2.4)
HAV Highly Automated A Highly Automated Vehicle is a vehicle equipped with an
Vehicle automated driving system that may perform the DDT within a
specific operational design domain for some, or all, of the
journey, without the need for human involvement in the DDT as
afallback to ensure road safety. In terms of automation level,
HAVs correspond to level 4, and for the purpose of this
document may also be assumed to include level 5. (see
Section 2.3.1)
The levels are defined in SAE J3016. (SAE International, 2018)
HAV behaviour HAV behaviour relates to any description of a HAVs actions.
HAV manoeuvre A HAV manoeuvre is a semantic description given to a set HAV
behaviour that may be triggered by a tactical driving decision
e.g. a"lane change".
HMI Human Machine Systems that provide an input and/or output interface

Interface

between humans and machines.

Intended functionality Defined in ISO/PAS 21448:2019 as "behaviour specified for a

system" which in turn specifies intended behaviour as
"specified behaviour of the intended functionality including
interaction with items". This being 'intended' relates to
nominal/fault free performance. Inrelation to HAV, intended
functionality/ behaviour usually relates to specification
features that execute the dynamic driving task, although




technically the specification could relate to other layers of
abstraction.

LFO

MRC

Licenced Fleet
Operator

Minimal Risk
Condition

See 'User-In-Charge or Licenced Fleet Operator’

A condition to which a vehicle is brought to after performing an
MRM to reduce the risk of harm when the execution of the DDT
cannot or should not continue to be executed.

MRM

Minimal Risk
Manoeuvre

Mitigated deployment

The manoeuvre performed to bring the vehicle to an MRC
when the execution of the DDT cannot or should not continue
to be executed.

Refers to the involvement of safety mitigations in the
deployment of an automated vehicle rather than operating the
vehicle fully as a HAV. This is usually as part of a trial where
involvement of a human driver is required to comply with laws,
and/or as part of risk management due to the incomplete
safety validation of the HASS. (see Section 2.1.3.3)

NUIC

No User-In-Charge

Relates to a HAV which is designed to operate without needing
a human occupant. ANUIC HAV will not depend on a human
occupant to take over the DDT at any point, or to perform any
non-DDT duties expected of the driver of a conventional
vehicle.

(The Law Commissions, 2019)

Nominal Performance

Refers to the performance of the ADS when the ADS and HAV
are in anominal state of operation.

Nominal state of operation means free from erroneous
conditions, and within specified tolerance for nominal state.

Nominal performance therefore excludes performance during
erroneous condition of the ADS or HAV, for example due to
malfunctioning exteroceptive sensor. It also excludes off-
nominal state such as low tyre pressure, unavailable data
communications when the nominal state is defined in the HASS
specifications.

This however does not place any limitations on external
conditions, which is managed by ODD.

Novel vehicle

A vehicle that does not conform to the existing Construction
and Use regulations. For example, a vehicle without traditional
human controls inside the vehicle.

On-road deployment

Refers to a HAV operating on public roads subject to road
traffic rules.

OobDD

Operational Design
Domain

Referring to PAS1883 an ODD is the operating conditions under
which a given driving automation system or feature thereof is
specifically designed to function. (SAE International, 2018)

Perception

The collection of on-board systems that derives tactical
situational awareness. (see Section 2.3.2.1)




Pl Performance Indicator A metric that quantifies performance of a system to evaluate

level of success, determine achievements, and argue the
satisfaction of specifications and needs. (see Section 2.3)

Scenario

For the purpose of this document a Scenario is considered as
combination and sequence of events and factors that may be
present during a driving trip of the HAV. Factors/variables
describing a scenario include:

o Nature and behaviour of other actors (e.g. other vehicles,
pedestrians etc)

e ODD-related attributes, including the road network,
infrastructure, and weather conditions. Infrastructure
covers physical and digital infrastructure, and may include
items not part of the road network (such as buildings and
trees)

e Any other dynamic elements, for example changing traffic
signals, debris being blown into the road, or a change in
the weather during the scenario

¢ Initial conditions for the ego vehicle and any settings for
the ADS (for example, the goal destination)

With respect to the scope of this paper, the scenarios
considered herein do not specifically consider:

e Events and factors relating to systems performing in off-
nominal conditions, such as due to malfunctioning
behaviour of electronic and electrical systems (Functional
Safety)

e Events and factors arising from cyberattack

It should be noted that definition above may differ from other
document that apply scenarios in a different context. For
example, scenarios defined in ISO 21448 SOTIF are the
temporal development between several scenes in a sequence
of scenes, this is applying scenarios in more specific and
limited way than in this document.

Sensory conditions

For the purpose of this document 'sensory conditions' is used
as the term describe the conditions that affect the
performance of environmental sensors. Alternative commonly
used terms such as 'weather’, or 'atmospheric conditions'
indicate a scope that excludes several conditions that are
relevant for sensor performance, such as: vibrations, pitch and
roll, lens dirt, sensor misalignment, and degraded performance
of sensor components.




SAE SAE International, An automotive-focused standards body which is based in the
previously known as  USA, however it operates internationally.
the Society of
Automotive Engineers
Tactical decision- The decisions and control actions required of a vehicle driver
making (human or automated) to perform the DDT.
Tactical Safety Systems that act to reduce exposure to hazards. These
systems contrast with active safety systems, that are systems activated
in response to hazards.
Through-life safety  This includes in-use monitoring, OTA software updates, and
inspections / physical condition monitoring.
TAA Type Approval Refers to the authority with responsibility for the approval of a
Authority vehicle, their systems, their components and separate
technical units, and for the issuance of approval certificates.
Unmitigated Refers to the deployment of a HAV that does not require
deployment human involvement in the driving task or being receptive to
requests to intervene. Usually related to the market use of a
HAV as a service or product. (see Section 2.1.3.3)
UIC/ LFO User-In-Charge or For the context of this document the entity responsible for
Licenced Fleet non-automated driving task aspects of a HAVs operation may
Operator be User-In-Charge (UIC) or Licenced Fleet Operator (LFO),
referred to as 'UIC/ LFO' (see Sections 1.2 and 2.2)
Due a HAV being defined as operated at level 4 automation
level, the UIC/LFO do not have a responsibility in the DDT in this
context.
The Law Commissions' consultation paper 3 (CP37) defines:
e User-In-Charge (UIC): the human in the vehicle or in sight
of the vehicle, with access to the controls
e Licensed Fleet Operator (LFO): who would take
responsibility for operating vehicles which are authorized
for use without a user-in-charge.
CP3 provides a detailed and distinct definition of the
responsibilities for each, however this level of detail is not
applicable to the scope for CertiCAV.
V2X Vehicle to everything The data exchange from a vehicle to entities in its surroundings

using wireless technology that provides low latency and
reliable data exchanges. V2Xis an umbrellaterm incorporating
several more specific types of vehicular communication
including but not limited to: V2l (vehicle-to-infrastructure), V2N
(vehicle-to-network), and V2V (vehicle-to-vehicle).
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1.1

1.2

Background

CertiCAV was a project undertaken by the Connected Places Catapult (CPC) and WMG, University of
Warwick,and commissioned by the Department for Transport (DfT).

The aims of the CertiCAV project were to:

e |dentify key considerationsfor assuring the safety and suitability of Highly Automated
Vehicles (HAVs), discuss how these considerations contribute to assurance both individually
and collectively, and suggest approachesin addressing them

e Through consideration of existing type approval practices, present suggestionson how
different actors may contribute to HAV assurance

e Highlight some of the practical considerationswhen implementing certain approachesto
assurance

e Draw together and build upon existing expertise and work done elsewhere in the UK to
encourage knowledge transfer and the advancement of UK capability in thisfield

e Advancetheknowledge of the Department in the field of assurance of HAVs, establishing
some key foundations upon which an assurance scheme may be developed, aspart of the
CAVPASS programme, to enable the introduction of HAVs on GB roads.

e Supportindustry by disseminating key findings and therefore take a step toward the socio-
economic benefits offered by deployment of HAVs

In pursuit of these aims, CertiCAV also developed and demonstrated a software toolkit to illustrate the
application of the key aspects of thisreport.® Thistoolkit is available as open-source software.”

Scope and approach

The scope of thisdocument islimited to assurance of the perception and tactical decision making
performed by anominally performing Automated Driving System (ADS) integrated into aHAV in a

8 The CAVPASS (Connected and Autonomous Vehicle Process for Assuring Safety and Security) programme was established by the
Department's Centre for Connected and Autonomous Vehicles (CCAV) in 2019. CAVPASS is much broader in scope than the CertiCAV
project and therefore CAVPASS considers areas of safety and security which fall out of the scope of this project.

9 (Connected Places Catapult, 2021a)
“ https://gitlab.com/connected-places-catapult/CertiCAV
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range of environmental conditions as appropriate for its ODD. However, the approaches considered
herein areintended to be applicable to arange of HAVsand HAV deployments by making
requirementsproportional to the deployment domain and associated risks. Furthermore, 'novel’
vehicle typesin the context of providing a specific service (e.g.automated, driverless pods for the
transport of goods or people within a specific environment) are considered within scope.

Other than through brief references (such as checks for absence of software errors) thisdocument
doesnot consider functional safety (electro-mechanical failures), cybersecurity, operational or
through-life issues. The exclusion of operational and through-life issues meansthat the approaches
presented herein are largely invariant to whether the HAV isoperated privately (by a User-in-Charge or
'UIC") or operated as part of aservice by alicensed fleet operator (or 'LFQ'). Therefore,where it is
relevant,thisdocument assumesthat the HAV-under-test isto be operated by a'UIC/ LFO' (please
refer to document Terminology for definition).

For the sake of achieving the project aims, but without prejudice towards other approachesto
assurance, thisdocument further assumesthat assurance is undertaken within the context of existing
vehicle and system approval frameworks and that parties such as Type Approval Authorities and
technical services assume similar roles. However, the needs of other stakeholdersinvolved in the HAV
deployment (for example, service providers) are also noted insofar as these stakeholders may require
information pertaining to the safety performance of the HAV.

In summary, considerationsthat are in scope, and therefore explored within thisdocument, include:

e Theexecution of Minimal Risk Manoeuvres (MRM) and suitability of the resulting Minimal
Risk Condition (MRC)

e Identification of ODD boundaries

e Validation of deployment service, including sufficient understanding of the deployment
domain
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In summary, out of scope considerationsinclude:

Functional safety (electro-mechanical failures), although checks for absence of some types of
software errors may be in scope. Therefore, any requirements on monitoring for electro-
mechanical failures are also outside the scope of thisreport
Ethics, although some ethical issues are touched upon in relevant subject areas for example
on use of Artificial Intelligence, and safety targets - the topic of ethicsisnot intended to be
addressed in thisreport
Cybersecurity
Electromagnetic interference. Electromagnetic interference that is acceptable during nominal
operation may be defined in specifications, however, considering whether the specifications
are appropriate for operating conditions, the validating the risk exposure and test methods
are not considered in scope for thisdocument
Operational proceduresrelated to safety
Through-life issues, such as:

Datarecording

Accident investigation and reporting

Continuousimprovement of the approval process

Over the air software updates

Periodic Technical Inspections ("MOT" tests), ongoing maintenance and testing
Human factors operator/handover issues
Non-ODD boundary related triggering of MRM

In support of thisscope and the project aims above, the approach taken throughout thisdocument is

to:

Be forward looking and consider developmentsrequired for longer term assurance
mechanismsthat are required to bring AVsto market

Examine the different activitiesundertaken as part of assurance and bring some clarity on
their specific contributions, both individually and collectively

Consider practicality and proportionality to risks/controlsin order not to overly restrict
development and to facilitate smaller deployments and deploymentsinvolving smaller
organisations

Identify the needs of essential supporting stakeholdersin the wider assurance ecosystem
Provide a structured and justified framework to initiate constructive ongoing engagement
with key stakeholdersto further develop HAV assurance
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Figure 1: CertiCAV
assurance framework
approach
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From trials to deployment - a process of learning approach

Theintention of the CertiCAV project and thisdocument isto take the first step towards developing a
framework that may form the basis of an assurance scheme for approving the release of HAVs and
their servicesto market.

Many of the considerations covered within thisdocument could potentially be applied to advanced
trials of HAVs, prior to market release. However, it would be necessary to clarify the definition of an
advanced trial before the CertiCAV framework context to advanced trials could be defined (see
Section 5.4.1).

The advantage of thisapproach isthat applying elements of the longer-term system of approval to
advanced trials will generate learningsthat will further develop the assurance framework, effectively
validating and continually improving the system of assurance. Figure 1shows how aprocess of
continual learning may be implemented.

Step 1
Develop assurance framework to
support approval to market

Step 2

Draw from approval framework Market
assurance measures to support
advanced trials

Product/Service

p—————————— Learnings from trials
develops approval
framework

Validation/Assurance/Effort Level

1
Trial ;
|
]
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1.3 Content

Thisreport isorganised into sectionsassummarised in Table 2 below.

21

Table 2: Summary of Section Title Purpose
report contents
1 Introduction Introduce the document.
2 Context and Define the common groundwork of context and
Assumptions assumptions made by the document. Includes setting out
the use-case for this document, the scope & objectives
that the assurance framework intends to fulfil and the
specifications & definitions of the system it is applied to
and assurance goals.

3 Common Assurance Set out the current state of HAV assurance practice.

Practice Identify key gaps, and present approaches for addressing
them. Key topics include performance indicators and
regulatory performance requirements.

4 System Development Identify objectives and principles intended to provide
guidance for HAV system development to cover
assurance goals.

5 System Approval Discuss a process of implementing practice for HAV
system approval.

Appendix A Workshop & Expert Summarises information collected from industry
Consultations engagement and experts.
Appendix B State of the Art Summarises key knowledge and findings from relevant
state of the art.
Appendix C Example HASS Presents an outline example of a HASS specification for a

specification

parking valet deployment




Contextiand Assumptions

2.1

This section discusses the context in which the
framework is applied and the definition of the
system it is assuring.

The roles and activities of various stakeholders
involved in HASS deployment are identified. This
highlights the need for ADSEs to develop and
provide a "HASS specification". The HASS
specification defines and enables the activities of
the other stakeholders associated with the HASS
deployment.

CertiCAV's use-case

Thisdocument describes aframework intended to cover the assurance of perception and tactical
decision making undertaken by an ADSintegrated into a HASS, wherethe ADSand HASSare
performing nominally. The assurance relates to the intended unmitigated on-road deployment of the
HASSwhere it may encounter scenariosrelated to the intended on-road deployment. There are
several organisationsinvolved in supporting thisdeployment who are considered in our discussion.
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Figure 2: Positioning of
the CertiCAV Assurance
Framework in a whole
system

CertiCAV Assurance Paper 23

Position of CertiCAV in overall system
Figure 2 below illustratesthe positioning of CertiCAV within the wider operational environment for a
HAV deployment.

Existing Regulation & Practice

: ; Road Traffic National and
Highway Driver . ; . A&EV Act
: i f Regulations & International Vehicle
Regulation Licencing Codes Requirements CAvcop

Road Traffic Environment

Assurance NG

Road User
Safety

Human
Operated

Vehicles
Road User

cooperation

Transportation
Efficiency

Physical & CEHIELL
Digital Assurance
Infrastructure Framework

Property
Protection

Theroad traffic environment isacomplex multi-agent environment where currently arange of human
traffic actorsincluding pedestrians, cyclists,and motor vehiclesinteract with each other, and with
physical & digital infrastructure.

In this context, 'assurance' relatesto managing the operation within the road traffic environment
toward achieving outcomes desirable for society. The primary assurance concern is safety, such as
minimising the rate of road casualties. There are however other assurance concernssuch as
minimising conflicts between users, facilitating smooth and efficient traffic flow, and reducing property
damage.

Thisismanaged by avariety of regulationsthat define organisational and performance requirements,
and practice that guides processes and responsibilities.

The place and role of CertiCAV isto define an assurance framework that enables the introduction of
HAVsinto the road traffic environment. Thisinvolvesreplacing the role performed by human licenced
and insured motor vehicle drivers with automated systemswhich haswide-reaching consequences.
Thisassurance framework for HAV has an input and output relationship with the existing regulatory
and technical framework. It drawsinput from these such asthe Automated & Electric Vehicle act, the
Code of Practice for Automated Vehicle Trialling, the series of BSl publicly available specifications
(PAS) for CAV, and existing regulations & codes managing the road traffic environment. It outputs
feedback including identified gaps of needsto be addressed by developmentsto practice and
regulations, and outlines approachesto address these. Questionsthat the framework needsto address
include:

e How might the processes of driver licencing, and road traffic codestranslate to best practices
for HAV approvals?

e How might the practice of vehicle type approval account for approval of HAV?

e How might organisational and performance requirements be defined to provide assurance of
the behaviour of HAVsintroduced into the existing road traffic environment?
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2.1.2 Context of assurance

2.12.1 Assurance vs Safety Assurance

CertiCAV's primary assurance focusis safety, such asminimising the rate of road casualties. There are
however other relevant assurance concerns such as minimising conflicts between users, facilitating
smooth and efficient traffic flow,and reducing property damage.

Accordingly, CertiCAV refersto covering 'assurance’, the term 'safety assurance'is used only when
referring to the subset of assurance that islimited to safety concerns.

The distinction between assurance and safety assurance is particularly relevant as assuring acceptable
HAV performance may involve trading off acceptance of some safety risk to achieve acceptable
performancein other areas. For example, considering the scenario of aHAV turningright from aminor
road into amajor road at apriority T-junction shown in Figure 3:

e Considering safety assurance: With concernslimited to safety there are no non-safety cost
factorsunder consideration to justify an increase in safety risk. Under this system the HAV,
before initiating the manoeuvre, would always wait until there are sufficient gapsto ensure
that oncoming traffic would not need to adjust their speed due to the HAVs manoeuvre and
minimize safety risks.

e Considering assurance: With concerns expanded to include smooth and efficient traffic flow, a
small safety risk appetite may be justified to reduce the cost of traffic disruption. Under this
system, if traffic isheavy it may be justifiable to initiate the manoeuvre when gaps may require
oncoming traffic to gently slow down, if waiting for longer gaps would significantly
inconvenience traffic queued behind the HAV.However, challenges this justification must
addressincludesthe situation specific safety risk isnot unacceptably high, and that the
assumed risk does not outweigh the efficiency benefit.

Figure 3: HAV turning
out of side road

HAV

o - / Available gap to
urnlng_rlg other vehicles

out of side

road
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Thisdistinction also reflectsthe need to migrate from atraditional risk identification and control
method of working,to a more holistic approach that isneeded for complex systemssuch asHAVs. The
NASA Aerospace Safety Advisory Panel (ASAP) advocated the adoption of such a holistic approach,
stating that:

"...the ASAP applauds switching to a performance-
based approach because it emphasizes early risk
identification to guide designs, thus enabling
creative design approaches that might be more
efficient, safer, or both."™

Areas of Assurance and safety

Existing best practice defines areas of assurance and safety in the context of automated vehicles;for
example, PAS 18812 states that:

e Safety assurance for automated vehicles can be categorised into two interdependent areas:
system safety and operational safety

e  System safety isachieved through ensuring adequate functional safety (FuSa), Safety of the
Intended Functionality (SOTIF) and cybersecurity. Thisformsan integral part of the vehicle
development and includes the vehicle specification, design,implementation, and verification
and validation of the automated vehicle's functions

e Operational safety assurance considerstheinteraction of an automated vehicle with the
operating environment, including the route, safety driver or operator, passengers and other
road users and road workers

However, in conducting the work and analysis of CertiCAV we have found conflicts with some of these
terms. To avoid confusion, in the context of reading CertiCAV, we clarify that:

e Thescope of current best practice for FuSa, SOTIF, and cybersecurity does not fully cover
system safety. For instance, thisreport identifies that behavioural safety isan important
consideration for HAV safety (see Section 3.4.5)

e System safety isnot necessarily limited to the development and specification of the vehicle.
The performance of atypical HAV involves a wider system architecture including GNSS, V2X,
remote command/monitoring systems and over the air datasets such as mapping.
Accordingly, thisdocument refersto the wider system relevant for safe performance asthe
HASS (see Section 2.3.3)

e Inaddition to theinteraction of an automated vehicle with the operating environment, wider
operational processes could be considered part of operational safety. These may include for
example monitoring and management of vehicle performance, operational environment, and
vehicle maintenance

e ltischallengingto create aclean divide between system and operational safety, some overlap
may be inevitable. For example, SOTIF and ODD relate to the operational environment, and
hence operational processes for monitoring and maintaining thisenvironment.

" (NASA, 2011)
2 (The British Standards Institution, 2020)
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For the purpose of clarification, CertiCAV based on its scope (see Section 12) isintended to cover the
assurance of:

e HASSperformance,with respect to the nominal performance of an ADSs perception & tactical
decision making. The validation of which includes determining that:
e TheHAV and itsinteraction with itsenvironment performs acceptably in nominal
conditions
e Thesuitable detection and HAV response to the occurrence of non-nominal conditions

The CertiCAV framework suggeststhat the tolerance for nominal conditionsis specified in aHASS
specification (see Section 2.4). Thiscould include, for example:

e ODD boundary specifications, such as atolerance of sensory conditionsthat isnominal
e  Specification or limitation on the behaviour of other actors, such asthat they conform to
certain road traffic rules or within defined bounds of reasonable/non-adversarial behaviour.

However, an aspect to be managed isthat the specification isreasonable, for example that it does not
exclude conditionsthat occur relatively frequently in operation and trigger a HAV response that is
disruptive.

CertiCAV does not intend to directly address other areas, such asfunctional safety, operational
procedures, or through-life issues (see Section 1.2). These may be discussed in part where they
interact with areasbeing covered. However, some overlap gaps may prevail due to the incomplete
coverage of CertiCAV. For example, considering the detection and response to the occurrence of non-
nominal conditions,this may occur dueto:

e Reachingthelimitsof the current ODD
e Thispredominately relatesto ADSperception and decision making which isin CertiCAV's
scope and therefore, predominately concernsissuesrelating to the involvement of
operational proceduresor wider system architecture to monitor and communicate ODD
factors
e Performance loss of the ADSsystemsor HAV actuators
e Thispredominately relatesto functional safety which isout of CertiCAV's scope. Although
high-level readily identifiable matters may be discussed, issuesinvolving a detailed
consideration of functional safety are not covered. For example, CertiCAV discussion may
identify that an ADSshould detect performance loss and respond in an appropriate way
including execution of MRM to achieve MRC. However, CertiCAV does not attempt to cover
the identification and consideration of different types of performance lossand how to
ensure MRM execution handlesthe perception and controllability impacts pertaining to
each type of performance loss
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Context of on-road HAV deployment

Definition of on-road HAV deployment

In the context of CertiCAV on-road HAV deployment refersto the use of aHAV, in itsautomated mode,
on public roads. The deployment may be atrial or market use. The definition of HAV is provided in
Section 2.3.1, for the sake of explicating the systemsinvolved in deployment the HAV may be
considered to be part of a HASSasdescribed in Section 2.3.3.

Assumed regulatory process

The process of releasing an on-road HAV deployment operation for market use isassumed to bein
three phases, asillustrated in Figure 4. To clarify, all three phasesdescribed in thissection area
development of releasing an on-road HAV deployment operation for market use, none are for
trials.

In phase 1the ADSE developsthe HASS. Thisis presented by the ADSE to the Regulator and/or Type
Approval Authority (TAA) for system approval which if successful enables progression to the next
phase. The system approval would have afocuson the system safety case.

In phase 2the deployment operation of the HASSwould be developed. Thisis presented to the
Regulator/ TAA for operations approval which if successful enables progression to the next phase. If
the deployment involvesa HAV with a UICthen the deployment operation would be developed and
presented by the ADSE, alternatively if it involvesa NUIC HAV then thiswould be developed and
presented by an LFO.

In phase 3the HAV deployment operation would be released for market use. The operator would be
responsible for the use of the HAV. If the use involvesa HAV with a UIC then these responsibilities
would be divided between the UIC (e.g.for appropriate use) and the ADSE (eg.for through life
software maintenance), otherwise if the use involves aNUIC HAV then an LFO would be responsible.
During phase three the Regulator/ TAA would monitor operations and the operators may have duties
such asreportingincidents, providing in-use data and/or responding to advisory notices.

Although these phases are presented in alinear progression, various aspects of development may
need to be progressed in adifferent sequence for practical reasons. For instance:

e An LFOmay need to develop their deployment operation to derive their operational needs
and provide these to the ADSE asrequirements for the system development

e Accordingly,the LFOmay need to check with the Regulator/ TAA that the deployment
operation isacceptable in principle in order to reduce the commercial risk that the
system/operationsthat the ADSE/LFO are investing in the development of cannot be brought
to market dueto an issuein achieving '‘Operations Approval'

e Theapproval/regulatory processin addition to shaping the technical needs of the system and
operations, may also shape organisational needs. For instance, the needs placed on how an
ADSE and LFO manage their relationship with each other and their supply chainsdependson
how regulatory requirements define organisational responsibilities, liabilities, and provision of
access/evidence
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CertiCAV based on its scope istherefore focussed on covering phase 1which involves the assurance of
system safety aspectsof the HASS. It is not intended for CertiCAV to cover phase 2 or phase 3. However
duetotheinterdependent relationship between system safety and operational safety some areas of
operational safety are discussed in thisdocument at ahigh level.

Regulator System
/TAA Approval

HAV Deployment
System

UIC HAV Deployment »

ADSE Operation

ADSE

Mitigated vs unmitigated deployment

DuringaHAV trial deployment it isnormally expected for safety mitigationsto be in placein order to
comply with laws, and as part of risk management due to the incomplete safety validation of the HASS.
In fact, the code of practice published by UK Government on 6 February 2019® conveysthe legal
requirementisthat 'A driver ispresent,in or out of the vehicle,who isready, able,and willing to
resume control of the vehicle'.

During such atrial the deployed vehicle system isnot being operated according to the definition of a
HAV (see Section 2.3.1) dueto the involvement of ahuman in monitoring the dynamic driving task,
and/or fallback operation and/or other driving task functionality.

Weterm thisasa'mitigated deployment'.

The aim of the system and operations approvals shown in Figure 4 isto facilitate a HAV deployment
that does not require human involvement in the driving task or being receptive to requeststo
intervene.We term thisasan 'unmitigated deployment'.

© (Centre for Connected and Autonomous Vehicles, 2019)
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Stakeholder roles, responsibilitiesand needs

A HAV deployment would be supported by an ecosystem of stakeholders, several of whom have some
involvement with assurance. For the purpose of thisdocument we have forecasted what the HAV
organisational ecosystem may become, based on existing defined practice and proposals, and pre-
supposing deployment isfor a HAV. Primary references are the BSI CAV vocabulary™ and the Law
Commissions' automated vehicles consultations (CP1,CP2, and CP3) (see Section 8.5). This hasresulted

in identifying the Stakeholdersdescribed in Table 3 with an organisational relationship asshown in

Figure 5.

Stakeholder

Description/ Role

ADSE

The Automated Driving System Entity (ADSE) is the organisation or
individual that presents a HASS for approval for use and is responsible
for its system safety, relevant non-safety performance, and through life
support, including co-ordination with the UIC/ LFO and/or service
providers involved in the deployment operation of the HASS. This is a
development of the pre-existing definition of ADSE, as discussed in the
Terminology.

An ADSE may therefore be considered like the term 'manufacturer’
referred to in existing vehicle type approval regulations. However, an
ADSE has additional responsibilities for managing safety for the whole
safety lifecycle, and co-ordination with vehicle/service operators to
ensure the intended functionality is suitable for the intended use.

Supplier / service
provider

Organisations involved in HAV deployment system through the supply of
products and/or services to the ADSE, UIC/ LFO or other entities.

Regulator/ Type
Approval Authority
(TAA)

Organisations involved in regulating and/or technical approvals of the
HAV deployment system.

Technical service

Organisations providing independent 3rd party testing, and inspection
services that support the process of technical approval.

Insurers

Organisations providing Insurance products.

UIC/ LFO

The entity assumed to be responsible for non-DDT related operation of
the HAV.

Traffic authority

Local and/or regional organisations responsible for providing, operating,
and maintaining road traffic infrastructure and regulating local transport
services.

Monitoring /
investigation body

The organisation(s) that undertake(s) governance monitoring of HAV
deployments and/or investigating incidents. (For context only, monitoring
and investigation is outside CertiCAV's scope)

End user

The end user of the HAV or HAV enabled service
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We have undertaken a RASIC analysisto outline the roles and needs of the stakeholdersin relation to
HAV deployment. Firstly, in Table 4 we identify and describe required tasks for supportinga HAV
deployment. Then in Table 5 each party'srolesfor undertaking tasksis allocated within the following
categories:

e Responsible

e Approver
e Supporting
e Informed
e Consulted

In these tables, it should be noted that:

e Tasksthat are out of scope for thisreport are shaded grey and not considered in detail.

e Currently market surveillance isundertaken by the TAA, and there isnot a separate
monitoring/ investigation body organisation. Therefore, thisfunction is considered part of the
Regulator/TAA role

e Theroleof end user hasbeen omitted for clarity



Ref. Task Description

Table 4: Description of
tasks relevant for HAV

1 Produce HASS specification Develop a HASS specification for the proposed HAV

deployment
management deployment.
2 Production quality and Develop and implement quality assurance system to ensure
safety management quality and safety control throughout system development.

Including accreditation for relevant processes/items and a
system safety case that argues the satisfaction of relevant
requirements (including those defined in regulation/codes),
supported by evidence that demonstrates the validity of the
safety case.

3 System approval Approving the HASS for use as defined by regulations and
codes. This may include approval/ acceptance of relevant
processes and items.

Corresponds to phase 1approval discussed in Section 2.1.3.2

4 QOperations quality and Develop and implement quality assurance system to ensure
safety management quality and safety control throughout HASS operations and
lifecycle. Including an operational safety case that argues the
satisfaction of relevant requirements and is supported by
justifying evidence.

5 Operations approval Approving the LFO and/or deployment of HAV on roads as
applicable.
Corresponds to phase 2 approval discussed in Section 2.1.3.2

6 Operations safety manual Produce guidance for operators on how to use the HAV
safely.

7 Through life safety Provide safety-related updates to HAV throughout lifecycle.
management

8 Supply chain management Specify requirements for subsystems/ services (e.g. map
data).

9 Supply provision Produce/ provide subsystems/ services in line with
requirements.

10 Operations management Run operations in line with safety case / ADSE guidance /
operational safety standards.

11 Authorisation management Decide who can use the HAV.

12 Deployment monitoring Provide operational feedback/ datato ADSE and monitoring/
investigation body.




Table 5: RASIC
identification for
stakeholders involved
in HAV deployment
management.
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Therefore assurance, for the context of the CertiCAV framework primarily involves the activities of
three key stakeholders:

o Regulator / TAA: Undertaking due diligence that the HASSis sufficiently safe

e ADSE:Who isresponsible for the HASSdevelopment

e Technical Service: Who supportstechnical approval of the system with impartial Testing,
and Inspection services

However, assurance does involve the activities of other stakeholderswho are involved in the HAV
deployment by virtue of supporting the key stakeholders.
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Common system definition

A common definition of aminimum number of sub-systemsisrequired to facilitate a sufficiently
explained and commonly understood system amongst stakeholders. The following common system
definition isadopted for the CertiCAV assurance framework.

Highly Automated Vehicle (HAV)

A Highly Automated Vehicle (HAV) isdefined in SAE 3016® as a vehicle equipped with an automated
driving system that operates within a specific operational design domain for some, or all, of the
journey,without requiring human involvement in the driving task or being receptive to requeststo
intervene. SAE J30 16 defines 6 levels of driving automation ranging from Level 0 to Level 5,0n this
scaleaHAV islevel 4. Thisdocument does not specifically consider level 5automation; however, it may
generally be assumed that the same principles apply to this highest level of automation with the
exception that it would not be limited to operating within adefined ODD.

For the purpose of scope clarification, in thisdocument aHAV may be:

e Apassenger car

e Vehiclesdesigned to operate on public roads that are not designed to carry people, eg.
delivery robot. Specifications/regulations are not established for this vehicle type, however for
the purpose of thisframework it isassumed they are designed and constructed to be
reasonably conspicuousto other road usersincluding their physical dimensions, lighting,
indicator lamps, and horn

e (Goodsor passenger service vehicles with amaximum mass not exceeding 35tonnes

We have not considered other types of vehiclesin the development of thisdocument. Although much
of CertiCAV could be applied to vehicle typesnot in thislist, the applicability and
accuracy/completeness of content would need to be considered accordingly. For example, if the
vehicle isdesigned to operate off road (e.g.footway/footpath) then CertiCAV content involving road
traffic rules may be inaccurate or not applicable.

Automated Driving System (ADS)
Thisdocument adopts the B30 16 definition of an ADSwhich is"the collection of hardware and software
that are collectively capable of performing the entire DDT on a sustained basis."

To support the development of the assurance framework we've defined acommon sub-system
architecture of an ADSasillustrated in Figure 6 below. The purpose of thisdefinition isto:

e Provideacommon definition of ADSsub-systemsfor which thereisaneed to refer to in the
definition of activities discussed in the assurance framework, whilst trying to keep the
definition asminimal and simple as practicable

e Align where practicable with architectures defined in existing references, including PAS 1880

% (SAE International, 2018)
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An overview of each of these defined common subsystemsisgiven in the following subsections.

System Monitoring
ODD limits, Performance loss, Self Monitoring

Perception

The collection of on-board systemsthat derives tactical situational awareness which isoutput to the
live dataset. Thisincludes sensing of the surrounding and cabin environment and undertaking object &
event recognition and fusion processes. Perception includes the following subsystems:

e Exteroceptive sensors: Systemsthat directly collect data on the environment around the
HAV

e (Cabin sensors: Systemsthat monitor loads, passengers, operator/driver,and vehicles systems
they interact with such as passenger doors or request buttons; as applicable

e Detection/fusion: Systemsthat processinput datato detect objects/events and fuse data
from multiple sourcesinto arationalised dataset. This may include the fusion of data received
viadatacommunications.

e Localisation: Systemsthat determinesthe position of the HAV within the environment

Note that chassis sensorsare discussed in Section 2.3.2.5.

Live dataset

The set of live datathat isinput to the decision-making system. Thisincludes arepresentation of
objectsaround the HAV output from perception, and any other datainput into tactical decision
making including strategic routing, remote operator control,remote ODD monitoring data,
occupant/cargo state, vehicle state such asvehicle dynamics and/or events/errors. The live dataset
therefore encompasses any live (non-configuration) data output from systemsthat affects tactical
decision making, including viaHMI, datacommunications, and/or relevant system monitoring output
arepart of the live dataset.
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Tactical decision making

The collection of systemsthat makesinterpretationsand decisionsto determine requested control
output based on two inputs:

e Thelive dataset, asdescribed above
e Configuration dataset, any data configured onto the vehicle that influences tactical decisions
including calibrations,and mapping

Tactical decision making may be considered to include all open loop control required to execute the
DDT.Thistherefore includes all interpretation and decisions associated with real-time
manoeuvre/path planning but does not include strategic routing decisions that are not part of the DDT,
or closed loop feedback control that is part of control systems. Depending on the intended ADS
functionality the interpretations may include predictive and/or probabilistic elements.

Requested control

The set of control requeststhat isinput into the control systems from the Tactical Decision-Making
systems.

Thismay include the four categories of control:

a) Longitudinal motion control (acceleration, braking)
b) Lateral motion control (steering)

c) Satutory lighting and signal control (Head/taillights, Indicators, Horn)
d) Control of other actuators (e.g. Windscreen wipers, doors, sensor servos)
Control

The collection of systemsthat outputscommandsto the HAV's actuators based on the requested
control input from tactical decision making and feedback from the chassis sensors.

Thisincludesfour categories of actuation:

Q

) Longitudinal (acceleration, braking)

b) Lateral (steering)
c) Satutory lighting and signals (Head/taillights, Indicators, Horn)
d) Other actuation (e.g. Windscreen wipers, doors, sensor servos)

Chassis sensors are systemsthat collect data on the physical status and performance of the HAV and its
systems. For example measuring: acceleration, angle position, wheel tick, torque, or tyre pressure.

Theimplemented control commands may differ from the requested control input due to theinfluence
of the control systems. The control systems may influence the implemented actuation based on
feedback from chassis sensorsto maintain HAV controllability or reflect physical limits of actuators.
Thisisparticularly true for implementation of motion controls (categoriesaand b) where it istypical to
implement closed loop control systemsto improve vehicle controllability and stability, for example
anti-lock braking system (ABS) to maintain tyre traction during use of braking actuators.

Furthermore,the implemented actuation may differ from the control command due to the operation
of actuators or the influence of physical dynamics.
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Actuation

The physical systemsthat implement control actuations e.g. powertrain, brake servos, steering servos.

Data communications

Any wirelessdata communication with off board systems, typically through an On-board Unit (OBU)
which providesacommunication interface between external systemsand ADSsystems.

Functionsmay include:

e Srategic routeplanning

e GNSS

o V2X

e Remote safety operator / Fleet Management eg. strategic route planning
e Mapping and Waypoint Datasets

e OTAupdates

Outputs may be communications with nomadic on-board systems (for example a mobile phone) or off-
board systems. For example, V2X co-operative awareness messages, status updates to FMS.

Datacommunications could potentially have inputs/output with any of the ADSsub-systems and the
role of datacommunications has highly significant impacts on the definition of the ADSarchitecture.
For example:

e V2Xdatacould provide an input into perception. However, how thisdataishandled would
need to consider the safety and security implications associated with datareceived over the
air from 3 party sources

e Mappingdatasetscould be provided over the air rather than being part of ADSconfiguration
data. In which case the potential impact on versioning and behaviour repeatability would
need to be accounted for in validation and testing

e Datarelevant for system monitoring, for example forecast weather

e Remote operator control/monitoring could directly input and/or output to the live dataset,
tactical decision making, and/or requested control. Thiswould involve achangein
automation mode, and the implementation would need to consider safety/security
implicationsincluding over the air communications and data transmission through 39 party
systems if applicable

The involvement of off-vehicle systemsisparticularly relevant if they form part of safety critical
functions.
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System monitoring
The collection of systemsthat monitors:

e Theperformance of the ADSsystems (including self-monitoring) and HAV actuators
e Thatthe HAV isoperating within the limits of the current ODD

If system monitoring detects performance loss of the ADS systems or HAV actuators, or that the HAV
has unexpectedly reached the limits of the current ODD, then it responds by:

e Switchingto an alternative/degraded driving function/mode validated to operate
appropriately for these conditions, which could be associated with adifferent ODD;or

e Outputtingarequest to the tactical decision-making system to implement an MRM. Or if thisis
not possible due to performance loss of tactical decision-making systems;then

e Directly implementingan MRM by inputting tactical directionsto the control system. Or if this
isnot possible due to performance loss of control systems;then

e Directly actuating an emergency stop

Thismay be associated with event logging and/or communicationsto/alerting of:fallback capable
operator,occupant, fleet management/remote systems,and/or monitoring authority.

HAYV behaviour

HAV behaviour isnot an item or subsystem of the ADS, rather isthe general term given to any
description of aHAVs actions.

For example, based on the actuation of applying the brakesthe HAV behaviour would be that the HAV
slowsdown.

A HAV manoeuvre isasemantic description given to a set HAV behaviour that may be triggered by a
tactical driving decision e.g.a"lane change". Thismay be a useful structure for formally relating driving
rulesto HAV behaviour (see Section 3.4.5.1) and defining/ generating scenarios (see Section 3.4.9)

Other considerations

Thisdefinition doesnot include some itemsthat may be applicable to awider context out of scope for
thisdocument such as:

e Vehicle Sate System: The system that performsevent/ state recognition of the HAV

e HMI: Systemsproviding an interface between humans and machineswhich in abroad sense
may include interfaces with on-board operators/occupants,remote operators/users, and
external road users

e Supervisor: The system interfacing databetween the ADSand external systemsincluding,
routing instructions/ driving requests from FMS HMI, providing data to logging/ monitoring
systems. Thismay include, for example the logging of debug and performance datafor
development, validation,and/or monitoring purposes. Which may involve incidents detected
by the monitoring system, or other detected events such as near miss, system performance
events.
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Highly Automated SuperSystem (HASS)

The Highly Automated SuperSystem (HASS) isdefined asthe collection of systemsinvolved in the
performance of HAV and its Behaviour. The HASSis illustrated in Figure 7 and includes:

e TheHAV (see Section 2.3.1) which includes:
e Actuatorsthat execute the DDT output of the ADSwhich resultsin performing HAV
behaviour
o HMI systemsthat provide an interface between on-board occupants/operatorsand the ADS
e TheADSintegrated into the HAV (see Section 2.3.2) which includes:
e Off-board and Nomadic Systemsthat may influence the ADSs performance of DDT through
datacommunications

Asthe definition of ADSis "the collection of hardware and software that are collectively capable of
performingthe entire DDT on a sustained basis" it may be presumed that off-board/nomadic systems
that influence the ADS's performance of the DDT are part of the ADS. However, we have specifically
stated their involvement for the following reasons:

e Tomakeit explicit that with the CertiCAV definition of ADSincluding datacommunication as
in input (see Section 2.3.2.7) the collection of systemsinvolved in performance of DDT are not
necessarily limited to systems on-board the HAV. Off-board systems are potentially involved in
the performance of DDT and therefore influence HAV behaviour

e Thedeveloper of aparticular HASScould argue that their ADSislimited to on-board systems
dueto being capable of performing the entire DDT on a sustained basis with data
communicationsbeing unavailable. However, the performance of DDT may still be influenced
through datacommunicationswhen they are available which may have impacts on safety or
other assurance concerns

Off-board &
Nomadic Actuators HAVBehaviour

Systems

Data Communication
ol
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Some of the functions of off-board & nomadic systemsare listed in Section 2.3.2.7,including GNSS,
remote safety operator, and V2X. For the context of CertiCAV it isassumed that principles are applied
to limit the role of functionslinked with the ADSwirelessly for the purpose of system/functional safety
including:

e Thatthe HAVisableto perform safely, including fallback operation, without reliance on, or
availability of any wirelessly linked systems. For example:
e Fallback operation is activated and performed by on-board systems and does not rely on
active monitoring and/or intervention from aremote safety operator
e That safe operation of the HAV does not rely on correct function of any wirelessly linked
systems. For example, that:
e (GNSSdatabeinginaccurate or unavailable doesn't impact HAV behaviour in away that
causes unacceptable risk
e Remoteoperated drivingislimited to requesting driving paths, rather than overridingon-
board collision avoidance functions
e A 'Traffic Light Maneuver service'™® over V2X is not relied on asthe primary means of
detecting red traffic light signals. Although using as a secondary sensor to parity check
detection from on-board vision sensors could enhance safety

Due to operational and functional safety being out of scope for CertiCAV (see Section 12) this
document does not cover the management of HMI or actuators.

HASSspecification

The HAV deployment use case set out in Section 2.1is facilitated by several organisational
stakeholdersinvolved asdescribed in Section 2.2. A specification of the HASSinvolved would need to
be developed and provided to stakeholders so they can facilitate the HAV deployment. The following
relevant stakeholder assurance activitieswould need to be supported by a HASS specification:

e ADSE: Argue and justify the satisfaction of regulatory requirements, provide assurance of
quality and performance. Clarify the specification of nominal conditions.

e UIC/ LFO: Clarify the specification of the system is suitable for their proposed use, in the case
of an LFO - put in place appropriate operational procedures

e Regulator/ TAA: Clarify system approval activities

e Technical Service: Preparation and undertaking of independent testing, and inspection
activitiesin support of technical approval process for the HAV deployment systems

e Insurer:Clarify risk factors, quality assurance and safety monitoring activities to facilitate
provision of insurance servicesrequired for deployment

e Service Provider:Clarify their duties and responsibilities in supporting the HAV deployment
system

© (ETSI, 2018)
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The subsections below outline identified deployment specification objectives and attributes that would
need to be defined and shared with the stakeholders to allow them to undertake these stakeholder
assurance activities. These are organised into the following five functional categories:

e Vehicle Operational characteristics
e Operational Design Domains (ODDs)
e ADSfunctionality

e HASSArchitecture

e Deployment Management

Furthermore, the definition and provision of a HASS specification supports the overarching objective
of crossreferencing that the specifications for each functional category are appropriate and
compatible with each other. For example,the ADSfunctionality should define a sufficiently high
operational speed if the ODD includes high speed roads.

It should be noted that this content focusses on supporting objectives that fall within the CertiCAV
scope of work asdefined in Section 12, and does not attempt to cover wider topics such asfunctional
safety, cybersecurity, and through whole lifecycle.

Vehicle operational characteristics
Objective: Define the outline physical and use specifications of the HAV to support:

e C(Classification of the deployment vehicle/service use of the HAV to facilitate
system/operational regulatory processes

e Definition of vehicle dynamic & operational attributes of the HAV relevant for implementation
of internal and/or independent assurance assessments.

We have identified that specification of attributesincluding the following would support the objectives:

e CQutline physical attributes:length, width, weight

e Chassisdynamicsattributes: Turning circle, steering rate, acceleration, braking

e Vehicle use:occupants/cargo, Number/weight, Type/ Restrictions (eg. age, hazardous),
Arrangement (e.g. Standing/ seated/ seat-belted, loose/ secured)

e Deployment domain:A geofence describing the area or route being operated. For some
deployments, this may consist of all roadsthat conform to the ODD within acountry.

e Vehicle configuration: Requirements and limitations for vehicle configuration (e.g.permitted
tyres,towing attachments.)

e Exteroceptive/chassis sensors: Type,location, field of view, range
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Operational Design Domains (ODDs)
Objective: Define the operating conditions under which the HAV isdesigned to perform in automated
driving mode to support:

e (Clarification of boundary conditions under which the HAV will, and will not be operating in
automated mode to facilitate vehicle/service operations, regulatory, and oversight processes
(eg.for an incident investigator to verify the environmental conditionswere within
boundaries of the ODD)

e Definition of nominal operational and boundary condition parameter specificationsthat the
HAV isintended to be operated within, to support implementation of internal and/or
independent assurance assessments (e.g. for generation of test scenarios)

ODD relatesto the external conditionsthe HAV isintended to operate in;it excludes internal
state/conditions of the HAV.

BSI PAS 1883 provides a definition of ODD terminology and ontology structure with the following
attributes top-level concepts and attributes:

e Scenery:Zones, Drivable area, Junctions, Soecial Structures, Fixed road structures,
Temporary road structures

e Environmental Conditions: Weather, Particulates, Illumination, Connectivity

e Dynamic elements: Traffic, Subject Vehicle

However, it isnecessary to further develop the ODD taxonomy to provide acommon schema format
that can be applied to an ODD description shared between key stakeholders, and that satisfies the
objectives stated above. It is critical that the ADSE provides awell-defined, and definitive ODD relating
to the deployment which describes all environmental restrictions/ boundaries relevant for the HAV
operations.

ASAM islikely to produce a concept that contributes to these objectives as part of their 'OpenODD'
project which started August 2020 and isdue for completion Jduly 2021. (see also Section 3.4.8.6)

A challenge for the definition of ODD isthat differing levels of abstraction are required for different use
cases:

e For ADSdevelopment and validation purposesit isideal to describe ODD by quantified
metricsthat can be reproduced in test facilities. For example, quantifying sensory conditions
with high spatial-resolution and continuously over the electromagnetic spectrum.

For operations monitoring, governance, and insurance purposesit isideal to describe ODD
with relatively simple semantic descriptionsthat can be verified by human observation and
measurements from relatively simple telemetry/measurement equipment.

A report produced by CPC and the National Physical Laboratory titled 'Performance Testing for
Sensorsin Connected and Autonomous Vehicles: Feasibility Study' discusses definition requirements
to support sensor testing in detail, and relevant findings are summarised in Section 8.11.

A potential solution to thischallenge would be to develop acommon standard that satisfies the latter
use case of defining the ODD with relatively high level semantic descriptionsthat can be verified by
human observation and telemetry/measurement equipment. An ADSE would then have the flexibility
to internally describe their ODD in alow level format that satisfies their development processes and
would only need to collate these against the commonly defined higher level semantic descriptionsto
be able to readily provide the ODD specified to the common standard which would facilitate co-
operation with assurance stakeholders.
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ADS functionality
Objective: Define the intended functionality of the ADSs Perception, and Tactical Decision making to
support:

e (Clarification of the on-road behaviour of the HAV checking appropriateness for ODD and
traffic performance

e Definition of the ADSs Perception capabilities and intended tactical driving functionality
relevant for implementation of internal and/or independent assurance assessments.

We have identified that specification of attributesincluding the following would support the objectives:

e  Perception
e Object and Event detection specification, capabilities, and limitations. Thisincludes the
definition of detection zonesinternal and external to the HAV and for each zone:the
location specification of related sensors and datacommunication, a flowchart of the
fusion/processing applied to sensor data and datacommunications, the types of
object/event detected, and the range/accuracy of detections
e Alist of known objectsand eventsthat may reasonably occur while the ADSisperforming
the DDT in the ODD that the ADSmay not detect as objects/eventsor asadeparture of ODD.
e Localisation specification, capabilities, and limitations. Thisincludes the method and
accuracy of localisation and a flowchart of the related processing applied to sensor data and
datacommunications
e DataCommunication
e Roleof connected datain functionality of ADS
Tactical Decision Making

e Adescription of manoeuvresthat may be implemented by tactical decision making and any
relevant restrictive/permissive ODD factors for each manoeuvre. This may refer to adriving
code and/or manoeuvre library: What rules are implemented or not, alternative policies for
handling unimplemented rules, conditions/reasons where rules may be violated

What MRM and fallback operation modes may be executed and their triggering conditions

e The specification should describe all limitations without gaps. For example,if it isdefined
that the HAV shall perform unprotected right turnsthen any environmental, situational, or
functional factorsthat restrict performance of that manoeuvre, such asforward visibility
limitations, should be described

Control & Actuation

e Lateral motion

— Specification of turning radius and steering rates
e Longitudinal motion
— Desired acceleration rates/limits, modes
e Non-motion
— Controlsactuated by ADSand their operational policy
— Any vehicle chassis actuators that are NOT actuatable by the ADSor implemented in
driving policieseg.horn, lights, parking brake

The definition of intended functionality attributes may be crossreferenced against the deployment
ODD attributes, for example in more challenging environmental conditionsthe ADSmay reduce
operational speed and range of tactical driving manoeuvres.
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HASS architecture

Objective: Define the architecture of the HASS, including off-board or nomadic electronic systemsthat
are not integrated into the HAV but may influence the ADS's performance of DDT and therefore HAV
behaviour through data communications. To support:

e Definition of which items of the system involve critical functionsrelevant for implementation
internal and/or independent assurance assessments

e Public engagement and authority assessment/acceptance of safety/operational risks

e (Clarification of the role and function of wider itemsin the deployment architecture to
facilitate vehicle/ service regulatory processes and scope/duty of service providersand
insurance

We have identified that specification of attributesincluding the following would support the objectives:

e Equipment and communications supporting Vehicle/ Fleet management systems;including
vehicle routing, and monitoring. Certain routing restrictions may be in place to manage safety
and capability limitations of ADSfunctionality

e (Global Navigation Satellite Systems (GNSS) or other systems used to help vehicle localisation

e Communications equipment/services such as V2X

e Teleoperation systems

e Mapping/ databases

e Local rulesof theroad

And would at aminimum include the following minimum information for each attribute:

e Anidentification/name for the system
e Adescription of how the system isused as part of the deployment
e Safety critical features

A complete description of the deployment architecture (e.g.acomponent diagram) would strongly
support the objective by describing and illustrating to relevant stakeholders how the HASSsystems
relate and interact with each other.
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Operational management
Objective: Define how aspects of the deployment relating to safety in-use will be managed.

To support:

e Definition of what changes may take place to HASSsystemsduringitslifecycle and the
relationship with change control processes

e C(Clarification of ongoing safety/quality monitoringrole in safety management

e Definition of any required co-operation activities between stakeholders, for example
provision/maintenance of physical/digital infrastructure

e Definition of safety critical human operator procedures, including vehicle operation,
monitoring and maintenance. Definition of relevant competence and training procedures

e Establish arobust and sufficiently developed understanding operational and safety aspects of
the deployment

We have identified that specification of attributesincluding the following would support the objectives:

e Entitiesinvolved in the deployment and their roles.

e How thevehicleisoperated and managed.

e Insurance policy details (e.g. Memorandum of Understanding (MOU) of insurance provision of
market product/service when approved)

e Change control management procedures:including HAV and deployment system
software/hardware, ODD monitoring, Infrastructure monitoring/maintenance/ co-operation,
relevant attributes such asversion numbers.

e Safety monitoring,incident detection.

e Through life management: Eg. Component inspection, maintenance, replacement schedule.

e Operational conditions assessment:Likelihood / Frequency of ODD boundaries being reached
in-use and impact to safety and service performance. For example, for what proportion of
time are site sensory conditions outside of ODD bounds, how frequently is fallback
engagement expected

Several of these attributes are more relevant for HAV operations, rather than the HASSsystem, and
would under the responsibility of the LFO, rather than the ADSE unless the deployment operation isa
UICHAV. Furthermore, with reference to the assumed regulatory process (see Section 2.1.3.2) they are
relevant for the operations approval (phase 2) which is outside of CertiCAV's scope. However,we have
presented thiscategory as some attributes may be relevant for System development and authorisation
practice, they represent an area of specification overlap between HAV system and HAV operations
which isuseful to cover with common specificationsto assist co-operation and understanding between
organisations.

Several topicsrelevant for this category are outside of scope of CertiCAV, e.g.incident
management/response, occupant communication, emergency information manuals, authority
engagement, operations procedures. The discussion in thisdocument may accordingly not cover these
factors,or only in alow level of detail.



2.5

2.5.1

2.5.2

CertiCAV Assurance Paper 45

Assurance goals

There are two key assurance processes;'System Development', and 'System Approval'. This section sets
out the assumed top level goals for each of these processes that are defined in lieu of context and
assumptionsdefined in the preceding content of this section. These goals are assumed and further
detailed in Section 4,and Section 5 respectively.

System development
The ADSE undertaking system development should produce a system safety case provingthe
satisfaction that all relevant system requirements are satisfied.

Thismay include demonstrating that the ADS:

o Satisfiesthedriving performance criteria for all conditions that reasonably occur within the
defined ODD

e (Can detect when limitations of the ODD are reached and respond by executing an appropriate
minimal risk manoeuvre to achieve a minimal risk condition

System approval
Aspart of supportingthe approval of aHAV deployment an independent third party may determine
viaaudit and inspection that:

e TheHASSspecification isadequately described and suitable

e Documentsand processes are well developed, systematic, meet requirementsand are
traceable

e Thesafety case is sufficiently developed, provides full coverage of the deployment
specification, has sufficient argumentation for coverage of inputs and reduction of unknowns,
and satisfies safety requirements

e Evidenceissufficient for supporting safety arguments

e Resourcesand Tooling have appropriate quality controls

e Suitable practice and standards are applied

e Therearesuitable organisational safety culture and quality assurance

Furthermore,they may independently verify by evaluation of evidence and/or witnessing of tests that:

e Thereissufficient quantity and quality of on-road trials monitoring to argue safety validation
and results support
Testbench testing:

e Sub-system performance testing and characterisation

e verification of sufficient behaviour in selected scenarios

e Boundary/ Edge case assessment

e Volume, controllability/repeatability
Physical Testing:
e Verification of perception performance in selected conditions
e Verification of whole system behaviour in selected scenarios
Verifying the fidelity of the evaluation toolchain
e Comparison of testbench and physical testing results
On road test:
e Verifying performance and assessing behaviour in real world deployment

e Assessingdeployment management, doesit match deployment specification
e Several tests covering specified sensory/traffic conditions
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Common Assurance
Practice

3.1

This section sets out the current state of relevant
HAV assurance practice. It identifies key gaps and
presents approaches for addressing them. Key
topics include performance indicators and
regulatory performance requirements.

Introduction

Assurance issupported by common practice that definescommon requirements and processes that
promote safe practices and facilitate interoperability between systems and stakeholders. This section
outlinesrelevant existing practice, identifies gapsthat should be considered further for automated
driving and suggests approachesto fill those gaps. It proposes an approach for setting requirements,
and how HAV performance may be measured.

This section discussesthree areas:

e Performance Indicators: Acommon reference for performance indicators is beneficial in
supporting the definition of requirements, assessment, and management of system
safety/quality, and ongoing monitoring (see Section 3.2)

e Regulatory performance requirements for HAVs: There isaneed to develop regulatory
requirementsthat define the performance standards that HASSs should conform to (see
Section 3.3)

e HAV assurance practice: There are needs for best practice to be developed for HAV assurance
(see Section 34)

These areas are complex and currently undergoing significant development internationally.
Accordingly, in thisdocument we do not provide acomprehensive system of practice, rather we focus
on identifying key issues, gaps and suggesting potential approachesto address them.
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Performance Indicators

Performance Indicators are metrics that quantify the performance of a system to evaluate the level of
success,determine achievements, and argue the satisfaction of specifications and needs.

In the context of CertiCAV, performance indicators may measure either the performance of awhole
HASSsuch as operating safely & effectively, or of sub-systems.

They play asignificant role in assurance because they:

e Support regulatory requirements with an objective assessment of compliance and traceability
to safety argumentation and evidence

e Areapplied to Verification and Validation activities and Safety Case argumentation to define
targets/specification, measure and evaluate their achievement. They may be applied within
processes as part of assessments, testbench validation and process monitoring

e Areapplied in independent assessments aspart of compliance and/or approval activities

For example, UL4600 (see Section 8.15) sets mandatory conformance requirements for Safety
Performance Indicators (SPIs) to be incorporated into the safety case. Asthe CertiCAV use case (see
Section 2.1) includes a scope of assurance extending beyond direct safety concerns,we apply the
wider term of 'Performance Indicators' rather than the more specific 'Safety Performance Indicators'
term.

We've identified four types of Performance Indicator that are applicable for the CertiCAV use-case.
These are:

e Event Occurrence

e Performance Models
e Formal Specifications
e Informal Specifications

Thefollowing sections provide adefinition and discussion for each of these types of performance
indicator.

Event occurrence

Definition

A measure of the rate of occurrence of describable events.

Examples

May relate to any type of describable and observable event, such asthe rate of:

e Collision events

e Injuryevents

e Error ofacomputer vision system

e Occupantsscoringtheir comfort below athreshold level
e Anear collision or conflict event

e System failuresand/or user intervention events

Eventsthat are associated with aharmful consequence could be described as'incidents'.

In the practice of functional safety, it iscommon to define safety levelsthat correlate to the
consequential severity of afailure and define limitson the probability of failure for each safety level.
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For example,in civil aviation the likelihood of failure of catastrophic consequence isrestricted to being
extremely improbable (10°° or less per flight hour).

Itisnot possible to definitively collate the safety levels applied across variousdomainsto failure rates
due to differing quantitative and qualitative assessment methods and categorisation thresholds used.
However, some typical Safety Integrity Levels (SIL) are shown in Table 6,and approximate mappings
of SIL to failure ratesin Table 7. 7

Category Safety Integrity Level (SIL) Maximal Consequence of Failure
Catastrophic 4 Multiple fatailities
Critical 3 Single fatality
Marginal 2 Major injury or injuries
Megligible 1 Minor injuries and/or property damage
Mo Consequence 0 User inconvenience (no harm)

Range of Probability of General Automotive |Civil Aviation| Railway
Failure per Hour Programmable ISO 26262 DO-178/254 | CENELEC
Electronics 50126
Max < Min IEC 61508 128/129
- 10-° (SIL0) QM DAL E (SILO)
10-° 10-° SiL1 ASIL A DAL D SIL1
10-° 10-’ SIL2 ASIL B DAL C SIL2
10-’ 10-° SIL3 ASIL B/C DAL B SIL3
10-° 10-’ SIL 4 ASIL D DAL A SIL 4
Application

An advantage of usingincidents as ametric isthat they typically relate directly to an assurance need,
such as absence of harm, and relate to definitive measures. They are therefore ametric that supports
the validation of HAVs, and wider processes such as systems of regulation. However,acommon
challenge isthat the acceptable rate of pertinent safety metricsincluding collisions and fatalitiesis very
low, therefore avery large assessment coverage would be required to evidence achievement ratesto a
reasonable level of certainty.

Asdiscussed in RAND'sresearch (Appendix B 8.17), collecting robust evidence that a safety metric will
be achieved is practically impossible pre-deployment. However, setting a measure of thiskind could
still have value:rather than evidencing statistical proof of incident rates it may be possible to assess
evidence on the basis of whether it demonstrates capability of adeployment achieving incident rates. A
process of ongoingincident monitoring (outside the scope of CertiCAV) could achieve statistically
significant validation over time, or alert deployments with unacceptable rates: such aprocess could

7 (Reid, 2019)
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provide acommercial incentive for developersto produce safe systems. However, care would need to
be taken that datais accurate and representative.

A strategy for reducing the size of test-space to prove achievement of incident ratesisto measure less
severe incidentsthat occur more frequently. Road traffic incidents may be considered as apyramid® as
shown in Figure 8 whose volume represents distance travelled® with the most severe and infrequent
incident being fatalities®® occupying asmall volume at the top point followed by categories of
decreasing severity and increasing frequency with a majority of driving at the base being undisturbed
passage.

Collisions
Figure 8: Pyramidal 1,752 fatalities SIight ——

representation of
traffic events

25,945 serious injuries Potential conflicts

125,461 slight injuries

Undisturbed
Damage only 7 passage

-
Graphics are not to scale

All figures are annual totals
Traffic: Road Traffic Estimates
Great Britain, 2019
Casualties: Reported road
casualties in Great Britain:

2019 annual report
S p

Total driving = 356.5 billion vehicle miles

Furthermore, evidence generation of event occurrence isnot limited to real life observation.
Smulation testing of large sets of scenarios may provide wide coverage and detect a variety of
incidents such as system failures. Collisions could be detected from simulation testing, and for example
SAE P980_201804 includes areference table that indicates likely casualty severity based on the
velocity delta of colliding vehicles, where the vehiclesinvolved are passenger carsweighingup to 3.5
tons.

® (Hyden, 1987)
® (Department for Transport, 2020)
2 (Department for Transport, 2020)
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However, extrapolating outcomes and descriptions away from real life observation of definitive
incidents such ascollisionsincreases the potential for error and blursthe lines between measuring
incidents,and measurement of models or specifications. For example:

e Detectingacollision in simulation is a definitive event that isrelatively resilient to error,
however determining casualty severity based on the velocity delta of the collision isprone to
error,in particular if it does not account for the passive safety features of the particular
vehiclesinvolved

e Detecting near missincidentsin on-road use may be prone to false negative detectionsdue to
the method of monitoring or detection

Thisisparticularly important if the indicator isused in avalidation assessment of the determination of
other performance indicators such as performance models. The potential margin-for-error of
performance indicators used for validation needsto be accounted for in the determined confidence
level of the validation.

Performance models

Definition

Performance Models are mathematical representations of a system performance factor such asrisk or
comfort or predicted event such asacollision.

Examples

Performance models are usually expressionsthat return areal-time value representing an abstracted
system performance factor.

They may be based upon physical principles. For example, atime-to-collision model predictsthetime
until acollision between two actorsassuming that both continue with their present velocity and speed.

They may be empirically derived, for example an event probability prediction model empirically
derived from historical data of occurrence of those events, or epistemically derived from principles of
physics.

Application

Two use-cases are identified for performance models.

Firstly, providing real-time metrics used as part of tactical decision making of HAV.

e A modified time-to-collision model could be implemented to trigger a collision avoidance
braking feature
e Arisk model could beimplemented to plan the safest forward path

Secondly, assessing the HAV's performance based on driving data. An advantage isthe ability to
provide metrics with arelatively low level of abstraction which increases assessment coverage.

e Aggregatingthe valuesfrom arisk model over time would evaluate risk exposure
A challengeisthat the model itself typically need to be validated to support a safety evaluation, and this

may require significant quantity of data collection analysis. The validation may be specific to ODD
factors.
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Formal specifications

Definition
Formal specifications are statements expressed with formally defined vocabulary, syntax, and
semantics. They should relate to explicit, quantified, and measurable criterion.

Examples

e Intel Mobileye's responsibility sensitive safety (RSS)?' concept which defines specifications for
maintaining for certain situations. Thisincludes safe longitudinal/lateral distances to maintain
from other vehicles, a'proper response’ if those distances are encroached, right of way rules

¢ Nvidiasafety force field (SFF)? which similarly defines a specification following the principle
that "Actorsin traffic should apply a safety procedure or equivalent action before it istoo late”

e Partsof road traffic law, which imposes specific and well-defined requirementson the
operation of avehicle (for example,do not exceed the posted road speed limit)

e Aggressive Driving isdefined asrepeated instances of manoeuvres (longitudinal and lateral
accelerations) above specified thresholds completed by the ego vehicle that,cumulatively, are
potentially less safe. The thresholds will vary by jurisdiction and/or culture

e Astraightforward specification would be to maintain a clearance envelope from other objects.
For example,to maintain 15 meter clearance when overtaking acyclist. A development of this
would be to increase the clearance distance as a function of the speed differential to the
cyclist,to account for the aerodynamic loads placed on the cyclist®

Application

Formal specifications can be built into adesign process and are relatively straightforward to verify
compliance with. They can be a useful medium for building consensus of sound principles and
verifying their implementation in an ADS, for example, both RSSand SFF agree on various safety
principles such asthat 'right of way is given, not taken' which are applied in their specifications.

Thismeansthat it ispossible to gain ahigh level of confidence in a system's performance in some
respect before deployment. As such, well specified requirements form the basis of safety for many
existingautomated and high reliability systems. However, asthe system becomes more complex, so
doesits specification. Thisincreases the effort required in developing the specification. It also
introduces arisk of 'specification bugs':cases where a system functions exactly asintended by its
specifications, but not in away that satisfies stakeholder needs. If aregulator takes on the responsibility
of writing a specification, it also takes on responsibility for any errorsof thistype.

For example,if arequirement specifies that no traffic rules may be contravened this might prevent an
ADSfrom committing atrivial infraction to prevent acrash. The RSSconcept relieson assumptionson
the behaviour of other road users, which is the subject of the "IEEE P2846: Assumptionsfor Modelsin
Safety-Related Automated Vehicle Behavior" standard.

Formal specification may be considered as being objective asthey specify behaviour that is not subject
to interpretation from an agent such asadriver. However, if two or more formal statements specify

' (Mobileye, 2017)
(Nvidia, 2019)

3 (Gromke, 2019)

* (IEEE, n.d.)


https://arxiv.org/pdf/1708.06374.pdf
https://www.nvidia.com/content/dam/en-zz/Solutions/self-driving-cars/safety-force-field/an-introduction-to-the-safety-force-field-v2.pdf
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conflicting behaviour then subjective reasoning need to be applied to resolve the conflict if aformal
system of assessing and resolving the conflictsis not established.

Informal specifications

Definition
Specificationsthat do not satisfy the definition of formal specifications are informal. These typically

involve adegree of human judgement in their interpretation e.g. being "obvious", "reasonable”, or
"sufficient".

Examples

Currently defined road traffic rules and codesinclude several informal statements, for example from
the highway code®:

e Rule 114 You MUST NOT use any lightsin away which would dazzle or cause discomfort to
other road users, including pedestrians, cyclists,and horse riders
e Rule 144 You MUST NOT
e drivedangerously
e drive without due care and attention
e drive without reasonable consideration for other road users.

These rulesdo not provide compliance criteria related to objectifiable metrics. Other subjective
statementsthat appear in rulesinclude: 'plenty of time','you can see the road isclear','if it is safe’,
‘'except in an emergency', and 'carefully and slowly'.

Legal tests are not analogous to specificationsin this context, and atest considered to be legally
objective may be an informal specification. The test that is applied in law for considering whether
drivingisdangerousisthe objective test of the competent, careful driver. Thisis set out in the statute?®
asfollows. A person isto be regarded asdriving dangerously if:

e theway hedrivesfallsfar below what would be expected of a competent and careful driver,
and

e itwould beobviousto acompetent and careful driver that drivingin that way would be
dangerous

Whilst such atest may be legally objective in the respect it supportsadetermination to be made from a
3" person perspective, it isnot aformal definition (see Section 3.2.3.1) and does not relate to explicit
measurable criteria and istherefore an informal specification.

Application

Informal specifications may be considered as being subjective as they specify behaviour that is subject
to interpretation from an agent such asadriver.

Requirements could define situations which avehicle must be able to handle competently, without
providing precise specification for the behaviour to be carried out. The ADSwould then be judged
qualitatively on whether itsbehaviour demonstratesthiscompetency. Thisisanalogousto the human

® (Department for Transport, 2019)
° (Legislation.gov.uk, n.d.)
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driving test, which (in the UK) provides a structured way for ahuman examiner to make ajudgement
on behaviour.

However, the existing regulatory/practice framework applied to human drivers was not developed for
regulating automated systems. A requirement such as'Drive carefully and competently' hasproven
suitable for retrospective judgement of adriver's actions;however, thisjudgement only appliesto a
single specific scenario, and so cannot be used by ADSEsto write software that will always conform to
therequirement. Thisiscritical for ADSs because software typically lacks '‘common sense’, so cannot
generalise the desired behaviour from one scenario to another superficially similar scenario.
Additionally, from an assurance point-of-view, systems need to be tested in avery large number of
scenarios and thismakesrelying on human judgement to assessthe outcome of every scenario
impractical.

The lack of explicitly objective requirements, such asthe current system of requirements applied to
humans, lendsitself to self-assurance. Subjective requirements such as'drive carefully and
competently' are defined and it isleft to the judgement of individual driversto apply them.Smilarly,
when applied to HAV the ADSE may need to apply their own judgement based on their own evaluation
of subjective measures.

Self-assurance leads to areactive system of governance where investigation and control action istaken
after afailure hasoccurred. Thisintroducesincreased risk of undesirable outcomesincluding harm, or
reactively grounding a fleet of vehicles.

Developing performance requirementsfor HAVs

Introduction
Performance requirements can be defined in two areas

e Secifications: Defining how the system must perform. It may then be verified whether the
system conformsto thisrequirement. Specificationsin this context are deterministic: their
conformance is not subject to randomness, and they are either satisfied or not satisfied.

e Needs: Defining the acceptable outcome of the system's performance. It may then be
validated whether the system meetsthisrequirement.In the context of assurance these are
typically probabilistic in nature, relating to statistical rates with degrees of uncertainty.

Currently, national and international vehicle requirements apply relatively prescriptive specifications
for the 'intended functionality' of automated systems. In general compliance to needs based
requirementsisnot directly referred to in requirements. For example, although for FuSa, 1SO 26262
defines Automotive Safety Integrity Levels (ASIL) with broadly defined minimum failure likelihoods,
compliance of these isonly required indirectly through compliance to automotive QMSstandards such
as|ATF 16949:20 16.

Therelationship between assurance practice and requirementsisillustrated in Figure 9.
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Considering an Advanced Emergency Braking System (AEBS) as an example:

e Intended functionality specification:isdefined by the specifications and test proceduresin
UN-ECE regulation 13#7

e SOTIF: Addresses hazards caused by functional performance, e.g. false positive/ negative of
object and event recognition systems, and validatesthe implementation of the intended
functionality into the system and functional specification

e FuSa:Addresses hazards caused by the malfunctioning behaviour of electronic and electrical
systems.

Figure 9: Current Regulation
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When considering the application of thisprocessto higher level automation and/or applying
automation to wider ODD and/or covering more diverse functionality thisraisestwo key questions.

Firstly,how will it be assured that an intended functionality will be sufficiently safe in use? Although
SOTIF coversthe identification and evaluation of hazards caused by the intended functionality, the
methodology is essentially limited to defining that a systematic Hazard Identification and Risk
evaluationsisundertaken to determine that a validation target is met. SOTIF discussion on
specification of the validation target islargely limited to stating they may relate to regulations, statistics,
and functional requirements. There are further suggestionsthat atarget could be an accident rate
based on statistics, or follow rationales of: positive risk balance, 'globally at least as good'
(GAME/GAMAB), or 'as low asreasonably practical' (ALARP). For an intended functionality of increased
complexity,and in the absence of ahuman driver to cover false negatives or take responsibility,
validating safety will be extremely challenging, needing to cover avery large quantity of variables and
low tolerance for unknownsor error. A development of supporting practice for both defining suitable
validation targets, and validating their achievement isrequired.

Secondly, how will the intended functionality itself be defined? SOTIF has been developed for and is
applied to asystem where the intended functionality of driving function behaviour is prescribed

27 (United Nations, 2013)
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elsewhere, for example ISO 15622:20 10 for an adaptive cruise control function (ACC). The topic of
developing and verifying an intended functionality for adriving behaviour function istherefore not
addressed. It shall become increasingly challenging to manage the safety of HAV by defining
prescriptive specification requirements because of the demandsto:

e Cover requirementsdefined subjectively in road traffic regulations/Highway code and driver
licencing/competency that are impractical to translate into an intended functionality
specification (see Section 3.4.5.1)

e Implement tactical safety to control the exposure to external driving risks (see Section 3.45.2)

e Validate safe HAV behaviour when intended behaviour isnot prescribed in standards (see
Section 34.9.1)

e Ensuringtheintended functionality is sufficient for taking full responsibility for the safety of
thedriving task. Thisincludes the execution of fallback

It will therefore be impractical to define prescriptive requirements to manage assurance acrossarange
of HAV;this motivates consideration of how requirementsrelating to performance needs may be
defined.

Defining requirements for performance needs
Human drivers are regulated by requirements defined in Road Traffic Regulations, driving codes, and
by driver licencing/competency requirements.

The existing definition of requirements for human driversincluding road traffic regulations and driver
codes has evolved over time to influence suitable behaviour from human driversand support the
retrospective judgement of whether,for example,adriver'sactions are 'what would be expected of a
competent and careful driver . However, it isassumed that monitoring the safety of HAV
retrospectively would not be acceptable and that prospective validation of safety would be required.

We have identified three componentsthat would need to be defined in performance requirement
needs for HAV behaviour in order to support the validation of assurance:

e Conditions: statementsdeterminingwhere and how the requirement is applicable
e Limitations: statementsdetermining performance thresholds
e Certainty:thelevel of validation required that the limitations are met during the conditions

For example,if arequirement isdefined as:

e "AHAV must not cause injury collision incidents at arate that exceeds once per billion miles
of driving, validated as statistically significant with a p-value of 0.05"

Thisrequirement:

e Hasacondition of causation, if aHAV isinvolved in an injury collision, but was not at fault for
causing the collision would not be subject to thisrequirement

e Hasalimit on therate of injury collision incidents of once per billion miles of driving, when
the conditions of the requirement are satisfied

e Thecertainty isto be determined by validation isto satisfy statistical significance with a p-
value of 0.05

We assume that the certainty component of requirements would be handled by guidelines applied to
the validation practice in system development and approval which isdiscussed in
Sections 4 and 5 of thisdocument. However, further consideration isrequired on how conditions and
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limits are defined that would cover arange of existingregulatory areasincluding road traffic
regulations/driver codes, driver licencing, and the A&EV act in the context of HAV approval.

The above exampleispurely toillustrate the three components, and does not purport to be a
complete solution. We suggest that ideally defined requirements would:

When taken asawhole, define acceptable limitson risk

Reference formal and measurable performance indicator metrics

Be targeted, structured, and implementable in assessments

Be free of conflicts

Account for operating in ahigh risk multi agent environment. A HAV needsto be understood
by other road users, and sufficiently mitigate the potential unreasonable actions or misuse of
others

Account for the need to operate effectively within an existing system of governance &
infrastructure evolved over time for human use, co-operate with other road users and
facilitate efficient transport

Support ethics: For example, in addition to demonstrating the introduction of a HAV system is
globally a positive risk balance compared to human driving, no particular group of people
should be subject anegative risk balance

Be proportional: For example, rather than having a single casualty incident rate limit, the limit
could be proportional to the existing casualty rates for category of road, or other operational
baseline risk factors

The needsto be addressed are therefore:

The definition of measurable driving performance Indicatorsthat may be referred to in
requirements: Thisis discussed in Section 3.2 where types of performance indicators are
presented

Identification of what conditions and limitsthat would need to be in a set of requirementsto
addressthe above needs. Thisisdiscussed in subsequent Section 3.3.3
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Driving performance criteria
Asabove, it issuggested to develop a set of conditions and limitationswhich when taken asawhole
define acceptable limitson risk.

To explore this, we follow a process of:

e Defining an example set of criteriathat describes fulfilment of safe and effective driving
e Consider the challenges of applying these criteriato requirements
e Consideringrequirement development options

Thisisfollowed with a case study example of how thismay be applied, and discussion on how
requirementsrelate to assurance process.

The purpose of driving performance criteriaisto establish a set of statements which provide a
complete qualitative description of safe and effective driving. The example criteriaproposed in this
document are intended to represent aplausible version of such adescription. However, it remainsto
be seen whether all public concerns about automated vehicle driving standards will be covered by this
list,so they may need to be updated as more evidence becomes available.

Note that:

e These are example criteria, that are limited to those applied to HAV behaviour. We do not
attempt to consider criteriathat would apply to the performance of sub-systems such as
perception and decision making

e Thegoal in developing thislist wasto completely cover adefinition of desirable driving, and
not to try and rationalise into a concise list that minimises overlap between criteria

We assume that the priority isto cover safety (for both automated vehicle occupants and other road
users) and to manage any potential negative effects on other road users. This meansthat many aspects
of performance with an effect on user experience are excluded from our criteria. However, alimited
amount of performance assessment isincluded, since a poorly performing vehicle could create a safety
risk or seriously disrupt traffic flow.
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In MUSICC, aprevious CPC project, we published a proposed set of criteria for use as part of an
automated evaluation process® . These were taken asa starting point and reviewed as part of this
project, with input from several key stakeholders. A revised and expanded set of criteriais presented

below:
Ref Criterion Description
1 Do not cause harm  When conditions (e.g. other road user behaviour) are reasonable
then collisions are not acceptable. The threshold of acceptance for
HAV to cause collisions is very low.
2 Avoid harm, even Expected to allow for possibility of unreasonable behaviour by
when not the cause others, or hazardous conditions. The expectation is that a HAV
should be able to detect and avoid/mitigate hazards with a
performance at least equal to a reasonable human driver.
3 Provide occupant For an omnibus driving smoothly is an important safety factor, for
safety/comfort vehicles with seat-belted occupants this is limited to comfort unless
accelerations are severe.
4 Follow Traffic Rules HAVis expected to comply with road traffic regulations
5 Provide reasonable HAVis expected to maintain safety margins that are safety resilient
safety margins for both operation of HAV and appear reasonable to other road
users.
6 Follow recommended Expected to exhibit good driving behaviour, following guidance in
driving practice highway code and other relevant practice.?
7 Facilitate established Expected to reasonably blend in with established driving practice,
driving conventions not to confuse or unreasonably hinder other road users.
8 Behave considerately Expected to follow courteous driving practice to facilitate smooth
to other road users  and harmonious experience for all road users.
9 Do not unreasonably Being overly hesitant/cautious and on a larger scale has

obstruct movement environmental/economic impact on traffic logistics.
of traffic

* (Myers & Saigol, 2020)
(The Police Foundation, 2020)
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Conditions and limitsin context of ahuman comparator

The description makes some suggestionson limits. The Law Commissions' CP3* paragraphs 560-5.65
discussesthe principle of 'apositive risk balance compared to human driving performance’ and
observesthat 'Given that the casualties that occur involve only asmall minority of (often poor) drivers,
abenchmark of "better than the mean" may be seen astoo low. We derived similar reasoningin the
development of limit suggestions. Rather than applying the broad principle of achieving a positive risk
balance, we referenced human performance benchmarksin amore context specific and conditional
way that we suggest may be more ethically acceptable.

For example,for criterion 2 of avoiding collisions of which the HAV isnot the cause, it is suggested that
in this case areasonable human isagood benchmark for hazard perception and response. Therefore,
when avoiding hazards caused by faults of others, performing similar to areasonable human driver is
sufficient. Thishuman benchmark comparison is conditional on:

e Thecomparison only applying only to eventswhere the HAV isnot the cause

e Usingonly reasonable humansasacomparator, for example based on studieswhere humans
are known to be reasonably competent and attentive rather than holistic incident statistics
that may include instances of unreasonable ego drivers

Furthermore, for criterion 1it issuggested that tolerance for aHAV to be at fault of acollision isvery
low, and it may be expected for aHAV to perform significantly better than humanswho may be
inattentive or reckless.

Role of traffic rules

Much of the existing literature on HAV assurance either takesthe view that legal requirements are not
important for safety®', or that the assurance process must show absolute adherence to all rules of the
road® (see Appendix 8.17 for further discussion of the RAND report). In the safety criteria presented
above, not only isadhering to traffic rules akey criterion, but additionally criterion 6 isincluded so that
the HAV will follow practice that isrecommended but not enshrined in law (which isthe case for a
significant amount of the UK Highway Code).

Therulesof theroad are critical for safety and co-operation because they set not only the ADSs
expectations of what other road userswill do, but also the expectations of other road usersfor the
HAV.These reasonable expectations of other road user behaviour are key to facilitating the smooth
flow of traffic,asroad users can proceed in away that reasonably ensures lack of conflict with each
other without having to account for every possible action of other road users. Asa simplistic example
of this,imagine approaching aroundabout such that you can see the roundabout iscompletely clear. If
you can see the road comprisingthe roundabout for an equal distance to both the left and right, some
safety specifications will treat going around the roundabout either way as equally safe. Thisisclearly
wrong, asone direction will result in the HAV driving directly into any hidden oncoming traffic.

An alternative way to ensure that behaviour is consistent with the expectations of other road users
would be to directly collect dataon road user behaviour within the system'sdeployment area. If
enough data could be collected, this could be used to build a model of average and extreme actions for

% (The Law Commissions, 2020)
%' (Blumenthal, Fraade-Blanar, Best, & Irwin, 2020; Shalev-Shwartz, Shammah, & Shashua, 2017)
%2 (UNECE, 2020)
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that particular junction or road segment. Assuming the model was accurate enough,the ADScould use
it to predict the behaviour of other road users, and ensure it conformed to the average behaviour itself,
making the safety of the ADSindependent of the actual rules of the road. This has a key advantage in
that the ADSbehaviour would reflect what really happenson theroad, rather than what the rules say
should happen. However,there are also several drawbacks:

e Alarge amount of data must be collected for even very infrequently used sections of road.
Datawill need to be kept up to date if road users' behaviour changes

e New or altered road sections cannot be navigated until data for them has been collected

e Theoverall safety level is at least partly determined the behaviour of the current population of
road users,which may not be as safe asif more road users adhered strictly to the rules of the
road

e ltislikely to be extremely important to regulatorsthat HAVsobey the law, regardless of the
behaviour of human road users

The alternative viewpoint, that the HAV must always obey all traffic rules, would be the correct
approach if the traffic rules were specified in such away that they covered the full DDT, were precisely
defined, did not conflict with each other, and allowed the free and fair flow of traffic in all situations
wherethat isachieved by human drivers. If the traffic rules do not meet these criteriathen slavishly
obeying them may lead to areduction in safety in some circumstances, asdiscussed in Section 3.4 5.1.

Application challenges
There are avariety of challenges that need to be addressed when applying these criteriato an
assurance framework asfollows.

Overlap between criteria

The scope of variouscriteria overlaps with each other. For example, there isoverlap between
providing reasonable safety margins, recommended driving practice, and following traffic rules.

Thismeansthat the application of each criteria cannot be addressed in isolation, it must be considered
in relation to how the other criteria are being treated.

Conflicts between criteria or within criteria

There are conflicts between criteriathat need to be addressed.

Example: Following the code of not causing vehicles on the major road to slow down when pulling out
from aside road may conflict with the need to avoid obstructingthe movement of traffic.

Example: Following good practice of leaving recommended following distance may conflict with
facilitating established driving conventions and increase global risk.

Metrics and traceability

To allow defined requirementsto be traced against system validation outputs and system safety case
argumentation it isnecessary to reference common metrics. Thisrole may be fulfilled by performance
indicators as described in Section 3.2. Ideally any referenced performance indicators would be
formally defined and explicit - to allow direct mapping to formal verification and validation techniques.
However, various performance indicators used currently for (human) driving such as compliance with
rules/codes are not formally defined which introduces challenges referencing formal metricsto some
criterion.
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Complexity and completeness

The criteriaare attempting to capture the correct behaviour for an actor involved in highly complex
interactionsin ahighly complex high risk environment involving multi-agent systems and have not
been formally verified or validated. The criteriawe've set out in thisdocument are not necessarily
complete/and or optimal,amending them accordingly may highlight new challenges, issues,
constraints and so forth.

Resolution of challenges

An approach for resolving challengesrelating to overlap and conflicts between criteriawould be to
order requirement statementsinto a hierarchy.Singapore'stechnical reference for automated vehicles
discussesthe dilemmas of application of rules to automated driving as summarised in Section 8.16.
Whilst the driving performance criteria presented above are ordered approximately in ahierarchy, the
resolution of thisultimately becomes a situation specific evaluation of safety and performance costs.
Developing a system to resolve thison awide scale is highly complex.

For example, considering the third criterion 'Provide occupant safety/comfort', if the HAV isadouble
deck busthat carries standing occupants, the potential severity outcome for scenariosinvolving heavy
braking could include fatalities. However, if the vehicle is a passenger car where occupants are seat-
belted, the potential severity outcome for the same scenarios may be limited to
inconvenience/discomfort only, lowering this criterion on the hierarchy.

Referencing formal metricsto support formal verification and validation of requirementsrequires
behavioural safety challengesto be overcome (see Section 34.5). Thiswould include the formalisation
of traffic rules/codes and modelling multi-agent risk, which are discussed in Sections 3.4.5.1and
Section 3.4.5.2 respectively.

There are multiple layers of complexity being covered by requirements, and if their coverage is not
complete thisleaves potential for unaccounted risks. It islikely that requirementsthemselves would
need to be validated over aperiod of time of use, with monitoring and feedback identifying concerns
to beresolved with iterative changes until the system of regulation is matured.
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Requirement development options

Thedriving performance criteriain Section 3.2 attempt to provide a superset of statementswhich
describe safe and effective driving. However, they are not detailed enough to be used astechnical
requirements. The descriptions of the driving criteria contain some hints at conditions, limitations, and
certainty, but these are not fully defined. Also, they do not reference performance indicators, which
makes it difficult to link them to metrics gathered in the validation process. Thismeansthat afurther
processto define requirementsisrequired.

Defining these requirements could be technically challenging. Snce the driving performance criteria
are qualitative,itisimpractical to formally show that any given set of requirements will meet them.
Thismeansthat the set of regulatory requirementswill have to be validated based on operational
experience. An initial set of requirements should represent the best effort to set technical criteria for
automated vehicle acceptance, but, given the complexity of the operating environment, it seems likely
that they will need to be refined over time.

Section 3.34 identified that there are trade-offsto be made when setting requirements. Expecting
perfect performance against all criteriais unrealistic, so the limitations aspect of the requirements must
allow for some tolerable level of risk. Defining exact levels is a sensitive topic, but certain principles®
are well established:

e Thereisalimit on how much risk any individual should be exposed to. Thiscan sometimesbe
expressed numerically, but in practice dependson the level of societal concern

e Where arisk issignificant, but not unacceptable to any individual, it should be mitigated as far
asreasonably practicable (i.e.until the costs of further mitigation are greater than the benefits)

e Verylow-level risksrarely justify regulatory intervention

As an example, these principles are applied to thefirst driving performance criterion, "Do not cause
harm". A reasonable set of conditionsand limitations for thiscriterion could look like those in the table
below:

% (Health & Safety Executive, 2001)
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Ref Requirement Rationale/ discussion

1a Do not cause collisions at  Likely to be a relatively high level of societal concern about
more than adefined rate  collisions caused by a HAV. This means that the tolerance for
per operating hour HAV caused collisions will be lower than other types of
collisions.

Setting atolerable rate of zero is unlikely to be proportionate:
beyond a certain point, the safety risk is negligible, so it may
not be reasonably practicable to go further.

ib  Causality shall be The tolerance for HAV caused collisions is low. One way this
determined with reference can practically be verified is by reference to a formal
to a formal collision specification.

responsibility specification All HAVs must use compatible definitions of causality.

2 Wherethe HAVis designed System developers should be expected to reduce risk as far as
to execute an action, which is reasonably practicable, even if the overall rate of collisions
may foreseeably causea  caused is below the threshold.
collision, this must be
justified by a validated risk
assessment

Taken together,requirements faand b impose alimitation (maximum rate of incident occurrence)
subject to acondition (aformal specification to define causality). Requirement 2 can also be read in this
way; however,thisisbased on informal specifications (actions which may foreseeably cause a
collision which are not justified by avalidated risk assessment) and a limit of zero. The requirements
can also be related to performance indicators asdiscussed in Section 3.2. Note that thistable does not
cover the confidence level aspect of the requirement (this should be handled separately, as suggested
in3.3.2.)

Some additional considerations, not considered in the example above, will need to be applied to the
design of an overall set of requirements. These include:

e How to cover all aspectsof the driving criteriawith minimal overlap between requirements

e Practical application of the derived requirement to assurance practice. When applying to
assessment there isacompromise between level of granularity of the evaluation, and
assurance obtained from a certain number of tests

Figure 10 below shows a high-level example of requirementsthat attempt to satisfy assurance needs
across all driving criteria:

* This part of the requirement could, in some circumstances, be easily formalised. For example, if a vehicle causes a collision in
testing, it is likely to be foreseeable that the same could happen again after deployment.
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Driving Criteria Performance Requirements

1. Do not cause harm

2. Avoid harm, even when not
the cause

3. Provide occupant safety/comfort

4. Follow traffic rules

5. Provide reasonable safety

practice

7. Behave considerately to other
road users

8. Facilitate established driving
conventions

9. Do not unreasonably obstruct
movement of traffic

) *

6. Follow recommended driving

Incident likelihood limit (harmful event)
- subject to categorisation

And, limit on proportion where traffic rule
contravention is a contributing factor

A
If contravening a rule to reduce risk of collision this
must be justified by a validated risk assessment

B.
Ensure conformance to the If contravening a rule/code due to conflict with

> nghwa_y code subject to another rule/code this must be justified by a validated
exceptions A, B, C risk and/or cost assessment as appropriate

Ensure that behaviour accounts
for site conditions and does not c

If'contravening arule/code to facilitate driving

obstruct movement of traffic or
experience conflict with other conventions or movement of traffic this must be

road users in reasonable

e justified by validated cost and risk assessment
conditions

Performance Incident O Informal
indicators neident Seeurance pecification

Key features of this example include:

Alimit isproposed for both the total likelihood of incidents and the subset of these for which
the system under test isdetermined to be responsible. There isdeliberately no separate limit
for not-at-fault incidents: otherwise, there are plausible situations where an ADSdeveloper
could be incentivised to increase the likelihood of their vehicle being considered at fault (in
order to move acollision out of the not-at-fault category)

Incident likelihood is subject to further categorisation. This could consider factors such asthe
level of challenge posed by the road environment, likely severity of harm, and therisk to
different groups of road user (to ensure no individual is exposed to excessive risk)

The Highway Code isincluded but treated as an informal specification.In practice,it may be
desirable to formalise some aspects of the Highway Code, asdiscussed in 34.5.

We have included road traffic rulesin the category of Highway Code for clarity. In reality, the
"must"rulesin the Highway Code summarise legislation, which provides more detailed
definitions. However, these definitions are usually also in the form of an informal specification,
so the process presented here remains similar
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Exceptions A,B and C are available to allow contraventions of the Highway Code to enable compliance
with the driving criteria. Each of these fulfils a slightly different purpose:

Exception Aisrequired asit iscurrently not assured that the following the Highway Code will
always permit the safest action in every situation. If this exemption did not exist,amuch
greater level of validation of road ruleswould be required to ensure that following them
precisely in every situation cannot contribute to the causation of harm

Exception B handles contradictions within the Highway Code. These are likely to be most
important in edge cases. The need for this exemption could be reduced or removed if the
Highway Code itself defined how such conflicts should be handled (e.g. by providing a
hierarchy of rules)

Exception Creflects an acknowledgement that sticking to the rulesrigidly may not alwaysbe
the best outcome for society in termsof convenience and traffic flow. It could, for example,
lead to vehicles becoming stuck and blocking key parts of the road network. Again, it is
possible that a better-validated Highway Code would not require this exemption

These exceptions refer to justification by a validated risk and/or cost assessment. These could be

implemented in anumber of ways, for example asreal-time models, or in software design with an
extensive set of situation specific rules, or acombination thereof.

The approach isdesigned to ensure that following rulesis the default, with any departure requiring

explicit thought and argument. It isrecognised that developing such a validated risk and/or cost
assessment would be challenging, however under thisruleset developers have the option to avoid this
if their system specification and use allows. While the properties of the ruleset identify where

exemptionsmay be needed, it isnot necessarily the case that all will need to be used. The need to use
exemptions may depend on the complexity of the deployment and the design of the ADS. Developers
could choose to design a system or specify their deployment so that situationsrequiring exemptions
are avoided.
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HAV assurance practice

In this section we identify and discuss areas of HAV development processes. Thisis a highly complex
areathat isunder active development internationally. Accordingly, this section does not provide a
comprehensive system of practice, rather it focuses on identifying key issues, gaps and suggesting
potential approachesto addressthem.

HAV assurance best practice
Best practice provides an important interface between System Developer and Independent assurance
verification processes.

If best practice is sufficiently developed thisfacilitates independent testing, inspection, and
conformance/ certification activity to be integrated as part of the system development process and
streamline assurance activities.

Existing discussion on automated vehicle system safety often cites the following three areas of
validation/assessment practice: functional safety (1SO 26262), safety of the intended functionality (1ISO
21448), and cybersecurity (ISO/SAE 21434). Which leads us to the following observations:

e All of these standards are intended to cover SAE level 0-2 driving automating systems, they
therefore may be inappropriate for, or leave gapswhen applied to, SAE level 3-5 ADS

e 18021448 SOTIF'snormative content islimited to its objectives;the methodologies are
informative

o ISO/SAE 21434 isweighted towards software validation methods and does not
comprehensively cover cybersecurity design and assessment

e Thescope of existing best practice applied to functional safety, SOTIF and cybersecurity does
not completely cover HAV assurance

Figure 11below illustrates some of the processesinvolved in HAV development and some examples of
standardsthat inform good practice for these processes. Currently these areas are under very active
development. Furthermore, due to the large scale and complexity of the systems and challenges
involved, some gapsremain that are not covered by current practice development activities.
Therefore, in several areasit remainsuncertain what practice may be adopted by industry and
regulators with there being competing practice proposals, or gapsin practice development.

In August 2020 BSI published a Connected and Automated Vehicles Standards Roadmap® which maps
out relevant published standards, current/forecast standards activities, and identified standards gaps.

% (British Standards Institute, n.d.)
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Commeon Definition SAE J3016, PAS 1883 (ODD), NHTSA

(SAE J3206, 1S0 56000 series, UL 4600,
l kTR 68: Part 2, STPA

Operational
Safety

Testing/Validation 2;3;&321 ;32'5’51-0)’ 1S0 19394, 19365,
Functional IEC 61508: General
Safety 1S0 26262: Automative
Probabilistic ISO 21448, IEEE P2846, FG-A14AD
Systems

Behavioural <_[UN-ECE, NHTSA, TR 68: Part 1

PAS 1881, SAE J3018, SAE AVSC

Safety &
Quality
Management

Safety
Senors & Co-Operative ASAM, PAS 1882,150 23150,22133,
Safety 21184, 19091, 23150 ETSI 102486
Data ASAM, PAS 1882,1S0 21718, SAE
Management J1698, TR 68-4

An outline description of the identified processes:

N D N W N N Y N

e Common Definition: The definition of terminology and system architecture referred to in
assurance practice (see Section 2.3)

o Safety and Quality Management: Ensuring that requirements are sufficiently defined, owned,
and achieved

e Operational Safety: Discovering, specifying, and validating processes and attributesrelating
to safe use in operational conditions

e Functional Safety: Addressing hazards caused by the malfunctioning behaviour systemsin
vehicles

e Probabilistic Systems: Safe utilisation and operation of probabilistic systems

e Behavioural Safety: Identifying and Validating appropriate intended functionality

e Sensors & Co-operative Safety: Performance and safety of sensor systems and use of sensor
data

e DataManagement: The collection, use,and management of data

e Testing & Validation: Processes and tooling for Testing and Validation

This section continuesto provide amore detailed discussion for each of these assurance processes.
Further development of these processes would help to support system assurance needs.
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Safety & quality management
Thisisthe overarching process of ensuring that requirements are sufficiently defined, owned, and
achieved. This may include satisfying the following objectives (non-exhaustive):

e Define an appropriate organisational risk culture. Assess and define organisational risk
appetite that isdemonstrably within regulatory requirements. Describe principles for vehicle
testing culture

e Define and manage safety for the whole lifecycle of the HAV

e |dentify and apply appropriate practice and processes

e Adopt asufficiently well developed and systematic process for managing safety/quality and
ensure safety requirements are satisfied

e Addressrisksacrossthe entire supply chain with well-defined roles & responsibilities and
ensure access to, and retention of, control documents and evidence

e Co-ordinate and sufficiently explain the deployment with necessary stakeholders and develop
acomplete system specification

e Document full specifications for nominal state of systems and integrate thisinto testing
process

e Plan processesto account for the whole safety lifecycle of the product

e Organise safety for the whole system, ensure safety arguments are systematic structured,
evidenced and documented

e Apply appropriate change management

Several of these objectives refer to areas out of scope for CertiCAV, including operational &
organisational safety. However, the topics of system safety case and change management, which are
considered of relevance to system safety, are discussed below.

A challenge to thisprocessin the context of HAV isthe current reliance on safety case which requiresa
high effort to develop, maintain, and review when compared to managing safety though conformance
to specification standards. However, addressing safety through conformance requires the support of
well-developed and validated safety standards. As HASSs are highly complex and diverse it will likely
be impractical to standardise architectures and validation processes to a sufficient degree that replaces
safety case. It would at the very least take a significant period of time for standardsto develop
sufficiently for assurance to be demonstrated by their conformance and it islikely that the ongoing
development of standards will increase the scope of safety addressed though conformance, and thus
reduce the scope of safety case - rather than entirely removing the role of safety case in addressing
safety.

A system safety case is likely to be large, complex, and therefore challenging to scrutinise bottom up
from itsbody of evidence. It may therefore be helpful to consider safety management asatop down
process of ensuring that suitable risk appetite statements and safety principles are defined and owned
at atop level in the organisation and embodied by the whole organisational structure and their
activities. Furthermore, that safety management is co-ordinated across all system development
processes, ideally by assessing risksin acommon top level safety management process rather than
addressing safety in separate potentially competing safety processes such as functional safety and
cybersecurity without considering their respective inputs/outputsand impacts on each other.
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System safety case

Existing practice often refer to safety assurance to be demonstrated by a safety case. For example PAS
1881 specifies requirements for safety cases for automated vehicles, with the intention of
demonstrating that trialling and testing activities can be undertaken safely and securely. 'Safety case'is
however aterm used widely in avariety of contexts so can be interpreted to have awide range of
forms. For the context of demonstrating the achievement of system safety it isimportant that a safety
case isasystematic and structured argument that justifies the satisfaction of the systems

needs/ specifications, which isin turn supported by evidence that demonstratesthat the argumentsare
satisfied. It istherefore imperative to distinguish this definition of safety case from other definitions of
safety case that are appropriate for a different context, for example the collation and provision of a
prescribed set of documentation.

The application of safety case is already established practice for complex automotive systems, 1SO
2626222018 in itslatest revision introduced the explicit requirement for safety case to be based on an
argument. MISRA published guidelines for automotive safety argumentsto support this®

Sngapore'stechnical reference for Autonomous Vehicles TR 68: Part 2 'Safety': 2019 provides a scope
chart in Goal Structure Notation (GSN) structured into Goals(claims), Strategies(arguments), and
Solutions(evidence). It shows relationshipsto standards compliance, links to other references and
applicable Assumptions/justifications

UL4600 describes practice for safety case relevant for system development and approval (discussed in
Section 8.15). Thisincludes requirements to structure safety case into goals, argumentation, and
Evidence, and reference the argumentation to safety performance indicators.

Uber ATG have published their safety case framework *® which follows a GSN.

The size and complexity of safety validation for HAV givesrise to the need to develop practice to co-
ordinate the various validation processes and provide integrity of whole system assurance. Safety case
development should ensure relational inputs and outputs of safety processes are identified and
implemented.

For instance, in current practice a validation process (such as FuSa, SOTIF) will accept product release
when residual risks are assessed to be acceptably within a specified validation target. However, for
complex HAV deploymentsthe impacts of residual risks are unlikely to be confined to the evaluation
of asingle validation process but have consequential impactson other validation processes, therefore
there may be aneed to go beyond quantifying residual risks but to characterise them and ensure
they're accounted for in all relevant validation processes. For example:

e Therisk associated with beingin MRC may need to be considered in relation to the
likelihood/rate of MRC being triggered. Thiswould be due to conditions assessed by a variety
of processes including: functional safety, and cybersecurity assessment

e In Cybersecurity Validation a Threat and Risk Assessment may determine the security risk of
HASSs being affected by security threats, however determining the safety assurance relevant
safety risk would require these system impactsto be evaluated in other validation processes
such asfunctional safety and/or SOTIF

% (The British Standards Institution, 2020)
37 (MISRA consortium, 2019)
% (Uber ATG, n.d.)
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e Theresidual risk of failures/hazards assessed in separate validation processes could be
considered acceptable due to low severity consequence, however if their occurrence were
considered together the severity consequence could be increased making the residual risk
unacceptable. For instance

e False negative detection of puddle depth by perception system;and failure of ABSsensor
due to water submersion
e Potential misuse of seatbelt monitoring system;and hazard of a hard braking event
e They may rely on the assumed availability and/or performance of systems not under the
control of the developer
e |twould need to be assured that any assumed component specifications e.g. Exteroceptive
sensorsare robust
e V2Xor other through the air communications systems maintained/owned by others

Change management

Although out of scope for CertiCAV the need to develop practice for change management is
recognised.

During system development it isimpractical to repeat all validation/evidence generation processes
every time adevelopment changeismade. Therefore, achange management processisrequired to
robustly identify which verification and validation activities are affected.

It is expected that ongoing changes will be made to systemsthroughout the whole produce lifecycle,
for example to reflect changesto road rules/regulations, changes to ODD, fix identified bugs or
cybersecurity vulnerabilities. An appropriate process will be required of identifying and managing
minor and major update changes. Thiswould need to achieve a suitable compromise between
ensuring that changes do not introduce safety or security issues, but the process does not detract from
timely rollout of updates that may be beneficial to system safety, security, and effectiveness.

e Establish the stages of whole lifecycle for assets and implement an according change
management process for software and hardware

e Thisneedsto be associated with appropriate processes for product verification and validation
testing
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Operational safety

Although thisdocument focuses on system safety, and not operational safety,these two areasare
highly interdependent. Operational safety considerations provide an important input to system safety
assurance. For instance, on defining how safety critical are the impacts of particular system
performance features or system failures. The HASS specification in Section 2.3.3 discusses the
specification of some operational characteristicsthat are identified asimportant to consider as part of
system assurance.

Objectivesthat may be considered part of operational safety that we have identified as impactful for
system safety include:

e Validating appropriateness of the ODD for the deployment operations
e Acomplete and accurate definition of the ODD is a critical input for ensuring complete and
accurate system validation eg.in the process of defining test scenarios. ODD validation is
therefore part of system validation
e Deployment domain conditions characterisation
e Determiningthe frequency that ODD boundary conditions would occur during deployment
operationswould be required to calculate risks associated with fallback operation
System/user handover
e How the system reaches/leavesthe ODD and the procedure for activating automated mode

affects system design
e Monitoring/ alerting
e How the system performance will be and procedure of alerting and response to issues and
incidents affects system design
e Organisational relationships
e Theresponsibilities of organisations should be clear. For example, regarding liability, or
performance validation
e Maintenance/ inspection
e For example,the regime of component inspection and component replacement may affect
specification system component reliability and/or self-monitoring capabilities

Functional safety (FuSa)

Thisdocument,due to its scope does not cover FuSawhich aimsto address hazards associated with
malfunctioning system behaviour. We have however identified two areas of interest in relation to HAV
assurance that would require development of existing practice defined in 1SO 2626220 18, which are
addressing FuSa of:

e The ADS which isahighly complex system with many malfunctioning behavioursthat may
have high impact consequences. For example, failure of an exteroceptive sensor;perception,
decision making or control system.Furthermore, detection of malfunctioning behaviour may
be challenging for items of the ADSwhose function is probabilistic, such as exteroceptive
sensors. Therefore, may require additional hazard classifications, and/or assessment
techniquesto addressthis

e Other HAV systems, such as actuators, whose safety case isimpacted for higher automated
mode use-case. For example:the FuSa case for an existing vehicle platform may typically rely
on the physical input of the human driver to provide sufficient controllability to avoid harmful
outcome in the event of power steering system failure, or braking servo failure - therefore, if
such aplatform isadapted for HAV deployment then alternative fallback would need to be
implemented and the functional safety case re-considered
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Furthermore, functional safety may provide as an output the exposure and system impact of system
fault conditions. Thisisarelevant input to other safety assessment processes so that the relevant risks
may be quantified.

For example,a FuSa hazard and risk assessment (HARA) may characterise the exposure and system
impact relatingto HAV scenario exposure and controllability of different malfunctioning systems such
as:

e Partially deflated tyre:exposure probability high, controllability impact low.
e HAVinternal power supply failure:exposure probability low, controllability impact high

Combining these attributes would be arelevant input to the generation/testing of scenarios for wider
system validation as discussed in Section 3.4.9.

Behavioural safety

Asdiscussed in section 8.14, SOTIF practice asembodied in 1S0 21448 is best practice for validating
that systemsinvolving probabilistic sensor systemsperform asintended i.e.that situational awareness
is sufficient.

SOTIF isalso aimed at addressing hazards arising from:

e Performance limitations

e Reasonably foreseeable misuse such asincorrect HMI (in conjunction with 1SO 26262)

e Impact from car surroundings such asother users, physical and digital infrastructure, sensory
conditions (in conjunction with 1SO 26262)

There are however gaps which SOTIF does not cover in relation to system development of aHAV:

e Ithasbeen developed for and isapplied to asystem where the intended functionality of
driving function behaviour is prescribed elsewhere, for example 1SO 15622:20 10 for an
adaptive cruise control function (ACC)

e ltisintended to be applied to systems automated to SAE level 0-2 where ahuman remains
responsible for the driving task. Therefore, its objectives are to ensure the activation,
termination, and performance of automated driving featuresis free from unacceptable risk. It
doesnot cover ensuringthat the combination of driving features provides sufficient safety in
the operating environment when fully responsible for sustained DDT performance

e It doesnot explicitly cover the need for intended functionality to include suitable fallback
behaviour response in the event of system performance limitationsbeing reached

e Inthecontext of SOTIF,scenarios are a sequence of scenes and the validation focuseson the
performance of the perception of environment from these scenes. To effectively assessthe
performance of the HAVsdriving function behaviour, a different process would be required.
Thiswould need to consider scenarioson ahigher level of abstraction, including interaction
between the HAV and its environment and surrounding actors.

To addressthese gaps we define behavioural safety asthe:
e Field of safety concerned with addressing the safety and sufficiency of the intended

functionality of driving features

We identify the need for behavioural safety as aprocessto create, verify and validate the intended
functionality of HAV driving features for a particular HAV deployment to implement an intended HAV
behaviour that satisfiesthe following objectives:
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e Suitably complying with road traffic rules and co-operating with other road users (see Section
345.)
e Achieving acceptable safety of HAV behaviour by implementing suitable active and tactical
safety controls (see Section 3.4.5.2)
e Implementing suitable behaviour to cover fallback operation including:
e Ensuring MRM issuitable
e Accounting for therisk of beingin MRC after execution of MRM, including the likelihood of
the MRM-triggering condition
e Quantifyingand managing potential for unknown unsafe scenarios arising from lack of
human in loop as afallback

The relationship between behavioural safety and SOTIF isillustrated in Figure 12. The development of
common practice for this area of behavioural safety important for ensuring that the intended HAV
behaviour isadequately defined and sufficiently verified and validated.

e Theintended functionality of HAV driving features could be proprietary and developed by the
system developer. In which case the common practice would support with references,
harmonised process and achieving assurance through conformance demonstration.

e  Or,it could be developed by regulators,in which case the common practice would similarly
provide areference and process for achieving this.

e Or,what could be considered most likely scenario,isacombination of both the above. In
which case common practice would have additional value of providingacommon system
supporting co-operation of activitiesand communication between system developer and
regulator.

Figure 12: Future Regulation
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We have identified that the complexity associated with HAV deployment will likely have a significant
impact on the complexity of the behavioural safety process, and therefore on the argumentation of the
whole system safety case.
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For example,if the example requirements discussed in Section 3.35and shown in Figure 10 are
assumed then:

e Ifto demonstrate achievement of requirementsfor harm avoidance it isnecessary to consider
the contravention of rulesthen it would be necessary to develop the risk assessment to justify
and implement this, for example by developing and validating real time risk assessment
models aspart of the safety argumentation.

e Such as:for acomplex high speed deployment, scenarios may be identified where rulesmay
need to be contravened to avoid harm dueto inappropriate action of other road users.

e However,if it can be demonstrated that requirements for avoiding harm can be met without
contravention of any rules, there would be no need for justification which simplifies safety
argumentation

e Such as:for alow speed deployment in acontrolled environment it may be identified that
the suitable response to all inappropriate action from other road usersisto stop or slow
down which does not involve the contravention of any road rules

345.1 Road Traffic Regulations, Highway codes, Driver Codes, Driver Licencing, and
competency

The behaviour of aHAV will be expected to satisfy requirements similar to those currently defined in
road traffic regulations and driving codes and managed by the human driver licencing and
competency system. Thistherefore needsto be reflected in intended functionality specifications.

e Thelaw Commissionshave made various recommendations following two research report
and consultation exercises that are summarised in Section 8.5,they published athird
consultation in December 2020

e The UNECE WP 29 draft "Revised Framework document on automated/autonomous vehicles"
statesas aprinciple of "ensure compliance with road traffic regulations"

e Drivingregulationsand codes are not formal in the technical sense. These serve their current
purpose of influencing the behaviour of humans and allowing retrospective judgement of
whether adriver's actions were reasonable; they do not however support prospective formal
verification and validation of conformance or safety performance

e (Careneedsto betaken that the way driving regulations are referred to in requirements does
not restrict functionality from beingimplemented that would prevent harm

The current system has evolved over time with the purpose of being a suitable instrument for
regulating and legislating the behaviour of humans;lagging measures of traffic injury statistics validate
its success.


https://www.unece.org/fileadmin/DAM/trans/doc/2020/wp29/ECE-TRANS-WP29-2019-34-Rev2e.pdf

Figure 13: Filtering an
existing code to create
alist applicable for HAV
driving performance
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There are however variousissues of applying this system to HAV including:

e Thesystem isnot designed or validated for regulating HAVs, the automated compliance to a
set of existing rules and codes in itself does not guarantee satisfaction of assurance needs such
as absence of collisions

e Many of the statementsin driving rules and codes are defined subjectively:

e They may not be explicitly defined, and/or do not relate to measurable metrics

e Compliance may be subject to caveats

e Compliance may conflict with compliance to other rules/codes and there isno clear
hierarchy to resolve this

e Several rules/guidance are specific to human driving, for example relating to looking into
mirrors before undertaking manoeuvres

e Many rulesarenot related to the driving task. Human drivers discharge various legal
responsibilities outside performance of DDT, including:

e Ensuringoccupantsunder the age of 14 have appropriate crash restraints applied (seatbelt,
child seat)

e Ensuringvehicleisroadworthy:eg.clear of snow, lightsand indicators, exhaust attachment,
engine not smoking and/or on-fire

e Managing breakdowns (warningtriangle) and incidents (helping casualties, calling
emergency services, exchanging details),

e Not knowingly assisting criminal activity e.g.drug dealing

e Thehighway codein particular intended to influence the behaviour of humans. It isnot
presented asrationalised and organised set of rules suitable for programming an automated
driving system

It'd be beneficial to addressthese issues through a codification process. As part of Singapore's
technical reference for autonomous vehicles (TR 68 see Section 8.16) they filtered their existing theory
of drivingreferencesto create alist of rules applicable for HAV. This process, adjusted for CertiCAV
context and Terminology,is shown in Figure 13 below.

Yes No Does rule relate No Rule not applicable driving
f . Is rule specific to to execution performance. However may be
For each item Is item a rule? b X
f human driving? of dynamic relevant for wider HAV

driving task assurance

| | |
No Yes Yes

List of Rules

Seo;r;ieg:sv::;;z::es Item not arule: Rule not applicable Add to list of Driving Applicable to HAV
= Discard to HAV: Discard Rules applicable for HAV, driving performance
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developing an explicit
codified Highway code
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performance
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Thisonly filters an existing source of rules for relevance - to develop a codified and formalised explicit
ruleset would require afurther development process such as shown Figure 14.
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This processinvolvesfive steps of evaluating each rule and makingimprovements when applicable
(TR 68 partially implemented the first step). Completing all five stepsfor all ruleswould create afully
codified and explicit ruleset (assuming the source has full coverage), however thisisenvisaged to be an
impractically challenging task to undertake over a short or medium term. Step 4 involvesthe
challenging subject of ethics and whether it is acceptable to regulate existing usersto enable HAVS,
steps 3 and 5involve the potentially even more challenging area of determining explicit
specifications/models that determine correct actionsinvolving alarge number of complex variablesin
highly situationally specific scenarios.

However, providing even some partial common codification, for example of the highway code, would
have positive impact on CAV industry asit would:

e Provide some quantification and categorisation of rules for analysis and understanding

e Beareference that facilitiesindustry/expert discussion, feedback, knowledge sharing, and
continual improvement

e Provide atechnical reference for ADSEs,remove market uncertainties, provide
harmonisation, streamline development work

e Provide atechnical reference for authorities/independent assessors, to support assessments
and approvals

e Evenif massmarket HAVsarerealised and supported by stronginternational harmonisation,
it would still be necessary to have country specific customisations/approvalsto cater for
country specific road traffic rules. Having codified country specific codes would help facilitate
an effective development and control processes

Codification of The Highway Code will therefore produce rulesetsthat are more rationalised,
organised, and specifically defined, and develop areference of guidelines and codesthat apply to
automated vehicles. Any development in this area should be beneficial by better defining
specifications and requirementsfor system developers and providing areference standard for
independent assessors and/or monitoring bodies.
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Similar to formal specifications (see Section 3.2.3). 1t would help interfaces with other processesif the
Codified Highway Code isformalised, in termsof using aformally defined vocabulary, syntax, and
semantics. Thiscould be informed by:

e Existingtaxonomy definitions, e.g. PAS 1883 for ODD
e Legislative schedules, from the TSRGD* for traffic signs
e Relevant labels,such as DDT subtasks, or control actuations.

However, detailing a codified Highway Code would also involve tacking several ethical and technical
questions, such as:

e If HAVsfollow aset of safety principlesin their behaviour would thisleave them open to be
abused by human driverswho know the HAV will give way to avoid a collision? To what
extent should HAV behaviour account for the possible bad behaviour of other road users?

e Towhat extent should behaviour be dictated by rules, opposed to risk assessments?

e Should the development be limited to the direct impacts of the HAVs behaviour or should
more global impacts be considered.?

e How should the compromise between risk and traffic/journey performance be addressed?

e Isasystem of regulation that performsallittle better than existing acceptable, or should more
effort be put in to achieve a substantially better system?

As an example,consider a HAV driving on the outside lane of a 3 lane motorway:

e TheHAVisfollowing safe behaviour guideline of leaving a 2 second gap to the blue car it is
following.

e However,the HAV issurrounded by many impatient aggressive drivers,who are driving with
ashorter headway

e Asaconsequence of the HAV being an outlier by leaving alarge following gap, it resultsin the
red carsperforming undertaking manoeuvres. Thisincreases total risk and causes a
'shockwave' of braking to follow behind the HAV.

e TheHAV could decrease total risk and improve traffic performance, by reducing its following
gap to below the recommended 2 seconds. However, isit justified to contravene
recommended driving practice and increase risk to the HAVs occupants?

Impatient Drivers
Figure 15: Impatient 'undertaking'

motorway drivers

HAV

3% (The Stationary Office, 2016)
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It should be noted that the discussion on thusfar islimited to the adaptation of an existing ruleset.
However, thisexisting ruleset has evolved over time as suitable for regulating human driversand is
likely to have gapswhen applied to HAVs. The identification of gapsto that need to be filled could
include:

e Identifyingprinciples/objectivesthat HAV performance needsto embody and representing
thesein new rules

e Creatingrulesfor resolving ethics or logical resolution of rule conflicts. For example,to define
collision responsibility

e Creatingrulesto cover identified gapsin rules. For example,to cover an automated driving
concept that isadopted by industry, such as RSSwhich isnot represented in existing rules.
Developingrulesto regulate an identified industry functional need. For example, if anew type
of HMI is standardised for HAV'sto communicate gesturesto pedestrians, rules may be
required to harmonise their use

Risk Modelling
Itistypical for automotive risk assessments to adopt the model embodied in Functional Safety 1ISO
26262 (2018). This model decomposesthe risk of traffic situationsinto Exposure, Controllability, and
Severity factorswhere:

e Exposure (E):Isthe likelihood of being exposed to a hazard situation

e Controllability (C):Isthe likelihood of being able to act to avoid the harmful outcome of the

hazardous situation
e  Severity (§):isthe level of harm that may occur in the event of aharmful outcome of the

hazardous situation

Accordingly, therisk (R) for a hazardous scenario is calculated by:

R=E.(1-C).S



Figure 16: Functional
safety, State machine
model of automotive
risk (ISO 26262, section
10)
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Thisisillustrated in the state machine model shown in Figure 16 below, which showsthe model as
defined in section 10 of 1ISO 26262.

Correctly functioning item

(including safe states)

Failure is
controlled,
mitigated or

transient

Failure Occurs ]

Control Driving
attempt situation
successful present
{
Key
utoome / ( Control
Recognition attempt
L unsuccessful
Action /
Response
. J

However, it isimportant to consider the context of 1ISO 26262 and intended use of this state machine
model:

e Functional safety assesses risks associated with malfunctioning systems; risks associated with
driving behaviour or external hazards are not covered

e 18026262isnotintended to be applied to fully automated driving systems;it isassumed that a
human maintains responsibility for the driving task. The four categories of '"Automotive Safety
Integrity Level (ASIL)' applied by 1SO 26262 to control the safety integrity of components of
the vehicle system may not have sufficient granularity to control the safety integrity of higher
complexity ADSsystems

Broadly, automotive safety features can be classified as follows:

e Passive safety features are those that only become active during a collision, and work to
provide protection and mitigate the severity of the collision

e Active safety features are those that are always active and work to avoid getting into a collision.
Examplesinclude anti-lock braking systems (ABS), automated emergency braking (AEB), and
lane departure warning (LDW)

Passive safety features therefore target and reduce the severity component of risk scenarios. Examples
include air bags, seat belt pretensioners, and vehicle crash protection.
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The management of risks associated with route planning decisions could also be considered asan area
of strategic safety. Thiscould involve developing an understanding of hazards associated with routes
and relevant attributes such astime or day and/or traffic conditions and implementing fleet
management featuresto guide HAVson lessrisky routes.

However, only the areas of tactical and active safety are directly influenced by the performance of the
DDT by the ADSand therefore the focus of consideration in CertiCAV.

There aretwo generations of active safety features. The first generation actively monitorsvehicle
systems, examplesinclude anti-lock braking systems and electronic stability control. The second
generation actively monitors external conditions, examplesinclude lane departure warning and
autonomous emergency braking. In both cases these target the controllability component of risk
scenarios by improving vehicle traction/stability, or warning/taking action when ahazard is present.*

Therefore, the current application of passive and active safety features does not cover the exposure to
hazard scenarios. Features of Level 2 Advanced Driver Assistance Systems (ADAS) and below are
designed not to interfere with the human driver. Accordingly, when risks are assessed the exposure to
hazard scenariosisinput as an uncontrolled quantity caused by the human driver and external
conditionswhich allows the functional safety risk to be applied. However, developers of higher level
ADSthat are taking full responsibility for the execution of driving task would need to implement
featuresthat adequately control exposure to hazardous scenarios. We term these as 'Tactical Safety’
featuresto distinguish them from featurestargeted at controllability. Whilst active safety involves
detecting the presence of hazards and taking control action to mitigate them, tactical safety involves
forecasting hazardous conditions and taking pre-emptive action to prevent them from occurring.

In Figure 17 the CertiCAV state machine risk model is presented which incorporates the control of
hazard exposure.

Tactical safety systemsare therefore:

e Systemsthat act to reduce exposure to hazards

These contrast with active safety systems, that are systems activated in response to hazards.

Tactical safety may therefore be considered as the implementation of defensive driving to manage
exposure to hazard scenarios. It isnecessary to incorporate Tactical Safety into the risk assessment of
automated driving featuresin order to facilitate the development of ADSthat are intended to take
responsibility for executing the driving task in place of ahuman driver.

40 (Schoner, 2020) (Schoner, 2020)
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A potential avenue of regulating/assessing HAV safety would be to specify/evaluate that performance
of both Tactical Safety and Active safety isabove aminimum limit:

e Doesthe HAV demonstrate sufficient Tactical Safety in on-road trials and simulation testing
e.g.based on observed rate of potential/slight conflict situations, Hazard perception and

response

e Doesthe HAV demonstrate sufficient Active Safety e.g.based on quality of dynamic
performancein simulation and proving ground hazard scenarios

Thismay be convenient in characterising risk in asimilar way to insurance providerswho have a
mutual interest in validating safety performance and may have relevant datasets for evidencing

appropriate domain specific minimum limits.

Probabilistic systems
With reference to the common definition of ADSsub-systems (see Figure 6),the live dataset which is
crucial to tactical decision making iscreated by sub-systemsthat are probabilistic in nature and
typically involve use of Al. This givesrise to the need for processesto cover objectivesincluding the

following:

e Safe specification and use of perception systemsinput to driving features (SOTIF)
e Certainty modelling, reporting, management
e Learnt system validation:explaining/characterising expected performance and testing

resilience
e Definition and appropriate use of Al systemsincluding online and offline learning systems
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Whilst it is established that there isalack of testing infrastructure for sensors, the specification of such
facilitiesis dependent on how industry specifies, validates, and manages the safety integrity of sensors.
Thisindicates apriority to develop the technical framework, including characterising sensor
performance, sensor models for simulation, validation testing and supply chain management before
developing physical testing infrastructure.

Safety of The Intended Functionality (SOTIF)

The validation of probabilistic perception systems for road vehiclesiscommonly accepted to be
covered by the application of the ISO/PAS 21448 SOTIF standard. This covers objectivesincluding:

e Validating the safe specification and use of perception systemsinput to driving feature
e Discovery and reduction of known and unknown unsafe scenarios
e Assessment and validation of false positive and negative system response

We have however identified the following gapsin SOTIF when applied to HAV context:

e Currently only the objectives of ISO 21448 are normative, the V&V processes and
methodologies of SOTIF are informative only. Further development would be required to
produce anormative conformance standard

e SOTIF discussesthe need to identify and reduce known and unknown unsafe scenarios.
However, the context isapplication to SAE level 0-2 driving automation systems where false
negative system response is acceptable due to ahuman remaining responsible for the
sustained performance of DDT. Further development would be required to provide approach
for HAV context where acceptable thresholds for both false positive and false negative system
responseislow

A variety of top down or bottom up methods may be applied to validate and verify the intended
functionality,and HAV behaviour;however, Systems Theoretic Process Analysis (STPA) is considered
particularly suitable for the identification of software hazards and verifying congruence between
intended functionality and HAV behaviour. Thisisrelevant to the objective of SOTIF to certify the
system behaves as expected - application of STPA to testing and validation is discussed in Section

3.4.9.3, an overview of STPA application to HAV is discussed in Section 8.6.

Furthermore, asthe complexity and agency of automation increasesto facilitate HAV thisislikely to
uncover new challengesthat SOTIF does not cover.
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Figure 18: Generic
functional process flow
of autonomous vehicle
functions
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Machine Learning and Al systems

HAVstypically employ probabilistic and/or Al systems as part of their perception and some also for
their decision making/control systems. HAVs use artificial intelligence (Al) - machine learning (ML)
algorithms at different stages of the vehicle's decision control loop. However, ML algorithmshaven't yet
evolved to address questions of safety verification, interpretability or explainability,and performance.
Existing research and engineering efforts exist to answer these questions.

The probabilistic and complex nature of these systems present challengesthat require development of
new techniques and processes for managing and validating their performance.

To better understand Al'srolein aHAV, it isimportant to recognise its use cases. Every autonomous
vehicle function, asillustrated in Figure 18, has three basic functional blocks:

1. Perception:perceiving agentsor featuresin the environment e.g. pedestrians, road signs, traffics
etc

2. Planning:understanding the driving behaviour required to implement adriving goal given the
information from the perception system

3. Control:route creation, driving manoeuvresidentification and execution e.g.lane change,
overtake, parking etc

Al may be implemented in any or all of these three functional blocks, each with itsown challenges. ML
is often used for vision (object detection and classification), sensor data fusion, driver monitoring,
driver replacement, adapting operating parametersin the vehicle powertrain,anomaly detection and
broadly for on-road vehicle motion control. There are a varied set of algorithmsthat can be used. Some
classes of algorithms of important mention include deep neural networks (DNNs), reinforcement
learning (RL), Bayesian networks, decision trees and clustering algorithms. To clarify the distinction
between use of theterms ML and Al. Al isthe broad areain computer science of general purpose
algorithmsthat solve atask. While one may design specialized algorithms for specialized tasks, in Al,
for all problems of agiven type (such as planning, reasoning, language translation, route selection and
discovery, constraint satisfaction),the same algorithm may be used to solve any problem of the same
type. These algorithms are in some way intelligent because they can reason about awide variety of
problems, and more specifically scale well to large problem sizes. ML is a class (a subset) of Al
algorithmsused for learning tasks, including prediction, pattern discovery, correlation discovery and
more broadly function learning. The ideaissimply that ML algorithms may ingest large amounts of
data, and, on their own, learn and take decisions on datathey had not been exposed to. It isin this
context that when ML algorithmsare used in safety critical applications (such asin autonomous
vehicles) their failure to predict a decision or outcome correctly could be catastrophic.

Autonomous Vehicle Functions

- .

ML concerns

The aspect of ML algorithmsthat is of special concern istheir transparency. The level of encoding of
learned knowledge determines how easy it isto assess the safety and correctness of these algorithms.
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Studies exist that describe the impacts ML has on the safety standard 1SO 26262 and recommends how
the standard may be adapted in the context of the ubiquitoususe of ML in the hardware/software
architecture of HAVs.

One of the core safety issuesisthat these algorithmslearn on afinite-size training dataset. Despite there
being error metricsto assess the accuracy of learning, it isnonetheless only an estimate of the
algorithmsin-practice true error rate. Thisis because the error metrics are based on finite data
available pre-deployment (such as avalidation dataset, or even the training data itself), and therefore
not fully representative of situations encountered when deployed. Thisthen makesit clear that the
quality of learningis strongly coupled with the quality of the dataset used for training. A dataset that is
not sufficiently varied will lead to over-fitting and the algorithm not performing well in situationsit
hasn't seen before. In the context of HAVs, putting it simply,training over billions of driving milesis not
sufficient. The quality of the miles used for trainingisimportant; achieving sufficient coverage of the
different scenarios avehicle islikely to encounter in the real world isimportant when choosing a
training dataset.

An upcomingfield in the area of Safe Al isthe Explainable Al (XAl) concept, which isbeing
championed by DARPA, USA. Asthe XAl concept, itself is very new and developing, itsuse in the HAV
domain isstill being established and defined. However, as Al-Based applicationsin HAVswill have
safety critical implications, there isastrong expectation to have alevel of interpretability and
explanation of the results. While the XAl concept isgaining traction in the research community
(especially for perception functions), another approach for safety of Al-based systemsis arelatively
unexplored concept (especially in an HAV domain) of "safe learning". Learning is akey part of an Al-
development process. However,depending on the intended functionality, the type of learning needed
for the system may differ. In aHAV, Al systems may be part of perception, planning or control (or a
combination of them) functions. While Al systems in perception will have a classification functionality,
Al-systemsin planning or control will have abehavioural functionality. Thus, we divide the research
problem of Safe Al for:

1. Perception
2. Planning and control.

The case for Formal Verification

Atrained model must be assessed for itsadherence to safety and correctnessrules, violation of which
could be catastrophic, and istherefore considered afailure. The question iswhether there exist
scenariosthat can lead to failure of the system. While simulating the learned model with alist of test
scenariosispossible, to discover failure scenarios, thisisdependent on human expertise for concrete
scenario generation. Furthermore, it isimportant to understand that an inability to discover afailure
scenario viasimulation does not guarantee the non-existence of afailure. Thisis because, the number
of scenarios avehicle may encounter are theoretically infinite, and simulation would exploreonly a
finite number amongthese.

Formal Verification and Al/ML

Formal verification aimsto provide safety and correctness guarantees for mathematical models against
aspecification. The advantage of formal approaches over simulation-based approachesisthat the
former can statically examine all possible behavioursin the model under observation, while the latter
isrestricted to exercising only explicit test-cases. Existing formal verification methods suffer from
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scalability challenges, and hence complex analyses must be hierarchically decomposed into simpler
ones, and an assume-guarantee framework could be used to hierarchically verify complex systems.

The ease of formal analysisistightly coupled with the explainability of the learned model. For instance,
it is easier to assessthe correctness of decision treesin comparison to neural networks. Thisisbecause
decision trees, by their nature, are explainable. They clearly specify data attribute boundaries used to
make decisions.On the other hand, in aneural network the decision function isusually a complex
polynomial or non-polynomial equation in termsof the neuron functions, biasvalues and network
edge weights. Due to the ability of neural networksto learn (approximate) highly non-linear functions,
they have been widely used in AV applications. Formal analysisis presently restricted to problemsthat
can in some way be represented symbolically. Thisincludes applications of Al,and more specifically
ML techniques,in perception, planning and control. The reason we combine Al and ML at this stage is
that symbolic reasoning engines used to reason and verify decisions at applicable stagesin the AV
architecture are pre-designed, defined, and not learned from data.

The existingwork applying formal analysis as an avenue for safe learning follows one of three
directions, given safety specifications (the richness of the specification can vary across studies), (1)
given alearned model prove that it is safe, (2) given alearned model provide a safe wrapper that
preventsit from doing anything bad (with respect to specification),and (3) learn the model safely. A
selection of the current state of the art in formal verification for neural network, and reinforcement
learning modelsis given below:

e Neural Networks: Methods and tools have been developed to verify feed-forward neural
networks and some classes of DNNs. Studies also exist to provide robustness certificates for DNNs
quantifying how well they perform against input perturbations. Efforts have also been made to
scale formal verification of neural networks using pruning techniques, where parts of the DNN's
structure are pruned to achieve quicker outputs, while maintaining the model's accuracy. Neural
networks are famously used in perception, where vision techniques decipher objectsin images,
and control,where a control function (such asengine or braking control) isperformed in a
feedback loop. Toolssuch as Sherlock and ERAN exist for verification of feed-forward neural
networks

e Reinforcement Learning (RL): Methods for the probabilistic verification of Markov Decision
Processes (MDP) exist. Therein, given aformal requirement, expressed in temporal logic, the
probability of violating the property isdetermined. Later in the document we expand on how
requirements expressed asformal constraints can be used to learn MDPsthat adhere to
requirements. RL techniques are used in the phases of planning and control in AVs,where the
sequence of actionstaken by the AV must be safe

Itisimportant to take deliberate stepsin ensuring safety of machine learned components. While
formal verification techniques are being developed for safe learning at the component level, in terms
of scalability, at the system level they have along way to go. A conservative approach would perhaps
use formal verification techniques wherever possible to identify hazard and failure scenariosthat are
input to simulation and real-world testing. This would be beneficial in systematically uncovering risks,
and thereby providing increased confidence in the safe use of Al.

Explainable and Safe Al

In the past, studiesin ML (and Al) were focused on developing algorithms and models for systems, not
necessarily in explaining how these modelsbehaved. Thisis mainly attributed to accessto cheap
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computing power and the advancesin machine learning. Explainable Al deals with Al systems (ML and
beyond) that learn from data and take actions, explaining their reasoningin amanner that is easy to
understand and can thusbe validated, thusimproving the trust and transparency in complex Al
systems. Causal reasoningiscentral to explainable Al. For instance,a model that identifiescars on the
road from images must be able to list causes for the conclusion it makes; where the car islocated in the
image, and what attributes of the image it usesto reason that the image contains a car. Ontologies
describing the operating environment of an interpretable Al model,together with a causal reasoning
framework would make for a model that is easily explained.

Broadly there are two types of Al algorithms/models. White box (intrinsically interpretable) models
and black box models (knowledge is encoded in an obscure form). Black box approaches for
explainable Al algorithmsand models may be further classified into two categories: (1) Model Agnostic
Methods, and (2) Example-Based Explanations.

White box Al approaches

Linear regression and logistic regression may be considered white box approachesbecause the form in
which associations are made providestransparency in the direction of association between attributes
and the outcome conclusion. These methods, however, can't be applied when the relationship
between attributes and outcomeisnon-linear.In such cases decision trees succeed.

Decision trees are some of the most widely used learning techniquesin ML. With decision treesthe
dataset is split multiple times, each time on an attribute and a cut-off value. Splitting ends at the
terminal nodes of the tree where dataishomogenous with respect to the outcome and an explanation
for the outcome can be derived from the path, from the terminal node to the tree'sroot node.

The Decision rule list and Bayesian rule list structure are a pair of similar models, the former being non-
probabilistic and the latter probabilistic, that are explainable through alist of "if then else"rules.
Decision trees and rule lists are inefficient for describing linear relationships. Additionally, non-linear
relationships are effectively represented using step functionsdictated by the conditionsin the nodes of
the decision tree (or the if-else of decision rules). An exampleisshown in the figure. Asaresult,asmall
perturbation in the input could result in avalue-jump in the prediction (such asmedium braking over
strong braking). Nonetheless, decision trees are popular due to their intrinsic explainability, which is
why they are often chosen for use for planning and control in AVs. Even though their expressivenessis
limited, provided that learned decision trees produce an explanation (which isexplicit in its structure)
and can hence prove to be safe, it makes for a good candidate for safe learning in safety-critical tasks.

While white box approaches have significant advantages with respect to transparency and
interpretability, they are not always employed. The core reason isthat they are limited in their
expressibility and accuracy. Linear regression for instance isonly applicable when the relationship
between attributes and the outcomeislinear, while decision trees and rules are best suited for
situationswhere the relationship can be expressed using a set of conditional rules. The result isthat for
more complex non-linear relationships, for adecision tree/rule-based model,aslight changein the
input can drastically change the outcome, and this can be undesirable. Black box approachesare
usually more powerful and can represent arbitrary functionsand are more robust to input noise.
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Black box explainability

Well known black box approachesinclude approaches such as neural networks (NN), deep neural
networks (DNN) and Markov decision processes (MDP). NNs and DNNs are specifically useful in
perception and studies are now being undertaken to use DNNsin control applications. MDPs are
traditionally used in planning and control.

There are model agnostic methods for explainability that aim to explain outcomes of models using
various methods of approximation. The advantage being that a single technique isusually applicable to
different learning models. One of the oldest of these isthe Partial Dependence Plot (PDP) which plotsa
chosen feature (or two) against the target outcome. For instance, one would plot speed of the vehicle
with the likelihood of an accident. Individual Conditional Expectation (ICE) islike the PDP but plotsthe
featurein every instance of the dataset against the predicted outcome. The PDP would be the average
of all the instance plots. The issue with PDP and ICE isthat they don't consider the fact that featuresin a
dataset may be internally correlated, artificially creating unrealistic relationshipsthat do not occur in
the data. Accumulation Local Effects (ALE) plot attemptsto solve thisbut isnonetheless restricted to
considering at most two features. Another method, that of feature importance determines how
relevant afeatureisin determining an outcome. Thisis achieved by examining what happenswhen
the features values are changed by permuting or shuffling values around in the dataset. The prediction
error isthen used to determine the importance of the feature. If shuffling valuesincreasesthe error,
the feature isimportant, otherwise itisn't.

Surrogatebased approaches use inherently explainable models (like decision trees) to approximate
the black box model by using the dataset along with the prediction made by the black box model. The
benefit of doingthisisthat we achieve explainability in an otherwise obscure model, while the
limitation isthat, because black box models are usually more accurate, the prediction by the twin white
box model isusually less accurate. Such an approach ispromising since it provides explainability
where explainability otherwise doesn't exist, however to what extent an equivalence can be
established between the black and white box twinsremainsto be determined.

Providing an example-based explanation is an alternative option. Such an approach usesinstances
from adataset to explain the modelsreasoning. Some such techniquesinclude the k-nearest
neighbour model (explainsusing examplesin the neighbourhood cluster), counterfactuals (explain by
showing examplesin which changesin attribute values flip the outcome), using prototypes
(representative examples) and criticisms (non-representative examples). Counterfactuals seem to be
the morereliable among the approaches. A counterfactual better representshow aperson thinks. For
instance, the counterfactual for the explanation "the car braked strongly because a pedestrian was
detected lessthan 10 metres away from the path of the vehicle",would ask what happensif a
pedestrian is either not detected or more than 10 metersaway alongthe vehicle's path. If the answer is
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that the vehicle doesn't brake, then this strengthens confidence in the explanation. In implementation,
theinputsin the constraintsrepresenting the explanations would be inverted, and examplesfrom the
dataset would be chosen to illustrate the counterfactual. These instances would represent
circumstances where some aspects of the input attributes are changed, and thereby how the outcome
prediction changes. Symbolically for aconditional "A ->B", such approacheswould look for situations
where A isfalse (A doesn't happen - viasome perturbation in attribute valuesforming constraintsin
A),and provide them as an explanation, with the expectation that in those instancesthe event Bisfalse
(Bdoesn't happen).

Learning safely

For some black-box approaches, it is also possible to approach the learning problem by keeping safety
at the centre of the learning process, we call this safe learning. What thismeansisthat in lieu of
learning amodel and then proving the learned model to be safe,one would ensure that the process of
learningisitself safe, guaranteeing that the learned model is safe by construction. Present studiesin
safe learning are on MDPs and are therefore limited to planning, with studies only beginning on
applicationsto control.

In the paradigm safe learning, requirements are formally encoded into constraints expressed in alogic
language (common examplesinclude linear temporal logic (LTL) and signal temporal logic (STL)). For
alogic language encoding, a quantitative measure isdetermined to express how well the model meets
or failsto meet the requirements. For instance, for the language STL, a measure can be defined
indicating adegree of robustness with which the requirements are satisfied. Here zero or negative
valuesindicating failures, with the more negative indicating more catastrophic failures, while positive
valuesindicate that the model meets specification, with the large valuesindicating that requirements
are satisfied with high levels of confidence and robustness to noise. The latter being desirable, safe
learning aimsto learn the model while optimizing the satisfaction or robustness measure, thus assuring
the models adherence to requirements.

A decision strategy can be learned in away that does not violate a set of properties specified in STL.
System dynamics are learned using DNNs. The DNN model is used to predict system states. A Markov
Decision Process (alearning model for learning best actions) isthen learned, using the DNN to predict
future states, in such amanner that maximizes the robustness of the specification in STL.

Alternate approaches exist for pruning and shaping MDPs to satisfy safety criteria. These approaches
use requirementsto first generate amodel policy that describes only permitted behaviours. At each
system state a subset of all actions (only those that are permitted by the requirements) can be taken.
Although avariety of action sequences (the control policy) may be permitted, many of them would be
undesirable from a performance or quality of service perspective. Thisis achieved by iteratively
constraining the model, and pruning sets of action sequencesto maximize the models performance.
Here performance isdefined using areward/penalty policy. The MDP consists of a set of states
(representing the situation) and transitions (representing actions), with rewards/penalties associated
with beingin a state and/or taking an action. Rewards/penalties may also be associated with a
sequence of state-action pairs. A policy determines how control movesthrough the statesin the MDP.
Constraint-based learning uses constraintsthat associate a cost with movement in the MDP. The
constraintsimpose an upper bound on the cost incurred which implicitly constrainsthe actionsthat
can be taken. The policy that islearned will then be constrained to have state-action sequencesthat
adhereto requirements (expressed using the cost function) and thusisimplicitly safe.
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Summary and Conclusion

Approachesfor learning in safety-critical application of Al algorithms,and more specifically ML, are
broadly of two types;those where learning is done safely (such as constraint-based learning of MDP
control policies) and those where the model can be validated through explanations or formal
verification. For now, the prior (safe learning of MDPs) is applicable in the areas of planning and
control of AVswhile the latter (explainability of learned models) can be applied to vision and
perception. Furthermore, explainable Al approaches are also useful in situationswhere neural
networks (ablack-box approach) and decision trees (awhite-box approach) are used for decision
makingin planning and control. For the latter, an Al reasoning engine taken together with rules
explaining how the learned model behaves would be used to validate the models' reasoning.

Sensors & Co-operative safety
With reference to the common definition of ADSsub-systems (see Figure 6) thisincludes environment
and cockpit sensors as part of the perception sub-system and adatacommunicationsinput.

Practice isrequired to ensure the suitable specification and use of sensors and data systemsincluding
the following objectives:

e Specification of sensor systems (e.g. exteroceptive and cabin) including suitability for intended
functionality for example range of view, refresh rate, precision (related to ADSfunctionality
see Section 24.3)

e Characterisation of sensor performance, for example based on environmental conditions

e  Safe concept of operations:In particular the involvement of any safety critical systemsthat are
external to the HAV should be described and controlled (related to HASS architecture
Section 24 4)

e Assessment and management of sensor faults (related to functional safety see Section 3.4.4)

e Performance monitoring/management (related to operational safety see Section 3.4.3)

The modelling and testing of sensor systemsisacomplex and rapidly developing area. A feasibility
study was published by NPL and CPCin July 2020*'includes appendices with examples of attributes
that characterise various sensor types. The findings are summarised in Section 8.110f thisreport. Of
key relevance isthe conclusion that apriority areais developing the technical framework for how
industry specifies, validates, and manages the safety integrity of sensorsincluding characterising sensor
performance, sensor models for simulation, validation testing and supply chain management. This
technical framework would then inform the specification of testing infrastructure for which there is
also an industry need.

Therole of exteroceptive sensorsisparticularly important asthese provide situational awareness (e.g.
scenery for localisation, actor position/pose for tactical decision making). Cabin sensorsinfluence
tactical decision making as the state of internal occupants/cargo affects interpretation of rules and risk
assessment. For example,a HAV bus could drive at aslower speed and or with smoother acceleration
when it has standing occupants - to reduce the risk of them falling. Smilarly,the HAV bus could stop
with a smaller safety clearance from apedestrian who has stepped out in front of it, to balance the risk

#1(Connected Places Catapult and National Physical Laboratory, 2020)
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of itsstanding occupantsfalling. A HAV passenger car could delay pulling away from parkin space until
all occupantshave fastened their seatbelts.

Another area of key importance isthat of co-operative safety which hasthe potential to provide
valuable data for promoting safe and efficient HAV behaviour. However, care must be taken that the
way co-operative datais utilised does not create functional or security related safety hazards (see the
following Section 3.4.7.1).

Co-operative safety

Although out of scope for CertiCAV the need to develop practice for co-operative safety isrecognised.

There isasignificant European technical framework for Co-operative Intelligent Transport Systems
and services (C-ITS) for both Wi-Fi (ITS-G5) and cellular (C-V2X) physical layers. ETSI C-Roads and
Car2Car frameworks define services utilising vehicle to infrastructure and vehicle to vehicle
communications, these define so-called day 1,and day 15 services cover and driver
information/warning services and co-operative awareness/data exchange to support partially
automated features. Further development isrequired on how to apply existing facilities safely and
effectively to services for HAVs,and what new facilities/services are required to support HAVs. Traffic
authorities and system developersneed more clarity on what responsibilities and requirements must
be satisfied to implement C-ITSsafely. Traffic authorities need an understanding of what infrastructure
and servicesthey'll need to provide and maintain to support HAVs.

For instance, the C-Roads technical framework defines a Signal Phase and Timing Extended Message
(SPATEM) and topology Map Extended Message (MAPEM) facilities and a service for providing Green
Light Optimal Speed Advisory (GLOSA). The existing framework requires further development to
consider whether the SPATEM and MAPEM facilities are sufficient for messaging traffic signal and
topology datato support HAV use-case and define practice/ specification on how these facilities may be
implemented and used safely. As an example, consider the case of atraffic authority providing a
roadside I12V unit that communicatestraffic signal datato HAV.

e Ifthe HAV architecture usesthe 12V data to detect red signalsthe data is safety critical,
therefore the service provider would need to ensure both the availability and safety of the
dataeg.free from false negative and cybersecurity threats

e Ifthe HAV architecture usesthe 12V data to parity check red signal detection from on-board
camera sensor the datais not safety critical, therefore the service provider may need to ensure
alevel of availability but would not need to ensure safety of the data
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Figure 20: lllustration of
Wi-Fi based C-ITS
technical framework
layers
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Data management

Thereisneed to develop data formats standardsto support industry harmonisation and facilitate
assurance processes including independent assessments, monitoring activities. Thiscontinuesto be a
rapidly developing space, for instance involving standards activity regarding monitoring data.
Objectivesto be satisfied include:

e Datafiltering and evidence retention to justify safety arguments

e Collection of monitoring data from physical use of HAV to support system validation, and
monitoring activities

e Transmission of datato defined standards between organisations.

The initial set of OpenX standardsthat are being developed by ASAM (including those under
development) derive some content on formats for datato support assurance processesincluding
OpenDrive, OpenCRG and OpenSCENARIO, later additionsto this series are OpenXOntology,
OpenLabel, OpenODD. These are particularly relevant for virtual testing, however, are also important
for definingcommon standardsto support scenario definition, and physical testing telemetry.

OpenDRIVE

The OpenDRIVE standard defines afile format for the precise description of the road network, its
usage ismainly for simulation applications. The (at time of writing current) OpenDRIVE 16 schema
includesroad geometry description, surface properties,road markings, signposting, and logical
properties such aslane type and driving direction. OpenDRIVE file format has been widely
implemented by several simulator toolsincluding VTD, CARLA, OpenPass, and Esmini. It can be used
to generate the road topology within the simulators; however, the current OpenDRIVE schemadoes
not cover many potentially relevant fixed road structures such asbuildings, lamp posts, etc. The ASAM
community are investigating the possibility of including more scenery elements in future OpenDRIVE
versions.
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OpenCRG

OpenCRGis afile format standard for the description of the road surface, it can be used to describe
the precise road surface elevation data aswell asother surface properties such asfriction coefficient or
grey values. These attributes are relevant for vehicle dynamics, and potentially relevant attributes of
sensory conditions for exteroceptive sensors asvibrations may affect their performance. OpenCRG is
targeted to be used for endurance simulation, driving simulation and traffic simulation. OpenCRG can
be referenced within the OpenDRIVE file for additional road information.

OpenSCENARIO

OpenSCENARIQis afile format standard for the description of dynamic content for driving and traffic
simulators. The current release of OpenSCENARIO, version 10,isin xml format,whereasthe future
version 2.0 istargeted asadomain specific language with itsown syntax and semantics. Snce
OpenSCENARIO 20 is still under development, we focus on OpenSCENARIO 1.0.0penSCENARIO's
main use case isto describe complex manoeuvres of the traffic participants such asvehicles,
pedestrians, it is capable of describing manoeuvres using atomic input valuesaswell asusingapre-
defined trajectory. An OpenSCENARIOfile structure consists of parameter declaration,index to
catalogue, index to external files, definition of scenario object, manoeuvre story board. The story board
can be further divided into initialisation, acts, sequences. Parameter declaration enables user to pre-
define parameters and assign namesto them for later reference/usage. The catalogue will host the
properties of:vehicle, pedestrian, and MiscObjects; and serves asthe model for instantiate the
corresponding objects. For example, properties for vehicles could include drag coefficient, maximum
acceleration/deceleration, number of gears, dimensions etc. The OpenSCENARIO file will reference to
the catalogue when defining adynamic object. Indexing to external file could include files such as
OpenDRIVE or OpenCRG. The definition of scenario object will then instantiate traffic participants
using the catalogue and assign them with unique name/ID, the traffic participants names will be used
duringthe story board description. A story consists of acts and sequences. Acts are triggered at a
specific condition such aswhen speed or distance equal to certain values, acts contain manoeuvre
groups. A sequence consists of the manoeuvre groups of one or more traffic participants, manoeuvre
groups consists of alist of manoeuvres which the traffic participant will perform.

OpenXOntology

OpenXOntology isawork-in-progress standardisation project with the aim of providingcommon
ontologies (definitions, properties, and relations) to be used across ASAM standards. Within the
OpenXOntology, work hasbeen carried out at different levels:core,domain, and application. Core
ontology providesalist of high level concepts (such as physical objects, activities, events etc) which are
not unique to the road traffic domain, it enables reasoning in afour dimensional space (x,y,ztime) by
includingthe temporal properties. Domain ontology consists of all the objects, activities and abstract
conceptsthat are within the road traffic domain, examplesincluding vehicle, traffic lights, manoeuvre
etc. Application level ontologies are unique to specific applications, taking OpenSCENARIO as an
example,the corresponding application ontology will be constructed according to the OpenSCENARIO
file format. Examples of the elements of an OpenSCENARIO application ontology include triggers,
storyboard, private actions, and bounding boxes. The idea of initiating the OpenXOntology standard is
to allow common core and domain ontologies to be used by various applications, for example an
OpenSCENARIO designer would be able to import the base domain and core ontologies and use them
in conjunction with the OpenSCENARIO application elementsfor reasoning. The OpenXOntology
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project team iscurrently investigating OpenSCENARIO 1.0, OpenDRIVE 16, the OpenLABEL concept
project, ODD standard (BSI PAS 1883) to separate the domain conceptsfrom the application level
concepts and consolidate them to form a unified domain ontology.

OpenLABEL

OpenLABEL is another work-in-progress standardisation project with the aim of setting up acommon
labelling standard within the industry. Currently the OpenLABEL concept project hasfinished,
whereas the formal standardisation project has not yet started. During the concept project, the project
group concluded the labelling methodology, labelling structure, file format and scenario labelling
method. The labelling methodology handles how objects within ascene (apoint in time) can be
labelled, examples are semantic segmentation or 2D bounding boxes. The labelling structure deal with
how objects and their relations are labelled, the current method is RDF triple format, subject-predicate-
object (e.g. Pedestrian follow truck). The labelling file format isin json format. The scenario labelling
definesthe meta-model within which all the labelling classes are structure. Currently, the labelling uses
athree-buckets model, the first bucket includes custom labels which contains organisational
information, versions etc. The second bucket contains all the information for defining the operational
design domain (ODD), which at a high level consists of scenery, environment and dynamic
(macroscopic traffic). The third bucket consists of behaviour labels such asmanoeuvres aswell as
scenario event triggers. For the standard project, labelling will be further divided into object labelling,
scene labelling and scenario labelling.

OpenODD

OpenODD isaconcept project with the aim to define alanguage to describe the operational design
domain (ODD) of ADSs. ODD refersto the operating environment (road type, weather conditions,
traffic conditions) in which a vehicle can drive safely. The OpenODD format would enable usersto
draft,compare, exchange and re-use ODD specifications, it will also have the ability to describe
conditional ODD statement, such asmotorway isonly suitable when there isno rainfall. The OpenODD
will enable usersto interpret and perform analysis, therefore its attributes are measurable and
verifiable. This may be highly relevant for the definition of ODD as part of HASS specification (see
Section 24.3).

In-use datarecording

PAS 1882, currently in drafting phase, isintended to provide areference practice for datarecording of
HAV in-use. Thismay have afocuson post incident event investigation.

During system validation, performance metrics providing evidence for the system safety case (see
Section 4.2) would be collected. As part of System approval, it may be appropriate for the regulator to
access/ monitor thisevidence - or specify in-use data recording conforming to some other
specification. As part of the demonstration part of CertiCAV we have developed a definition of a
'CertiTrace' dataformat as an example of adata format that would support independent assessments.
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Validation and testing

The purpose of thisareaisto provide the process and tooling to undertake the testing and validation
activities for the HASSs. Whilst validation activities are included in other identified practices such as
Functional Safety and SOTIF, this processreflectsthe need to co-ordinate the generation and coverage
of test scenarios, and tooling/methodologies to undertake testing. Thisincludes satisfying the following
objectives:

e Safety processrelease judgements, documentation and management of safety anomalies,
Hazard Analysis and Risk Assessment schedules, Risk mitigation methodologies

e Apply validation classification levels to all system itemsand apply corresponding safety
controls

e Ensuresequential progression of verification and validation methods from test bench and off
road testing before progressing to public road environment or reduced monitoring

e Accredit and Validate testing process and testbench

e Monitor all testing to identify and reduce previously unknown scenarios, and detect
issues/events

e Evidence from V&V activities must be recorded and argue an integral progression of maturity

e Verifyingthat system performance satisfies system specifications

e Co-ordination of inputsand outputs between various system development processes

Validation as arequirement

Asdiscussed in Section 3.3 it may be impractical to fully define regulatory requirements for HAV
based on specifications which givesrise to the need to consider how regulatory requirementsrelating
to the definition of needs could be defined and implemented.

Thisin turn placesdemands on validation practice to define and manage validation that needs are
satisfied. Other industries such ascommercial civil aviation do involve statistical targetsin technical
regulations however their challenges are different. A particular challenge to overcome for HAV is
accounting for operatingin a high risk multi agent environment, it isnot just a case of making sure the
behaviour of the HAV by itself is safe, but that isunderstood by other road users, and sufficiently
mitigates the potential unreasonable actions or misuse of othersin the road environment. Some issues
and approachesto cover this areaare discussed in thisdocument for example as part of safety &
quality management (see Section 3.4.2) and behavioural safety (see Section 34.5).

Virtual Testing Management

Virtual testingisan important part of system safety management and V&V processes which may be
considered to comprise of three key elements:

1. Scenario generation
2. Testbench
3. Evidencing & safety argumentation

Beit at asystem level or at acomponent level,the V&V of each aspect of in the V-cycle will comprise of
these three elements. The first step of V&V process will involve creation or identification of scenarios
which will need to be formatted in acommon/standard language and subsequently stored in a
repository to enable scenario sharing and exchange. The second step will involve planning and
executing the test scenario in atesting platform (simulation or real-world). A test medium could be a
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digital simulation, simulation, test track testing or on-road testing. While each test medium hasits
distinct role in the V&V process, there exists an evaluation continuum which involves a progression
from simulation to real-world testing. As the complexity of scenariosincrease along with their
associated risk, the aim of a V&V process should be to front load the scenario execution to simulation
based testing. This allows usto learn about the system asearly as possible while also making it cheaper
and lessresource intensive. The third step of the V&V processinvolves analysing the results of the
execution of the scenario in atest medium and subsequently deciding if the ADSis safe or not. This
involves using the generated safety evidence, making a safety argument and documented in the safety
case.

1
i I
[ Scenarios ] _— Environment —>: Eﬁgg,"%gtg Rr/g?x?rf\:m i

Create ) Format ) Store ) Plan ) Execute ) ) Analyse ) Decide

There are therefore three key aspectsto consider relating to scenarios:

1. Scenario generation
2. Scenario format
3. Scenario storage

These are discussed subsequently.

Scenario Generation

It iswidely accepted that there isaneed to shift from using "number of milesdriven" asametricto a
scenario based testing approach. However, it is essential that the scenarios used as part of the test
programme have a potential to reveal shortcomingsin the system. A recent semi-structured interview
study involving Verification & Validation experts around the world suggested the move to Hazard
Based Testing. It found that expertsare interested in identifying "how a system fails" ascompared to
"how a system works". Hazard Based Testing and corresponding test scenario generation could be
classified into two main categories*:

o Databased scenario generation: Thisinvolves using real-world data from accidentsor near
misses or insurance claim recordsto identify vehicle or environment attributesthat
contribute to crashes (minor, major or fatal). For UK based data, one could use the Stats19 data
(police records of accidents) or the RAIDSdatabase. It isimportant to mention that using a
data-based approach, implicitly assumesthat HAVswill fail similarly to human-driven vehicles
unlesswe have data from CAV trialsand deployment. While this assumption will likely not be
true for all failure modes, it doesprovide uswith the situations that human driversfind
difficult

“2 Brackstone et. al., 2020. OmniCAV: A Simulation and Modelling System that enables “CAVs for All". Proc. of the 2020 IEEE Intelligent
Transportation Systems Conference.
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e Knowledge based scenario generation: In order to overcome the possible limitation of
data-based scenario generation (due to the assumption stated above), a second
complementary approach is needed. Knowledge-based scenario generation identifies
scenarios which will reveal potential failures and hazards based on the analysis of the system
architecture. Asthe aim isto identify failures and hazards, various hazard identification
methods may be used, e.g. Systems Theoretic Process Analysis (STPA), Fault Tree Analysis
(FTA), FMEA, HAZOP etc. A recent report by Waymo®, it is suggested that STPA enabled them
to identify failures and hazardsthat other methodsdidn't capture. Thismay be due to the
nature of the STPA analysis which isbased on systems engineering and focusses on system
interactions

Asmentioned earlier, it is essential to focus on the quality of scenario generation ascompared to just
the number of scenarios generated. From a safety perspective, thisaligns with the quadrant approach
asper SOTIF 21448 which suggeststhat the scenario generation process should be to reduce the Area2
(known scenarios) and Area 3 (unknown scenarios) whileincreasing Area 1(known safe scenarios).
Methods like STPA help uncover the missing and incorrect requirements along with their
corresponding scenarios.

Itisimportant to highlight that the hybrid approach of data based test scenario generation and
knowledge based test scenario generation iskey to ensuring alignment with the SOTIF 21448 standard.
Some of the other standards that may be considered include 1SO 34502* (draft standard).

Safe Scenario

Unsafe Scenario Safe Scenario
Unsafe Scenario
Known ' Area 2

Known
Area 2
Unknown | Area3 Area 4
Area 3 Area 4
Unknown
Before SOTIF analysis After SOTIF analysis

(increase in known safe
area and reductionin
other areas)

Scenario Format

In order to enable scenario exchange between various stakeholders, it isimportant to create a
common language for scenarios and scenario related V&V artefacts. It isimportant to highlight the
diversity in the stakeholdersinvolved in the HAV assurance process which will impact the type and
kind of common language adopted in thisarea. From a simulation based testing approach,thereisa
growing consensusin the industry to use ASAM OpenX standards which include OpenDrive, OpenCRG
and OpenSCENARIO, later additionsto this series are OpenXOntology, OpenLabel, OpenODD. See
Section 3.4.8 for an overview of these standards. While these standards cater to simulation execution,

*> https://storage.googleapis.com/sdc-prod/ vV safety-report/2020-09-waymo-safety-report.pdf

44 https://www.iso.org/standard/78951.html
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thereisaneed to overlay these standards with a higher layer abstraction format which would be more
useful for stakeholderslike regulators, policy makers, system engineers etc.

Figure 23 below isan illustration of how the OpenX standardsrelate to each other, and furthermore an
example of how they may be applied to ascenario based testing activity workflow.

ST i s - Pre-run ODD Runtime ODD
riving rfootage riple description checking checking
_________________________________________ A
| |
I OpenSCENARIO |
: OpenLABEL :I——> execution —I;
: OpenDRIVE :
[ I
[ I
: OpenXOntology Open0O0OD :
L o e e e e -

Thisworkflow illustrates the process from receiving sensor data, to converting thisdata into scenarios
for execution,and compare the scenario with an existing ODD specification aspart of the analysis,
OpenXOntology is used for all the steps. The input data can be driving footage recording, it can then be
converted into OpenLABEL dataformat by using OpenXOntology, the output isalist of triple
description equivalent to the driving footage recording. This set of triples forms the abstract/functional
scenarios and can be converted into OpenSCENARIO/OpenDRIVE file format by using ontology-based
scenario detailing method. Assumingthere isan ODD specification described using OpenODD format,
the OpenODD, OpenSCENARIO and OpenDRIVE can be used together to carry out apre-run ODD
coverage checking. Thisisto indicate whether the intended scenario iswithin or outside the ODD
specification. The OpenDRIVE and OpenSCENARIO files can also be executed in asimulation. During
the runtime simulation, simulator can output OpenLABEL ground truth message and user can also
perform runtime ODD checkingwhen compared with the OpenODD file format.

Thisworkflow containsadatadriven scenario generation approach, similar workflow can also be
constructed for aknowledge driven scenario generation, execution by using the ASAM OpenX
standards series.

Scenario Storage

The third aspect of the scenario stage isthe scenario storage. Asthe type of scenarios and the type of
ODDsfor which we need scenarioswould vary agreat deal, it is essential to create acommon
repository for scenario collection and exchange. This will also allow to prevent re-invention of the
wheel by multiple organisations creating scenarios for same ODD or same HAV.The UK hasplayed a
leadingrolein creating scenario database with an initial proof-of-concept developed as part of the
MUSICC project. The learnings of the project have helped developed the National Scenario Database as
part of the Midlands Future Mobility project. Other international initiatives on scenario databases are
also being developed, e.g. Safety Pool, SAKURA database etc. There isaneed for international
collaboration on the subject of scenario databases to make the process efficient and scalable.

Relationship between ODD, desired behaviour and scenarios

Aspart of the HASS specification (see Section 2.4),a manufacturer will define the ODD and the ADS
functionality definesthe desired behaviour of the HAV which may or may not include requirements
laid down in regulation/codes. This enables the creation of the argument around the evidence for
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behaviour safety. One could consider the desired behaviour of the HAV asits behavioural competency.
Itiscritical to ensure that the scenariostested aspart of the assurance process consider both the ODD
and the desired behaviour competency.

An ODD definition can be defined from the perspective of an end user (eg.local authority,insurance
provider etc.) or asystem specifier/ ADSmanufacturer. Smilarly, behavioural competency of an HAV
may have various levels of abstractions. For example,a manufacturer may claim that it can perform an
"unprotected right turn" on "sunny days" only, while another manufacturer may claim that an
"unprotected right turn"is not part of itsbehaviour competency. Behaviour competency describes also
identifies the assumptions on the behaviour of other road users.

Therefore, the scenario generation process needsto take into consideration both the ODD and the
behaviour competency defined for the HAV. One can identify abstract scenarios by overlaying
expected behaviour from an ADSand other road userson the defined ODD of an ADS. For example,
performing an unprotected right turn (behaviour) on asingle lane undivided cross-road (ODD) with
oncoming traffic (behaviour) would be an abstract scenario.

Furthermore, certain aspects of behaviour (both of the ADSand other actorsaround the ADS) may be
restricted by the defined ODD. For example, the manoeuvre "lane change" may be prohibited on a
single lane undivided road. It isimportant to highlight the relationship between ODD, behaviour and
scenarios. While the three constructs are related to each other, they are distinct in nature. As
mentioned earlier,the ODD definesthe operating conditions for an ADS.

The definition of a HAV manoeuvre library would be useful for providing aformalised common
vocabulary for the specification of ADSfunctionality (Section 2.4.3) and scenario generation. This may
illustrate standard sets of HAV manoeuvres for aHAV. Driving rules/codes or developmentsthereof for
HAV such as a codified Highway Code (see Section 3.4.5.1) that provide rules and guidance applying to
HAV behaviour could be used to derive HAV manoeuvres, or refer to a HAV manoeuvre library.

Asdiscussed earlier,the behaviour of aHAV may be restricted due to many factorseg.its ODD or
system design. The creation of amanoeuvre library allowsfor HAV behavioursto be described in
either aprescriptive format or arestrictive format.
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In the development of safety argumentation, it is essential to decompose each criterion further into
more tangible and measurable performance indicators. We suggest an ODD-based and behaviour-
based scenario generation process. The foundations of the proposal are inspired by control theory.
Consider acontrol loop asillustrated in Figure 25. In order for the controller to perform an action (i.e.
give acontrol command), its process model will have a certain belief about the environment, and it will
receive some feedback from the sensors which will provide context to the situation. Based on the
process model beliefs (i.e. assumptions) and the feedback provided by the sensors (i.e.context), the
controller will issue acontrol command.

Process
Model

Control

Action Feedback

Therefore, in order for aset of goalsto hold true, the controller will have a set of assumptions and
context.Only under those assumptions and context would the driving criteria hold true. For example:
Let's consider adriving goal (goal 1): Do not cause collisions.
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For goal 1to betrue for aparticular intended functionality, the following assumptions could be
assumed to hold true:

e Ego vehicle shall follow the rules of the road
e Allother road actorsshall follow the rules of the road

Itisimportant to highlight here that the set rules of relevant road rulesthemselves will be afunction of
the ODD. For example, if the ODD involves a motorway junction, the rules of road are different to those
compared to acity centre roundabout junction. Therefore, we can further refine the above conditions
as:

For goal 1to betrue,in agiven ODD,with the following assumptions and contexts need to be true:

e A1:Ego vehicle shall follow the rules of the road for the given ODD
e A2:All other road actorsshall follow the rules of the road for the given ODD

Given acodified Highway Code, one can now use the Highway Code rules for the given ODD as apass
criterion for the high-level goal ("do not cause collisions"). Additionally, the assumptionsfor the goal to
betrue serve asacriterion for understanding if the intended scenario actually got executed in the test
setup.

Selection of Test Medium

Aspart of the evaluation continuum mentioned earlier,there isagrowing consensusthat,asan ADS
progressesthrough its V&V cycle,the primary test medium will gradually shift from digital world to
real-world testing. However,the aim isto front load most of the testing process to digital world or
simulation-based testing. Within thisgoal,the aim isto use the evidence generated from the
simulation-based testing to:

e Inform the downstream testing process (test-tracks and real-world testing)
e Form part of the safety evidence and corresponding safety case

Both these aspects have an implicit assumption that the results from simulation-based testing are valid
and are agood representation of the real-world. Thisis abig assumption and anon-trivial task to
validate. In order for simulation based testing evidence to be used as a part of the safety evidence or to
inform reduced real-world testing, it isimperative that the simulation tool is validated itself. While
thereisalack of consensuson the definition of a"validated simulation tool", activities have been
initiated by the Validation Method for Automated Driving (VMAD) - SG2 on developing consensuson
thisaspect. It must be noted that in order to validate asimulation tool,the validation process can be
focussed on two levels: 1) the tool itself, or 2) output of the tool. While the former focusses on the tool
development process, the latter would compare the results from a simulation-based test to real-world
test.

Furthermore,the fidelity and validation of the simulation tool will need to be a function of the
scenariosit isbeing used for testing and the safety evidence it is expected to generate. Stakeholders
using simulation to generate evidence for their perception system will need to focus on the fidelity of
the environment model, world model, sensor models etc.in order to have validated set of results.
Stakeholders using simulation-based testing for generating evidence for planning function, would need
to focuson map fidelity instead of the environment model.



CertiCAV Assurance Paper

3.5 Summary Findings

This section discussesthe current state of HAV assurance practice, identifies key gaps, and presents
approaches for addressing them. These include:

e Performance Indicators (see Section 3.2)

There isaneed to develop these asacommon reference to supporting the definition of

requirements, assessments, management of system safety/quality, and ongoing monitoring

that the system of assurance addresses needs

Itisthrough common and formalised performance indicators that traceability can be

provided between regulatory requirements, and the system developers quality & safety case

argumentation along with the formal V&V outputs and body of evidence that justifies the
argumentation

We have identified four categories of performance indicator, each of which may perform

different rolesin an assurance framework

e Regulatory performance requirements for HAV (see Section 3.3)

There isaneed to develop regulatory requirementsthat define the performance standards

that HASSs should conform to in particular for safety

We have identified that performance requirements may be considered in two categories.

There are performance specifications that are verified against, and performance needs that

are validated. To date automotive technical regulationstypically rely on relatively

prescriptive specifications . However, we've identified that a HAV's relative complexity and
responsibilitiesin performing the driving creates the need for an increased role of needs
based requirements.

We have explored how the development of performance requirements could be

approached and identified specification with components of conditions, limitations, and

certainty. This significant work area would addressthe "how safe is safe enough" question
and isinterdependent on other work areas such asthe development of a codified Highway

Code and performance indicators.

e HAV assurance practice (see Section 3.4). In this section we consider how current best
practice may be applied, however the more significant focusis discussing the development of
practice. There are needs for best practice to be developed for HAV assurance both to support
the development of regulatory performance requirements, and to facilitate the assurance of
their achievement

There isasignificant need for practice to develop, verify and validate the intended

functionality of HAV driving featuresto ensure it iscomplete and sufficient for taking full

responsibility for drivingin a potentially wide range of vehicle and domain attributes. This
areawe term behavioural safety, and includes

— Thehandling of road traffic rules and co-operation. Developing a codified Highway Code
would develop an understanding of desired behaviour of HAVs (Section 3.4.5.1)

— Therisk control strategy for HAV is not limited to response/ mitigation of hazards, asthe
HAV's behaviour influencesthe exposure to hazardsin the multi-agent environment it is
operating within. Risk modelling should therefore account for this area of tactical safety,
in addition to the more established area of active safety (Section 3.4.5.2)

— Thereisaneed to develop guidance on Minimal Risk Manoeuvres and Minimal Risk
Conditions.
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Probabilistic systems are typically involved in ADSperception,and may be involved in
decision making. Some of this areais covered by current SOTIF best practice. However,
practice for V&V of systemstrained using machine learning is insufficiently mature, and
additional research and development on thistopic is needed
Practice isrequired to ensure the suitable specification and use of sensors and data systems,
to support modelling and definition of physics-based sensors
Although outside of CertiCAV scope, the need to develop harmonised standards and
principlesfor appropriate use of co-operative sensorsis recognised.

Validation and testing (see Section 34.9)

— On-road testingisimportant for validation; however, risks need to be managed, in
particular to the public.

— Practiceisrequired for the management of complexities of HASSdevelopment and
management of system safety case.

— SYystem development processes for HAV have variousinterrelated inputs and outputs
with each other that need to be co-ordinated.

— Developmentsare required to manage the significant role of virtual testingin HAV
assurance. Tooling needs to be validated to have appropriate fidelity for the attributesiit
ismodelling and the role of the evidence it creates in safety argumentation.

— Thedevelopment of standardised a HAV manoeuvre library (3.4.9.3) would help specify
ODDs and generate scenarios. Furthermore, it could formalise part of the vocabulary for
acodified Highway Code (3.4.5.1).

— Scenario based testing isimportant for assessment and practice is required for
generation of scenarios and mapping these to coverage of safety and performance. Both
the ODD and Behaviour of a HAV are important for determining the set of scenarios that
are relevant for HAV assessment, testing and validation.

— In order to use safety case evidence based on simulation-based testing,there isaneed to
create a standard set of metrics and process for validation simulation testbench
depending on itsintended use.

While BSl (The British Standards Institution, 20 18) and the UK government (HM

Government, 20 17) have created excellent principles for HAV cybersecurity, it may be

beneficial to establish a detailed process for assuring the cybersecurity of HAVs (noting this

isout of scope for CertiCAV)

e Acommon challengeisthat the performance indicators, requirements and codes currently

applied to human drivers do not quantify performance or support traceability to formal

verification or validation of performance achievement. There istherefore a need to formalise
these to support the assurance of HAV



System Development

4.1

4.2

This section considers relevant areas of assurance
in the context of HASS development.

Introduction

Itisassumed that an ADSE would develop a HASS, intended for on-road deployment, and would need
to ensure that requirements defined by a Regulator/ TAA are satisfied. They may additionally need to
ensure that system specification (e.g.required by LFO) and/or performance needs (e.g.required by
traffic authority and/or LFO) are satisfied.

The key objective of System Development, therefore,isto ensure that the HASS satisfies all relevant
performance requirements. It isassumed that thisshall be demonstrated by a system safety case. For
example, key top level itemsto be demonstrated are:that appropriate HAV behaviour isidentified and
verified and validated as sufficiently safe for all conditionsthat reasonably occur within the
deployment domain;that the ADSisaware (viaon-board and/or off-board sensing) when the limits of
the ODD are reached, and that it responds by executing an appropriate fallback to achieve aminimal
risk condition.

System Safety Case

The system safety case should be a systematic and structured argument that clarifies all relevant
performance requirements for the HASSand justifies their sufficiency.

A complete safety case involves avariety of design, specification, verification, and validation processes.
In Section 3.4 of thisdocument we have identified and discussed areas of practice for HAV assurance.
Followingin this section we discuss principles and objectives, relating to this practice that are
considered relevant for the assurance of system development.
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We suggest that, in general consensus with existing practice, a safety case should be structured into
Goals, Argumentation and Evidence, for which we have identified the following objectives.

e QCoals
e Define safety goalsthat ensure full coverage of requirements
e Relate to well defined and quantified performance indicators
e Consider system safety concept and safety by design
e Assessand manage relationship between processes that develop/validate system
specifications (e.g. behavioural safety/intended functionality), with other processesthose
impact, and the safety argumentation (e.g. selection and structuring of performance
indicators)
e Assessand manage the potential interaction of residual risks between
validation/development processes, ensure that characterisation of residual risksisrobust.
e Cover safety culture and validation strategy, such asrelationship of whole system validation
with individual system validation processes and test pillars, reduction of uncertainties, and
evidencing
e Argumentation
e Providesorganised structured arguments according to adefined format.
e Ensurerelational inputsand outputs of safety processes are identified and implemented
e Ensure system widerisks and performance aspects are identified and assessed
e Evidence
e Useevidence with auditable, defined formats.

Consideration could be given to adopting and demonstrating compliance to UL 4600 as practice for
formatting, consistency, and completeness of system safety case. UL4600 isdiscussed in Section 8.15.

The need to relate to well defined and quantified performance indicatorsis considered to be of
particular importance. Section 3.2 of thisreport discusses performance indicators, furthermore
UL4600% categorises types of performance indicators and recommends their role in the
argumentation of safety case.

Section 3.3 of thisreport discusses approaches for developing performance requirements for HAV
which includes:

e Theconcept of driving performance criteriaas a methodology for identifying a superset of
HASSdriving performance requirements

e Application challenges and an example of performance requirement definition (see Sections
3.3.4 and 3.3.5)

Over time, it isexpected that regulatory bodies will develop and clarify regulatory performance needs
for HAV on-road deployments. However, in any case a key quality assurance activity that a System
Developer would need to undertake isto assess and clarify what performance needsrelate to the HASS
they are developing and describe top level goals, to be applied to system development, that provide
full coverage of these.

The safety case should ensure that all system development processes are co-ordinated and ensure
integrity of overall safety management and assessment.

* Undertakers Laboratories UL 4600
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Thefollowing objectives are identified asrelevant for safety and quality management of the HASS:

e Adopt asufficiently well developed and systematic process for managing safety/quality and
ensure relevant requirements are satisfied including regulatory obligations. This should
include key safety and QA documentation eg. safety release judgements, safety anomalies
management, Hazard Analysis and Risk Assessment schedules,and risk mitigation
methodologies

e |dentify and apply appropriate practice and processes

e Addressrisksacrossthe entire supply chain with well-defined roles & responsibilities and
ensure access to, and retention of, control documents and evidence

e Co-ordinate and sufficiently explain the deployment with necessary stakeholders and develop
acomplete system deployment specification

e Document full specifications for nominal state of systems and integrate thisinto testing
processes

e Define and manage safety for the whole lifecycle of the HAV. For example, setting out
inspection and maintenance processes for software and hardware

e Define an appropriate organisational risk culture. Assess and define risk appetite, ensuring this
satisfies regulatory requirements and relevant guidelines. Describe principles for vehicle
testing culture

e Organise safety for the whole system, ensure safety arguments are systematic structured,
evidenced and documented

e Apply appropriate change management

Of key importanceisensuring that the HASS specification iswell structured, accurate and sufficiently
detailed for the following reasons:

e Thisisavital input for supporting System Development Verification and Validation activities
e Thisinformation would be required to support collaboration with key stakeholdersincluding
suppliers,customers, and approval authorities

Section 2.3.3 of thisdocument identifies a structure and key attributes for HASS specification and it is
suggested that a sufficiently developed specification would cover satisfy these. The system developer
should ensure that the deployment specification is sufficiently co-ordinated with relevant stakeholders.

Another aspect to consider isthat of change management. The ADSE should establish stages of whole
lifecycle for all items of the HASSand implement an appropriate change management process for
software and hardware. This needs to be associated with appropriate processes for product
verification and validation testing.
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Operational safety

Although operational safety is outside the scope of CertiCAV, several operational safety attributes are
relevant inputs for HASSdevelopment. Objectives for operational safety that we have identified as
relevant for system safety include:

e ODD appropriatenessfor the deployment domain
e Acomplete and accurate definition of the ODD is acritical input for ensuring complete and
accurate system validation e.g.in the process of defining test scenarios. ODD validation is
therefore part of system validation
e Deployment domain conditions characterisation
e Determiningthe frequency that ODD boundary conditions occur in operation would be
required to calculate risks associated with fallback operation
System/user handover
e How the system reaches/leavesthe ODD and the procedure for activating automated mode
affects system design

e Monitoring/ alerting
e How the system performance will be monitored and the procedure of alerting and
responding to issues and events. These needsto be facilitated in system design
e COrganisational relationships, the responsibilities and activities of organisations should be clear
e For example,the maintenance & inspection regime assumed to be undertaken by a LFO
including component inspection / replacement may affect specification system component
reliability and/or self monitoring capabilities

The HASS specification presented in thisdocument (see Section 2.3.3) discusses key attributes
relevant to operational safety. Thisincludes definition of the ODD (Section 2.4.2) and operational
management (see Section 2.4.5).

Functional safety

Thisdocument,due to its scope does not cover functional safety. However functional safety is
recognised as an important process. Firstly, as part of safety in design and risk assessment in itsown
right. However, of greater relevance to CertiCAV the functional safety process provides arelevant input
to other safety assessment processes so that risksrelatingto acombination of other safety factors, such
as SOTIF or behavioural safety may be assessed and quantified.

In thisdocument we set out some relevant considerationsfor the practice of functional safety in
Section 34 4.
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Behavioural safety

Creating, verifying, and validating an intended functionality for driving features that satisfies relevant
needsisconsidered an important part of HASSdevelopment. Relevant objectives that we have
identified include:

e Suitably complying with road traffic rules and co-operating with other road users (see Section
3451
e Achieving acceptable safety of HAV behaviour by implementing suitable active and tactical
safety controls (see Section 3.4.5.2)
e Implementing suitable behaviour to cover fallback operation including:
e Ensuring MRM issuitable
e Accountingfor therisk of beingin MRC after execution of MRM, accounting for the
likelihood of the MRM-triggering condition
e Quantifying and managing potential for unknown unsafe scenarios arising from lack of
human in loop as afallback

A system developer would need to adopt or create suitable processes to achieve this. The challenges
and complexity of achieving behavioural safety are likely to vary significantly depending on the
complexity and challenges associated with the HAV deployment.

The system safety case argumentation should incorporate performance indicators that quantify the
achievement of behavioural safety, including:

e Active Safety controls

e Tactical Safety controls

e Co-operation with other road usersand road traffic rules

e Fallback operation,including coverage/suitability of MRM and residual risk of MRC

Probabilistic systems
The live dataset which iscrucial to tactical decision making is created by sub-systemsthat are

probabilistic in nature and typically involve use of Al. This givesrise to the need for processes to cover
objectivesincluding the following:

o Safe specification and use of perception systemsinput to driving features (SOTIF)

e Certainty modelling, reporting, management

e Learnt system validation:explaining/characterising expected performance and testing
resilience

e Definition and appropriate use of Artificial Intelligence(Al) systemsincluding online and
offline learning systems

There isgeneral consensus acrossindustry to apply SOTIF practice for the validation of perception
systems. Accordingly, it'd be expected for a system developer to demonstrate conformance by
ensuring the objectives of ISO 21448 (sub-clauses 5.1,6.1,7.1,8.1,9.1,10 .1, 11.1and 12.1) are covered by
system safety case goals, providing arguments for the satisfaction of these objectives and evidence that
justifiestheir achievement. However, in the development of aHASSgapsthat are not covered by
SOTIF would need to be addressed as discussed in Section 3.4.6.1.

Furthermore, the use of Al should be sufficiently defined, explained, and managed (see Section
3.4.6.2). Thisshould include ensuring there are no intrinsic biases as a result of the training dataset.
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The system safety case argumentation should incorporate performance indicators that quantify the
suitable performance of probabilistic systems, this might include:

e False detection rate and severity
e Certainties of object data attributes

Sensors & co-operative safety
Identified relevant objectivesrelating to the suitable specification and use of sensors and data systems
include:

e  Specification of sensor systemsincluding suitability for intended functionality for example
range of view, refresh rate, precision (related to ADSfunctionality see Section 24.3)

e Characterisation of sensor performance, for example based on environmental conditions

e Safe concept of operations:In particular the involvement of any safety critical systemsthat are
external to the HAV should be described and controlled (related to HASSarchitecture Section
24.4)

e Assessment and management of sensor faults (related to functional safety see Section 3.4.4)

e Performance monitoring/management (related to operational safety see Section 3.4.3)

The HASS specification should include vehicle operational characteristics (see Section 24.1) and
sensor performance aspects of perception within ADSfunctionality (see Section 2.4.3) and relevant
datacommunicationsthat influence HAV behaviour (see Section 2.4.4);of particular relevance the
involvement of any safety critical functions over datacommunications should be identified and
controlled.

The specification and characterisation of sensor performance isan important input for developing
sensor models for simulation, validation testing and supply chain management.

Data management
Identified relevant objectives to be satisfied by data management include:

o Datafiltering and evidence retention to justify safety arguments

e Collection of monitoring data from physical use of HAV to support system validation, and
monitoring activities

e Transmission of datato defined standards between organisations

There isgrowing consensus of use of the OpenX data standards (see Section 3.4.8)

The system safety case should reference all relevant evidence to justify the satisfaction of safety
argumentsin described and traceable formats.

Relevant data from physical testing of vehicles should be identified, monitored, and analysed to reduce
unknown scenarios and further performance validation against known scenarios.

PAS 1882, currently in development, provides guidance on the collection of monitoring data as part of
on-road use of vehicles. When published this may provide directions on monitoring datarequirements
and/or provide areference for standards that may be adopted for awider use case of data collection
and formatting.
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Validation & testing

Thisareaincludesthe co-ordination of various system development processes to generate and test a
set of scenariosthat provide sufficient validation coverage. It also includesthe tooling/methodologies
to undertake testing, and should satisfy the following objectives:

Support safety and quality management, in particular managing risks associated with physical
use of system and use in public on-road environments

Monitor all testing to identify and reduce previously unknown scenarios, and detect

issues/ events

Evidence from V&V activities must be recorded and argue an integral progression of maturity
Verifying that system performance satisfies system specifications

Co-ordination of inputs and outputs between various system development processes
Identification and mitigation of any potential failure cases that arise from subsystem
interactions, for the caseswhere subsystems are tested independently

We have identified the following principles that are considered an important part of validation practice
duetoitsintegral rolein testing culture:

Manage the progression of validation of all system itemsby tracking validation levels, and
apply appropriate safety controls. This could include Safety process release judgements,
documentation and management of safety anomalies, Hazard Analysis and Risk Assessment
schedules, risk mitigation methodologies

Ensure sequential progression of verification and validation methods from test bench and off-
road testing before progressing to public road environment or reduced monitoring

Validate testing processes and testbench and apply accreditation where applicable

Apply performance indicatorsto monitor,track and record organisational and system safety
maturity during V&V activities, apply these in coherence with the organisationsrisk appetite,
testing culture and regulatory requirementsto argue the release of systemsto progressive
testing environments

Validation and testing activities should clearly demonstrate sufficient coverage of the range of
scenariosthat may occur within the ODD. This coverage islikely to require:

Use of multiple comprehensive scenario identification processes, using data and/or
structured methodologiesto ensure there are no gapsin ODD coverage (see also

Section 34.9.3)

Automated generation of randomised variants of the scenariosidentified

Methods to identify and focustesting on the critical scenarios for the particular ADS,
accounting for the architecture and technologiesit uses, and any failures or near failures
found from previoustesting

For more complex ODDs, automated methodsto assess performance in scenario tests. These
are needed to enable a sufficient number of scenariosto be tested, and to ensure complete
and correct application of the performance criteriato ADSbehaviour

Section 3.4.9 discusses various approaches for testing and validation.
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Summary

This section discussed objectives and principlesto be followed by an ADSE to guide HASS
development and sufficiently cover assurance needs.

There are advantagesin gaining assurance through demonstration of conformance to good practice.
However,thereis, for at least for the foreseeable future, substantive lack of established best practice
and harmonisation for HAV systemsthat would be required to facilitate this.

Therefore, for the time being the development of a safety case is considered to be important for the
management safety and quality during HASS system development. This section focuses on the
identification of a set of principles, objectives and requirements applied to the practice of system safety
case. Thisincludes various development processes to be covered in the system safety case, these in
turn reference the discussion of HAV assurance practice in Section 3.

In summary assurance should be achieved by the development of a system safety case that:

e |[sformalised, structured and consistent
e Relatesto performanceindicatorsto provide traceability to requirements and to evidence
e Coversand co-ordinates system development processes
Demonstrates achievement of safety requirements and is consistent with defined
organisational risk appetite




System Approval

5.1

This section builds on the content of previous
sections to highlight key considerations for the
approval of a HASS for on-road deployment.

Introduction

The context of this section assumesthe regulatory process defined in Section 2.1.3.2.

Itisassumed that a Regulator/ TAA, supported by an independent technical service shall undertake
approval inspection and testing of a HASSintended for on-road deployment as part of a system
approval. This section discussesthis first phase of system approval.

Itisassumed that upon completion of this,there would be a second phase of operations approval,
subsequently athird ongoing phase of operations monitoring may continue to be an important part of
assurance

Itisnot practical for independent 3 parties to have full accessto all dataand repeat all evaluation
activitiesto the same level of detail as undertaken during development of the system. Practically,
independent testing needsto be performed within resource and time limitations.

Current automotive good practice often involves the conformance of systems and/or processes to
established best practice standards such as 1SO 26262 for functional safety. This facilitates
quality/safety management to be better integrated into the system development process, which
improves efficiency. Furthermore, demonstrating conformance to best practice provides strong
evidence for assurance purposes. This,however, requires best practice to be defined, whereas
currently there are substantial gapsin standards/practice coverage for HASSs which presentsabarrier
to integrating conformance processesin system development and approval activities.

In asimilar fashion, there would be benefits of engaging independent approval bodies early. This could
involve integrating the independent technical service activitiesin parallel with development processes
rather than implementing development and approval activities sequentially. Thishowever requiresthe
support of standardised and well-developed approval practices, and careful management of change
control challenges as discussed in Section 5.1.3.
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Thereisawide diversity in the potential specification of aHAV,where and how it isdeployed, and the
system supportingit. Thisin turn creates a wide variability in the nature, complexity, and relevant risks
of aHASS. The process of testing and inspection therefore needs to be flexible, suitable, and
proportional for the subject HASS, however some consistency is also required.

Context and Objective

The purposeisto define aframework process for the system approval of aHASSintended for on-road
deployment. The context of the on-road deployment and system approval isdefined in Section 2.1, the
definition of a HASSis defined in Section 2.3.3.

It isassumed that an ADSE would present a HASSfor approval with a HASS specification (see Section
2.3.3) and a system safety case. It is assumed that regulatory requirementswould be defined (see
Section 3.3)

The objectives of the system approval would be to determine via audit and inspection that:

e TheHASSspecification isadequately described, suitable and co-ordinated

e The ADSE has applied sufficient Quality and Safety Management

e Thesystem safety case is sufficiently developed, provides full coverage of the HASS
specification, has sufficient argumentation, evidence for coverage, and demonstrates
achievement of regulatory requirements

Furthermore, to verify by evaluation of evidence and/or witnessing of teststhat requirements are met
through:

e Evaluating sufficient quantity and quality of on-road trials monitoring to argue system
maturity and safety validation

e On-road testing: Deployment management and HAV behaviour competence

e Testbench testing: Toolchain capabilities, sub-system performance

e Physical Testing: perception performance and HAV behaviour in selected scenarios

e Physical and testbench comparison:fidelity of the evaluation toolchain

Deployment risk classification
To implement proportionality of independent assurance a Deployment Risk Classification (DRC)
assessment could be applied to scale the coverage of independent assurance activities.

For example, this could be calculated based on the matrix shown in below which determinesa
deployment risk class between A-G based on:

e Themaximal severity consequence of afailure. As an example of how this could be derived,
Figure 27 isatable for determining potential severity consequence from the collision delta
velocities between two passenger vehicles. Thiscould be expanded upon to include
additional factors such as:HAV occupant configuration (are they seated/restrained or
standing), payload, collision with vulnerable road users.

e Scaleof the deployment, which affectsrisk exposure. For instance, number of kilometres
driven per annum:D1<1000km;to D4>1million km

e Deployment complexity: The complexitiesinvolved in the deployment specification such as
the ODD and ADSfunctionality. Cl=low speed, highly controlled environments, restricted



Figure 26 DRC Matrix

Figure 27: Velocity delta
based hazard severity
determination (SAE
J2980)
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manoeuvres; C4 =Dynamic deployment in acomplex and/or informal environment eg.in
close interaction with vulnerable road users

It issuggested that the DRC would scale the coverage of independent assessment, e.g. number of
concrete scenarios;the performance requirements and acceptance criteria should remain the same.

Severity |Deployment |Deployment Complexity

Class Scale C1 C2 C3 ca

S1 D1 A A B B

S1 D2 A A B B

S1 D3 A B B C

S1 D4 B B C C

S2 D1 B C C D

S2 D2 B C D D

S2 D3 C C D E

S2 D4 C D E E

S3 D1 D D E E

S3 D2 D E F F

S3 D3 E F F G

S3 D4 E F G G

Collision

Type Range for SO S1 S2 S3

Front Min. km/h >4-10 >20-50 >40-65
Max. km/h |<4-10 <20-50 <=40-65

Back Min. km/h <4-10 >20-50 >40-60
Max. km/h [<4-10 <20-50 <=40-60

Side Min. km/h >2-10 >=8-30 >16-40
Max. km/h [<2-3 <8-30 <16-40

Change control
Thisdocument does not address change control but acknowledgesthat thiswill be an important factor
for HAV.

Currently UN Regulation 79 has provisionsthat* (para 9.1) 'Every modification of the vehicle type shall
be notified to the Type Approval Authority which granted the approval. The Type Approval Authority
may then either":

e (para9.11) 'Consider that the modifications made are unlikely to have an appreciable adverse
effect and that in any case the vehicle still complies with the requirements';

6 (United Nations, 2017)
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e (para9.12) 'Require afurther test report from the Technical Service responsible for
conductingthe tests'

It is envisaged that a HASSwould have relatively frequent incremental software updatesthroughout its
lifecycle, and thiswould make it impractical to notify the TAA for ajudgement on every modification.
Thiscreatesthe need for practice to be developed for change control and relate thisto independent
assurance activities. Thisis particularly relevant if some of the approval activities are integrated into the
development process, rather than sequentially undertaking approvals after completion of
development.

For highly mature systems, it is envisaged that issues would be discovered over time that should be
addressed promptly. Thiswould need to involve processes of managing change, ensuring that the
potential impacts of implementing change are known and appropriate verification and validation
activities undertaken prospectively or retrospectively. Independent assurance activities could involve,
for example, a process of selectingindependent teststhat have some focus on scrutinising the change,
but also some randomisation to spot check change before it isimplemented, or a system of
retrospective testing of systems at regular intervals.

Furthermore, change needsto be managed during the product development and initial approval cycle.
Itisnot practical to recommence verification, validation, and approval from the beginning every time a
changeisinitiated, however checks and balances do need to be in place to identify which itemsare
affected by change and ensure that changes are validated.

Approval process

This section sets out adevised approval process with sequential assessment steps. Table 9 describes
these steps and the objectives they satisfy.

For thiswork we presume that the steps would progress sequentially with the outcome of each step
either being to pass and proceed to the next step, minor non-conformance/ corrective actionsand
proceed to next step,or major non-conformance and to require corrective action and repeat
assessment prior to proceeding to next assessment step. Further developments could finesse this
process, for example including some parallel working of activities for improved efficiency.

Itisintended that successful completion of this approval process would approve the HASSfor the use
described in its specification and the safety concept applied by the system developer. However, it
should be noted that

e Thisapproval relatesto the first phase of system approval of the assumed regulatory process (see
Section 2.1.3.2), and there would be a second phase of operations approval

e Theassumed regulatory processincludes athird phase of ongoing monitoring after approval

e Thenatureof the approval release depends on how phase 2 and 3 approvals are developed
(outside of CertiCAV scope). For example, there could be an initial probationary period of
enhanced monitoring and ad-hoc inspectionsto build further trust and confidence in the system
and operations before fully releasing the HASSoperation
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Table 9: Assessment

steps and objectives Step

Activity

Objectives

HASS Specification & Safety Assess that the HASS specification is well

Check

described/developed, suitable and co-ordinated.

Road Test*’

Audit and Inspection

System Safety Case /
Evidence Evaluation

Scenario Generation

Inspect that appropriate deployment management
processes are in place.

Assess that Driving performance satisfies appropriate
competency level.

Assess that the organisation has applied sufficient and
appropriate process, policies, tooling, and resources.

Assess that the system safety case meets
requirements and has sufficient arguments and

evidence.

Create effective Scenarios for testing.

6.1

Testbench Testing

Verify testbench capabilities.

Assess and verify HAV behaviour in scenario tests.

6.2

Physical Testing

Validate perception performance.

Assess and verify HAV behaviour in real world
controlled scenarios.

6.3

Fidelity Check

Validate toolchain fidelity.

Road Test

Refer to step 2 and discussion in 5.2.2

Followingin this section we discuss each assessment step in further detail.

‘" There are advantages/disadvantages to conducting towards the beginning or the end of the approval process, or there could be
several road tests. Please refer to discussion in Section 5.2.2
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HASS Specification & Safety Check

The objective of this step isto assessthat the:

e HASSspecification iswell described/developed, suitable, and co-ordinated

e Adopted safety principles and system safety case development are adequate

e (Clarify that the information provided sufficiently definesthe HASSand organisational
structure is sufficient for planning and undertaking of the approval

Theintention of thisstep isto facilitate an initial check that the ADSE and HASS are suitable for
committingto the approval process and to plan and agree the approval processto be suitable for the
details and specification of the HASSand associated deployment based on information provided.

To undertake this, it isassumed that the ADSE would provide a HASS Specification and supporting
documentation that would be assessed by the Technical Service.

The following could be considered for the assessment of the HASS specification:

e Thatitiswell described and complete

e Section 2.3.3 of thisreport discusses HASS specification, it is suggested this may be used asa
reference to define structure and content requirements

e Thereshould be evidence that attributes are specified according to defined, structured,
traceable, and appropriate formats. This could include conformance to defined standards
and/or best practice, e.g.for ODD BS PAS 1883, or in the future OpenODD, or 1SO 34503

e Attribute specifications should describe bounds and limitations for operational/nominal
conditions and configurations. The wider approval could presume that the HASSis expected
to handle under nominal operation any attribute conditionsthat are not explicitly defined as
boundaries/limitationsin the specification

e Thewhole HASSarchitecture should be described including off vehicle systems, with a
particular focusto those influencing the performance of safety critical functions

e Thatitissuitable and co-ordinated

e Thevariouspartsof the specification should be suitable and coherent with each other. For
example, attributes for HAV operational speed and manoeuvres (ADSfunctionality) should
be appropriate for the road conditionsit isintended to be deployed in (ODD).
— Common guidelines, such as codified Highway Code (see Section 3.4.5.1) could be

developed to support this

e The specification should cover the full HASSwith particular relevance to systemsinvolved in
safety critical operation of the HAV, including itemsthat may not be fully under the control
of the ADSE organisation. Where appropriate there should be evidence of co-ordination and
agreements with relevant stakeholders to demonstrate that access and information that
would reasonably be required aspart of the approval process will be available. For example,
telecommunications service providers, roadside traffic infrastructure providers

e It may be appropriate to ensure that consultation isundertaken with such as
sponsor/client/customer, local/regional traffic authorities, or emergency services. The
purpose of thiswould be to ensure the nature of the HASS and future deployment is
sufficiently explained to relevant supporting stakeholders and agreed to be feasible
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e That specifications are reasonable, for example, the specifications of tolerance of nominal
conditionsmay include limitations on the behaviour of other actors, such asthat they
conform to certain traffic rules (see Section 2.12.2). However, these may be considered to be
unreasonable if these are restrictive to the extent that the HAV behaviour would be very
uncooperative to other road users, or demonstrate incompetent execution of the driving
task.

Documentation would be required to undertake the assessment that the adopted safety principles and
system safety case development are adequate. It may be considered inappropriate for the ADSE to
share afull system safety case at this stage; however, an outline of the system safety case and safety
concept including safety/risk strategy could be provided. The assessment of this could consider the
following:

e That safety principles are adequate:

e Provided statements of organisational safety culture including risk appetite and
safety/quality assurance are well developed, define suitable thresholds, and are owned at a
sufficient level within the organisation

e Thereissufficient quantity and quality of on-road trials monitoring to argue safety validation

e Performance monitoring datafrom trialsis coherent with the validation management of
HASSitems:for example that the frequency and nature of incidents suits current validation
levels/release statements

e That safety case development is sufficient:

e The safety caseisstructured, provides full coverage of the deployment specification, has
sufficient argumentation, and satisfies safety requirements

e Thereissufficient development of evidence, in particular quantity and quality of on-road
trials monitoring to argue validation of system safety

We have identified the need to clarify that the information provided sufficiently definesthe HASSand
that the organisational structure is sufficient for planning and undertaking of the remainder of the
approval process. It may be appropriate to verify co-ordination and engagement with relevant
stakeholders. eg.police and emergency services. This may include checking there are agreements/ co-
ordination in place with 3rd partieswho have responsibilities in supporting safety critical system
architecture to support the approval process: for example, roadside V2X infrastructure provided by
local transport authorities, telecommunication services,and HD map data services.

Due to the diverse range of configuration and complexity of a HASSand associated deployment it is
suggested that as part of this approval step planning of the remaining approval stepswould be
undertaken based on the review of the HASS specification and supportingdocuments. Thismay
include, for example, deciding which assessment activities are applicable and to what detail/scale
which would determine the programme and financials for the approval process. The deployment risk
classification (see Section 5.1.2) could be used as part of thisprocess.
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Road test

Objectives of the road test are:

e Verifying performance and assessing behaviour in real world deployment
e Assessing deployment management, doesit match deployment specification

Itisassumed that for the road test the HASSwould be operated in the same way as on-road
trials/advanced trials for which the HASSwas previously deployed. Thiswould include the same safety
mitigations, which generally include an on-board safety driver actively supervising the driving task and
ready to intervene.

The test could be undertaken in asimilar manner to ahuman driving licence test with an examiner in
the passenger seat observing and assessing the performance of the driving task. They could record
major and minor faults observed on a check-list associated with demerit pointsto determine a pass/fail
decision. However, it is suggested that the type of faults and how they relate to demerit pointsdiffers
from ahuman driving test.

e Minor vehicle control faults, such astouching the kerb which may be acceptable for a
provisional human driver, are unlikely to be acceptable for aHAV

e Alltraffic rulesshould be conformed to, unless conditions are satisfied to justify rule violation
that were communicated before the test

e Theassessment calibration may aim to determine whether the HAV's execution of the driving
task demonstrates sufficient competency for its deployment domain

e Toestablish suitable driving criteria, it may be beneficial to reference guidelines of driving
behaviour,a CHC would be a highly relevant reference (see Section 3.4.5.1). Other references
could include:the highway code, DVSA instructor guidelines or advanced driving guidelines

e Theengagement of system fallback should be acceptable if thisis demonstrated to be due to
system specification limitations, such as ODD, being reached. However:

e Thefrequent or inappropriate occurrence of system specification limitsbeing reached could
lead to an assessment conclusion that the HASS specification isnot appropriate for the
operational conditions

o If system fallback is engaged where it cannot be demonstrated that specification limitswere
reached, then thiscould lead to an assessment conclusion that the HASS specification is
incorrect or performance of the ADSmonitoring system isinadequate

e Theinvolvement of any human fallback, such as an intervention from a safety operator
demonstrates that the HASSis unsuitable for unmitigated deployment and therefore should
be automatically failed

e Additionally,duringtheroad test it may be witnessed whether the deployment management
implemented is sufficient and conforming with the HASS specification
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The assessment could be supplemented by datarecordingsfrom onboard telematics unit, video
cameras, and/or monitoring data. Thiswould provide more objective/quantified records and post
drive assessments. For example:telematics measurements would provide quantified measurements of
speeds and jerks, forward facing camera would provide arecord of surrounding conditions,acamera
facing at the human driver controlswould provide arecord of if and when a safety operator intervenes
in the execution of the driving task.

To prepare for the test it is suggested that:

Thetechnical service determines suitable test specification based on the HASS specification.
The definition of the tests should suit the attributes of the HASS Specification such as ODD and
ADSbehaviour. It may be appropriate to undertake several teststo cover arange of ODD
conditions, such astime of day, or weather conditions;however, it is expected that the road
test coverstypical conditionsthat occur naturally within the operating environment during
HAV deployment, rather than attempting to identify and re-create corner conditions aspart of
theroad test
The technical service should share test protocols; however, if it isplanned to follow a fixed
route but the HASSis intended to deploy with dynamic routing, it may be appropriate to
withhold sharing of the route until shortly before the test to reflect the dynamic routing
specification and guard against the HASSbeing trained specifically for the test route
The ADSE should provide information on relevant boundaries, limitations and conditions
relating to HAV operations so these may be accounted for in the testing protocol. Including:
Relevant operations management and procedures. There should be an understanding on
protocol for fallback operation, guidelines followed by safety operator and when they would
be expected to intervene
ODD (see Section 2.4.2)
There should be an understanding on protocol for fallback operation, guidelines followed by
safety operator and when they would be expected to intervene
Relevant limitation and conditionsrelating to ADSbehaviour. Of particular relevance the
conditions under which any contravention of traffic rulesis considered justified should be
explained
There should be abriefingand communication between all partiesinvolved in the road test
Any person external to the ADSE who occupiesthe HAV, eg.the examiner should be inducted
on any safety critical procedures or equipment such as emergency stop button

Thefollowing could be considered regarding placing the road test step early in the approval process.

An advantage isthe activity requiresrelatively little time/effort, which minimises the impact of
repeating assessments due to discovery of non-conformance/corrective issues. A road test
provides exposure to sufficient scenariosto gain agood understanding of the maturity of the
HAV system and appropriateness/competency of HAV behaviour

A drawback isoperatingaHAV on-road presents some risk. There would be better assurance
of safety of the road test if it isundertaken after other assessment stepsincluding audit and
assessment and physical testing have taken place. However, for the context of system
approval it isassumed that the HAV would have already been deployed on-road as part of
trials/advanced trials and therefore have established safety maturity of on-road deployments
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Audit and inspection
The objectives are to:

e Assesstheorganisation hasapplied sufficient and appropriate process and policies
e Hasused sufficient and appropriate tooling, and resources

Thismay include assessmentsthat:

e The HASSspecification isadequately described and suitable

e Documentsand processes are well developed, systematic, meet requirement and are
traceable

e The safety case is sufficiently developed, provides full coverage of the deployment
specification, has sufficient argumentation for coverage of inputs and reduction of unknowns,
and satisfies safety requirements

e Resourcesand Tooling have appropriate quality controls

e Evidenceissufficient for supporting safety arguments

e Suitable practice and standards are applied

e Thereisasuitable organisational safety culture and quality assurance process

e Facilities,resources, and tooling provide the coverage and capabilities described in
specifications/documents or are sufficient for safety argumentation

e Thereissufficient quantity and quality of on-road trials monitoring to argue safety validation
and results support

Sections4.2.1through to 4.2.7 of thisreport discuss practice for assurance processes which could be
referred to for establishing objectivesto be demonstrated and conformance criteria. The former and
latter areas of safety & quality management, validation and testing are particularly relevant for the
management and assessment of safe HASSperformance. For example,demonstrating conformance to
the following validation and testingitemswould be evidence of having appropriate safety controls and
validation practice:

e Apply validation classification levelsto all system itemsand apply according safety controls
e Ensuresequential progression of verification and validation methods from test bench and off-
road testing before progressing to public road environment or reduced monitoring

The assessments could involve the following activities:

¢ Reviewingdocumentsand evidence: For example, assessing their quality, completeness,
consistency, conformance, and accuracy.

¢ Reviewingdatasetsand proceduresused to gather and verify them: For example,
ensuringthat training datasets for ML systemsdo not introduce any biases, and any data
characterising road user behaviour is of sufficient quality and quantity.

e Inspection/witnessing: For example,that resources & facilities are available, witnessing a
demonstration of tooling capabilities

e Evaluations: For example, checking specifications, undertaking risk assessment
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Definition and appropriateness of ODD for Deployment Domain

In the earlier HASS Specification and Safety Check (see 5.2.1) it wasidentified to check that the ODD is
specified according to defined, structured, traceable, and appropriate formats which could include
conformance to defined standards. A current applicable standard is BSI PAS 1883, Currently, ISO are
developing an ODD taxonomy (1SO/AWI 34503%°) and ASAM are developing an OpenODD standard.

An ODD may be defined from different perspectives,i.e, manufacturers,tier-1suppliers, test houses,
regulators, local authorities etc. From an assurance process perspective, aspectsto be demonstrated
include:

1. Agreement and awareness between relevant stakeholders on the ODD definition.

2. ADSawareness of the defined ODD attributesin real-time

3. Completeness, and accuracy of the ODD definition. This could include, for example the
definition and application of aprocessto define and test the ODD.

Even if a stakeholder uses ataxonomy standard such as BSI PAS 1883, it isimportant to highlight that
an ODD definition shall be extensible in order to include special requirements of the deployment ODD
which may be specific to the deployment area, e.g. abridge with glass side-walls. BSI PAS 1883 defines
unitsfor rainfall attribute as mm/hr. However, amanufacturer may want to define additional sub-
attributes for rainfall such as:light rain, medium rain, and heavy rain.Similarly, alocal authority may
want to add various agent typesin the dynamic element's attributes e.g. pedestrians, e-scooters etc.

8 https://www.bsigroup.com/en-GB/CAV/pas- 1883
9 https://www.iso.org/standard/ 78952.html
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System Safety case / evidence evaluation
The objective isto assessthat the safety case is met and has sufficient arguments and evidence

Itisassumed that regulatory requirements would be defined (see Section 3.3) and that an ADSE
should develop a system safety case that argues these requirements are satisfied for the HASS, and has
generated evidence to justify achievement of the arguments.

Section 4.2 of thisreport discuss practice for system safety case which could be referred to for
establishing objectives to be demonstrated and conformance criteria. Thismay include that the safety
case isstructured into Goals, Argumentation and Evidence and demonstrates achievement of the
following objectives:

e Goals
e Define safety goalsthat ensure full coverage of requirements
e Relate to well defined and quantified performance indicators
e Consider system safety concept and safety by design
e Assessand manage relationship between processesthat develop/validate system
specifications (e.g.behavioural safety/intended functionality), with other processesthose
impact, and the safety argumentation (e.g. selection and structuring of performance
indicators)
e Assessand manage the potential interaction of residual risks between
validation/development processes, ensure that characterisation of residual risksisrobust.
e Cover safety culture and validation strategy, such asrelationship of whole system validation
with individual system validation processes and test pillars, reduction of uncertainties, and
evidencing
e Argumentation
e Providesorganised structured arguments accordingto adefined format
e Ensurerelational inputsand outputs of safety processes are identified and implemented
e Ensure system widerisks and performance aspects are identified and assessed
e Evidence
e Useevidence with auditable, defined formats

Assessment of the safety case argumentation and supporting documentation could include verifying
that:

e Thesafety case is sufficiently developed, provides full coverage of the deployment
specification, has sufficient argumentation for coverage of inputs and reduction of unknowns,
and satisfies safety requirements

e Resourcesand tooling have appropriate quality controls

e Evidenceissufficient for supporting safety arguments

e Suitable practice and standards are applied

The following could be considered for the assessment of evidence:

e That it issufficient for justifying safety validation targets

e Thatit hasbeen used to sufficiently reduce unknown scenarios

e That key performance determinations are congruent with monitoring of on-road trials

e ltincludessufficient quantity and quality of on-road trials monitoring to argue safety
validation
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A key factor for the system safety case to argue isthe achievement of confidence in system and safety
maturity. The demonstration of thiscould include an explanation of how thisis measured, how
confidence has developed over time, and what values were achieved to support release judgements. A
common protocol could be developed and applied as part of the demonstration and assessment of
system safety maturity, for example based on learning curve for safety validation and receiver operator
characteristic for tactical performance.

Evidence of the HASSoperating on-road for a significant period of time, as part of trials/advanced trials,
without failures, such asthe need to activate mitigationsisimportant validator of safety maturity and
validation.When applying such metricsto trialsthisraisesthe issue of whether thisincentivises
trialling organisations to take risksin not activating mitigations and/or restrict driving to less-
challenging situations. However, for the context of approval,the ADSE achieving confidence the HASS
isable to deploy safely without mitigationswould be an obvious pre-requisite to a genuine application
for an approval for unmitigated deployment.

A case should be presented, including on-road trial deployment that demonstrates a sufficient interval
of critical event free (i.e.no human intervention) operation to provide safety confidence and show
congruence of intervals/learnings from on-road testing with validations from other methods. It should
be demonstrated that this validation evidence has good coverage of the HAV deployment specification,
for example with respect to the ODD and ADSfunctionality.

Runtime accessto ADSpredictions or run-time manoeuvre would be beneficial, however thiswill not
be easy to harmonize asthere will be significant structural differences between different ADSEs.
Instead, aregulator could focuson metricsthat will be common across systems, but closely linked to
e.g.prediction performance.

ODD Awareness®

For safe operation of the ADSwithin its ODD, the ADSmust be aware of any attribute that hasbeen
used as part of the ODD definition. Measurement of the ODD attributesis key to safety of the ADS (and
it being aware that it iswithin itsdeployment ODD). This may be achieved viaon board sensing (on the
ADSequipped vehicle) or off-board sensing (e.g.road side weather station for information on weather
attributes or atraffic management system for information on dynamic elements attributes) or viathe
safety operator (by visual monitoring). Eg.if an ODD definition includesrainfall in mm/hr,local
weather station may share such information via V2X communication to the ADSto make the ADS
aware of the current rainfall rate.

Furthermore,duringtrials,the monitoring of the ODD attributes may be performed by the safety
operator or dispatcher. Asthe safety operator(s) has/have the ultimate responsibility for the safety of
thetrial,they may even decide to allow momentary or sustained deviation from the defined trial ODD
by either taking control back or by allowing the ADSto continue to perform the Dynamic Driving Task
(DDT) if in their judgement, the deviation from the ODD will not lead to a hazardous situation. The
safety case creators need to ensure guidance for any such judgement isincluded in the safety operator
training procedures.

For example,if the ODD for an ADSisdefined asan areawhere no pedestrians are allowed and there is
asudden occurrence of apedestrian at adistance (from the ADSequipped vehicle) duringthe trial, the

%0 (Zenzic, n.d.)
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safety operator may either choose to take control or let the ADSperform the DDT based on the safety
operator'sjudgement of risk and training (may be because the pedestrian is sufficiently far away and
not in ADS trajectory).In another example of the trial, the safety operator may be the source of ODD
attribute awareness. In the case of a SAE Level 4 motorway chauffeur system beingtrialled on GB
roads. The ODD definition of the system under test (as per BSI PAS 1883) might include motorways with
heavy and light traffic but only when there isno rainfall. While the ADSmay be aware about the
motorway characteristics (due to an inbuilt HD-map), it may not have the capability to detect rainfall.
Aspart of the safety case for the trial, safety case creators may allocate the responsibility for monitoring
the presence or absence or intensity of rainfall on the safety operator,to make the judgement if the
ADSiswithin or outside itsdefined ODD.

However,aswe move towards unmitigated deployment, thereisaneed to develop meansfor the
vehicle to make the decision about both ODD awareness and handing control back (or performing the
Minimal Risk Manoeuvre), without human intervention.

Even in commercial deployment of HAV, some of the information about ODD attributes may be
received by off-board sensors/sources. For example, if traffic density or traffic flow can cause a
limitation for aHAV's performance, it will be defined as part of the HAV's ODD. However, the
information about the traffic flow or traffic density may be shared with the HAV from atraffic
management system via over the air communication. Itisimportant to also note that such an
information architecture would put additional requirements on the connectivity between the HAV and
the traffic management centre on type of connectivity (e.g. 5G, 4G, LTE etc.), latency etc. There will
subsequently be additional attributes of the ODD.

Scenario generation

The objective of this step isfor the Technical Service to generate scenariosthat provide a good
challenge and coverage for subject HASSfor use in the subsequent Testbench, Physical and fidelity
check steps.

Section 3.4.9 of thisreport discusses the generation, formatting and storage of scenarios which could
be applied as areference. Thisincludes akey principle that the generation of relevant scenariosisa
function of both ODD and HAV behaviour (see Figure 24) that isdefined aspart of ADSfunctionality.

A challenge to the generation of scenarios for the purpose of system approval isthat the selection
needsto belimited to arelatively small number. Thisisin contrast to the generation and testing of
scenarios for system development which typically involves a significant financial and resource
investment committed over aperiod of several years. The selection of scenarios must therefore be
discerningif the scenario tests are to be effective at supporting assurance.

Identified needs for scenario generation include:

e Beingrelevant to ODD,and HAV behaviour

e Cover avariety of control,environmental, and system attributes/challenges
e Weighted towards edge & corner cases

e Weighted towardsrisk exposure

Afurther challenge isconsidering how defined scenariosrelate to assessment process and outcomes. It
iseasy to create scenarioswhere it isimpossible for the HAV to avoid a harmful outcome, which raises
the question of how to calibrate scenario parameters, so they are appropriate for adefined expected
outcome and vice-versa. Thisisacomplex areainterrelated with the tools and process applied to test
assessment. For example, if an adversarial assessment typeisapplied thiswould typically involve an
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adversarial system automatically generating concrete scenarios. It will require several cycles of
applying and refining scenario generation and assessment methodologies to establish good practice
solutions. However, ageneral principle that may be applied isrelating the scenario parameter valuesto
probability distributions and severity outcomes obtained from collection of real-world data.

It would be beneficial to maintain databases for scenarios, which could be continually developed and
improved over time. It issuggested that database lists of logical scenarios may be used for the purpose
of scenario generation, however there are benefitsin dynamically generating concrete scenarios which
some degree of variation to guard against the HASSbeing trained to perform well for test conditions
testsrather than for real world operational conditions. In-use monitoring pre or post approval
assessment, could be afurther source of data for assessment.

An example process for the generation of scenarios that aimsto address these challengesisshown in
Figure 28.In thisprocessthe generation of scenariosis supported by acommon scenario management
system which includes databases for logical scenarios and parameter profiles:

e Scenariosare generated to be relevant and effective for the HASS specification
e Logical scenario library isfiltered to be relevant for the operational characteristics, ODD and
ADSfunctionality
e Parametersare profiled to suit the operational characteristics, ADSfunctionality and system
architecture
e Concrete scenario creation isinfluenced by risk probability evaluations based on
deployment management, and assessment knowledge/techniques and understanding of the
deployment domain
e Theprocessiscontinually improved by:
e Continual development of body of knowledge from monitoring data and knowledge gained
from previous assessmentsand HAV operations
e Continual development of Scenario/ Parameter databases and techniques from body of
knowledge
e Linkingto Standards
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It may be appropriate to apply different objectivesto scenario generation for different test mediums:

e Testbench testing may have limitations on fidelity of sensor/perception modelling, however,is
an ideal medium for high severity edge case scenarios and higher volume testing
e Physical testing does not have modelling limitations, however, presents challenges for
scenarios with high safety risk and replicating exact control/environment conditions
e In addition to assessing HAV performance, an objective of scenario testingisto assess
testbench.
e Somescenarios may be generated with the purpose of assessing particular tooling
capabilities (see Section 5.2.6)
e Toverify thefidelity of the evaluation toolchain by comparison some scenarios should be
common across testbench and physical test mediums (see Section 5.2.8)
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Testing an ODD

Asdiscussed earlier,the ODD definition influencesthe entire V&V process and the safety case evidence
generation. Therefore, it is essential to check if the defined ODD is actually the true ODD of the HAV.

There are two types of tests that need to be performed to establish the accuracy of the ODD definition:
1) Exiting an ODD test, 2) Entering an ODD test.

Exiting an ODD

Both for advanced trials and for commercial deployment, as part of the deployment check, it is
important to perform tests at the boundaries of the defined ODD. It isimportant to establish that a
take-over or aminimal risk manoeuvre istriggered asthe HAV approachesits ODD boundary. A
minimal-risk manoeuvre may differ based on the ODD and operational context of the HAV.

Entering an ODD

One of the situationsthat manufacturers need to prevent isthe misuse of an automated system in an
ODD for which it isnot designed for. Therefore, thereisaneed to test for incorrect engagement of
automation. In thistype of tests,the HAV needs to be tested for attributes which differ from the values
in the defined ODD of the HAV. A test should be considered as a"pass" aslong as automation was not
engaged while the attribute values were different from those in the ODD definition.

For both types of the tests,one may decide to use acombination of simulation and road test to provide
the evidence for testing an ODD. For example, while snow in the UK in the wintersisnot common, it
still isarealistic possibility. To perform an ODD test in real-world to show that the HAV identifies
snowfall as an out of ODD condition, may be unrealistic. However, the same can be done via
simulation-based evidence. Thisfurther highlightsthe requirement for validating the simulation
toolchain asthe evidence based on simulation will be of safety critical in nature.
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Testbench testing
The objectives of testbench testing are to:

e Verify testbench capabilities
e Assessand verify HAV behaviour performance in scenario tests

The proposed methodology isthat the Technical Service would have generated a set of scenarios (see
Section 5.2.5) which the ADSE would input to their testbench for the Technical Service to witness and
assess results. Furthermore, the Technical Service could request for selected scenarios from the ADSE's
own database, or toolchain featuresto be demonstrated, these would be identified from understanding
gained from the previous Audit and Inspection step (see Section 5.2.3). Performance assessment of the
test involved in this step is discussed in Section 5.3.

The following could be considered for the verification of testbench capabilities:

e Hardware and software modelling and simulation testing tooling
e Test automation and management facilities. For instance, demonstration of automated
performance assessment capabilities

Section 3.4.9.8 may be referenced for appropriateness of atest tools capabilities and fidelity based on
the parameters of the scenario it istesting, and the role in safety argumentation of the evidence it
generates.

The following could be considered for the verification/assessment of HAV performance in scenario
tests:

e Scenarioscreated from the scenario generation step (see Section 5.2.5). These would need to
be described and exchanged to the ADSE, Section 3.4.9.4 discusses formatsthat could
support this

e Further scenarios could be selected from the ADSEs own database

e Scenarioscould assess and/or characterise the performance of HAV subsystems/components

e Scenarioscould be weighted towardsboundary / Edge case assessment

e The ADSE could further demonstrate their scenario generation process and their capabilities
to execute them on their testbench.

e An advantage of testbench testing is potential for higher volume, controllability, and
repeatability.

e Resultsmay need to be shared with Technical Service to facilitate performance assessment
(see Section 5.3), potential standards to support format and exchange of data are discussed in
Section 3.4.8.
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Physical testing

The objectives of physical testing are to:

e Validate HASSperception performance
e Assessand verify HAV behaviour in real world-controlled scenarios

The proposed methodology isthat the Technical Service would witnessthe whole HASSperformingin
test scenariosin acontrolled environment such astest proving grounds.

This should be supported by collecting data on telematics unit and video recordings for to support
performance analysis and provide records to support assessment conclusions. It would be beneficial
for the Technical Service to access some data from the HASS, for example object detection datafrom
the live dataset, and/or actuator data from the CAN bus, however this could be objectionable to ADSE's
dueto sharing of potentially IP sensitive data.

The following could be considered for the validation of HASSperception performance

e ltispreferableto have accessto the ADSs perceived object map so thismay be compared
with ground truth to validate perception performance. However,in the absence of this, it is
possible to create scenarios where the correct perception of objects can be measured by a
responsein HAV behaviour.

e Thetestsshould be appropriate for the HASS specification attributes such as ODD. The fidelity
and coverage of the testswould be proportional to the accuracy of the ground truth and scope
of facilities such astypes and quantities of test targets.

The following could be considered for the verification/assessment of HAV performance in scenario
tests:

e Scenarioscreated from the scenario generation step (see Section 5.2.5). These would need to
be described and exchanged to the ADSE, Section 3.4.9.4 discusses formatsthat could
support this

e Further scenarios could be selected from the ADSEs own database

e Scenarioscould assess competence or level of performance of whole HASS

e ltischallengingto perform testswherethereisrisk of collision. This can be managed to an
extent with soft targets etc however scenarios could be weighted towards assessing
appropriate tactical decision making in scenarios that can be managed before becoming
critical, rather than focussing on dynamically critical scenarios

e Anadvantage of physical testing is potential for higher volume, controllability, and
repeatability

e Variability of test execution could be used to an advantage to better reflect real life operational
challenges, and guard against systemsbeing trained for test conditions. However,
consistency/fidelity of test does need to be managed not to cause unfair assessment outcomes

e Datamay need to be shared with Technical Service to facilitate performance assessment (see
Section 5.3), potential standardsto support format and exchange of data are discussed in
Section 34.8
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Fidelity check

The objective isto validate the fidelity of the toolchain and physical test/trial data.

The methodology for thiswould be to compare the resultsrecorded from a physical test scenario with
the same scenario performed in toolchain mediums.

The following could be considered:

e Theusual progression of testing, for risk management purposes,isto undertake toolchain
testingfirst, then follow with physical testing. However, for the case of fidelity checking
scenariosit may be advantageousto perform physical testing first and use the ground truth
measurement of thisto define the toolchain fidelity check scenarios. The reasoning for thisis
that it may be challenging to replicate the ground truth, such asthe movement of test targets,
in physical testing whereas this should be straightforward in a capable testbench

e Exact congruence between test mediums should not be expected. Techniques should be
applied to align resultswhere variance is not critical to fidelity assessment, such as
initialisation offsets

e Theassessment of variance could focus on determining whether thisis explainable and
whether errors have been accounted for to ensure arobust system safety case
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Performance Assessment

For testbench and Physical testing described in Section 5.2 an assessment of the vehicle's performance
isrequired. Thisinvolvesrelating measurementstaking during atest to the requirements which define
avehicle'sbehaviour post-deployment. The evaluation of system safety case evidence, or ongoing
monitoring and performance may also involve performance assessments.

Performance Indicators

Section 3.2 of thisreport categorises performance indicatorsinto four types (event occurrence,
performance models, formal specifications and informal specifications) and provides examples of each
type. Performance indicators play a key role asametric used in performance assessments providing
traceability between requirements and test outcomes.

A recent report by the RAND Corporation (discussed fully in Appendix B, Section 8.17) splitsthe
challenge of assessing safety into three parts:

o Safety asameasurement, how data can be used to understand the level of safety offered by
asystem

o Safety asaprocess,the methods, culture and actionswhich can help to ensure safe
outcomes

e Safety asathreshold, addressing the question of "how safe is safe enough"

To assess "safety asaprocess",one could evaluate whether the testswhich have been done, and the
results of those tests, give confidence that the ADSwill be safe when deployed. Various standards (e.g.
UL 4600,BS PAS1881,1S0 26262) recommend that the ADSdeveloper should create a structured
argument in the form of a safety case to illustrate how their development processes achieve safety. This
safety case will,amongst other things, need to argue that the developer'stest results provide evidence
that requirements are met. Practically, thismeansthat the tests need to collect datawhich relatesto the
performance indicators defined in the requirements. For example, if aperformance indicator "rate of
collisionsper operating hour"isused aspart of arequirement, it isclear that tests need to be capable of
producing an estimate of that rate.

The strength of the argument linking safety test resultsto requirementsisvital for managing the risk
that unexpected outcomes will occur after deployment. However, no test processis perfect, so there
will always be an element of risk associated with new deployments. Organisations may choose to have
agraded approach to deployment, starting first with lower risk deployments and moving onto higher
risk onesonce more evidence has been gathered.

Assessment techniques

Several techniques may be applied to assessthe performance of aHASSin a scenario test. Thisisa
complex areawhich isinterdependent on the definition and calibration of the test scenario as
discussed in Section 525.
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Another work package of CertiCAV, separate to thisreport, hasundertaken work to demonstrate how
the framework can be applied to testing of vehicle behaviour in simulation. A separate report hasbeen
published for that work package with accompanying source code (Connected Places Catapult,2021a),
(Connected Places Catapult,2021b). Thisincludes:

e Analysisof the typesof requirement which can meaningfully be assessed using an automated
testing framework

e Examplesof how raw datafrom asimulator can be used to make these assessments

e Adiscussion of the practical challengesinvolved in designing a software framework to
implement these principles

Application to trial deployments

Itisintended that a shorter-term system of approval may be drawn out from the long-term framework
assurance to support the assurance of short/medium term trial deployments (see Section 1.2.1), these
could be considered as 'Advanced Trials'. Formulating this process would be subject to the following
considerations:

e Theoutput of the process may be different given that islikely to be associated with more
conditional system use and involving ongoing monitoring and review which istypical for a
trial. For example, the process could be regarded as an acceptance test, rather than atechnical
approval

The deployment islikely to be mitigated (see Section 2.1.3.3) to manage the risks associated with
deploying systemsthat are not of production quality and maturity. Thistypically involves human
supervision and reliance on performing DDT intervention/fallback. Thisinvolves:

e Areasof safety assurance only relevant to automation below level 4 including:driver training
and alertness, takeover control,and response times
e An assessment of what the current validation status of the system is,what hazards this
presents and that the mitigations applied adequately control the risks
e On atechnical level, thismay require assurances that the mitigations are themselves
sufficiently reliable, including safety drivers always alert, HMI sufficient, handover requests,
simple and robust electronic pathway for emergency stop and/or takeover
e Trialsassociated with system development would involve ongoing changesto the system
software/hardware, and potentially changesto ODD or operational characteristics. This pivots
the safety assurance towards change control and process quality and away from assurance
being on controlled versions. The exception to thiswould be if the trials are purely for
validation purposes

Clarifying the above considerationsisdependent on what an advanced trial constitutes. For instance,
whether ahuman safety driver ison-board and whether their controls are traditional or novel.

The following objectives could be considered for the assurance of trials:

e Checkingthereisasuitable limitation of risk associated with the public trials
e If applicable, checkingthereissuitable system and organisational development to achieve
longer term goals

e Thetrialsmay involve adegree of public sponsorship as part of longer-term strategy to deliver
public services or develop industry. If so, it may applicable to checkpoint their state of
development and review their development plan
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With reference to the CertiCAV approach described in Section 1.2.1,drawing out the assurance
process for trialsfrom aframework developed for longer term approvals has the advantage of
providing learningthrough experience to develop and accelerate the long term approval framework.
Thisadaptation could account for the objectives/considerations above and the following points:

e Establishingthe current maturity of system safety, and the current level of safety validation
achieved for each system process/item, and:
e Assessingwhether mitigations are adequate to cover the uncertainty/risk associated with
incomplete validation
e Adjusting the assurances processes to account for the trial considerations and established
development maturity and validation
e Independent test coverage, for examplein the quantity and detail of scenario generation and
testing may be lower than for production system approval, this may be mitigated by enhanced
monitoring and/or reduced scale of deployment
e Thereislikely to be agreater reliance on operational safety, such as monitoring processes,due
to the relative uncertainty of system safety
e Involving co-operative processes between stakeholders to manage change control
e Trialscould be undertaken in several phases, with checkpoints of testing and acceptance
taking place between development steps

Definition of advanced trial

UK CAV literature and practitioners sometimesrefer to 'advanced trials',however thisis currently not a
well-defined term. Therefore, this section provides some discussion to help contribute to the definition
of the term Advanced Trial and show the potential relationship with system safety.

Thetrialling of automated vehiclesis currently covered by a code of practice published by UK
Government on 6 February 2019 Here it is defined that an automated vehicle trial needs to meet the
following legal requirements

e Adriverispresent,in or out of the vehicle, who isready, able, and willing to resume control of
the vehicle;and

e Thevehicleisroadworthy;and

e Appropriateinsurancein place

Various guidance isprovided, including that operators should speak with the road and enforcement
authorities, develop engagement plans, and have datarecordersfitted. Furthermore, the code of
practice discusses advanced trials stating that more advanced trials may currently be outside of the law
and may require support and facilitation from the Department for Transport to proceed. It does not
appear to be explicit on the distinction between atrial and an advanced trial, but it appearsto be
implied that an advanced trial isthe use of avehicle that is not facilitated by existing regulations and
would therefore require support from authorities.

A vehicle constructed or adapted for a specific purpose and which, owing to its construction or specific
purpose may not meet vehicle construction and use requirements, may be recognised as a special
vehicle in Statutory Instrument 'The Road Vehicles (Authorisation of Special Types)'®. In which case it
isstipulated that 'A relevant vehicle that isused on roads must not carry any load or transport goods or

°!(Centre for Connected and Autonomous Vehicles, 2019)
%2 (The Road Vehicles (Authorisation of Special Types) (General) Order 2003) article 36
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burden'. This does not specify whether this extendsto carrying passengers, however it may be
implied that testing of vehicles does not extend to providing passenger carrying service.

The Law commissions Automated Vehicles CP 3* states that a UIC must be in or in direct sight of the
vehicle.Otherwise, it is classes as a No User-In-Charge (NUIC) vehicle which should be subject to
approvalsand operated by alicenced operator.

Furthermore,irrespective of existing legal or practical definitionsit may be relevant to consider
practical areas of risk,including:

Due to lower system maturity and incomplete validation there may be unforeseen faults
and/or unidentified risks
Involvement of vehicle control over the air introduces functional safety and cybersecurity
challenges. The implications depend on the system of control
Implementing direct actuator control OTA places achallenging burden on validating the safe
and secure performance of all associated systems. However, it provides a fallback option in
the event of failure of onboard tactical control systems
Restricting over-the-air control to path planning guidance requests removesrisks of OTA
control system failure,however the HAV safety isthen reliant on validated safe fallback
performance on the onboard control systems
Depending on the deployment specification, safe HAV operation may rely on the safe
performance of systemsunder the responsibility of different organisations. For example:
OTA communications over mobile network telecommunications infrastructure
V2X data from roadside units operated by traffic authority
The established legislation that allows on-road testing of vehiclesinvolves adegree of trust in
manufacturers. However, if trialling organisations do not have an established background in
automotive development thereis an increased risk of managingtrialsto alower competency,
with immature processes to manage validation and risk, managing operational risk,and have a
less developed risk culture.
Existing vehicle construction rulesrelating to driver controls and visibility are mature and are
generally considered safety critical
Novel vehicle construction or types of control may impact the operator's situational
awareness, ability to perceive the environment, or their control of the vehicle

% (The Secretary of State for Transport, 2003) schedule 11
5 (The Law Commissions, 2020)
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Summary findings

This section discussed a process of independent assessment associated with the approval of a HASS.

In Section 5.2 we outline activities at a high level including audit/inspection, road testing, testbench and
physical testing. However, refining and developing a more comprehensive low-level guide may be
useful to ensure consistency of the assurance process. It will take time and experience to develop a
matured system of independent assessment. The content in this section may be considered as a
starting point for engagement and development.

We have identified the need to implement processes to capture learnings from current and future
consultation/approval activitiesto facilitate:

e Continuousimprovement of system approval activities
e Development and improvement of standards/practice

We have identified three key areas to be covered

1. Learning: Thereisaneed to develop and manage knowledge relating to HASSrelated audit and
assessment activities. RDW present an approach for this, including lists of inspection/audit
questionsin their Vehicle Safety and Security Framework %

2. Test Scenarios: Thereisaneed to develop database for logical scenarios and parameter
distributions

3. Techniques & Tooling: Thereis aneed to develop capabilities to support assessment activities.
Thisincludes modelling tooling, and assessment techniquesincluding test selection and
performance assessment

Other key observations for consideration are that:

e Giventhefindingin Section 5.3.2 that separate test evidence from the perception and
behaviour subsystemsof an ADScan reduce the quantity of evidence needed, standardisation
activitiesin this areawould aid assessment practice. For example, a standard interface
between the perception and behaviour subsystems would allow assessorsto more easily
confirm that expected results have been obtained, and that expected scenarios have been
tested.

e (Guidelineson what independent tests should be carried out as part of the assurance process
are needed. A common stakeholder view isthat a short public road "test drive" of the HAV
would be appropriate, but other tests may also be cost-effective for increasing confidence in
the evidence presented by the ADSE (see Sections 5.2.2 and 5.1.3).

e Ifindependent assurance relieson common, standardised scenarios, then there are

advantages to creating these scenarios by an expert group representing arange of

stakeholders and by following a best-practice process (Section 5.24.1).

% (RDW, 2019)
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Figure 29: Workshop 1
attendance
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Appendices

Workshop & Expert
Consultations

Workshop 1: Consultation Webinar

Thisworkshop held on 21 July 2020 shared our initial understanding of the challenges of CAV
assurance, and showcased some initial solutionsto the challengesthat were developed by the
CertiCAV project. A total of 123 people attended with 92%of attendeesremaining from start to end.

Registered Attended

M Academia

M Gov Central inc IUK/DIT

M Gov Local inc LEPS

M Investors/VC/Patent

W Large Company 500+

B SME up to 500

B Misc/unidentified/phone in
W Catapult Network

M Charity/not for profit

M Freelance

M YouTube

Total = 96 Total = 123

Followingthe event,we held 10 small group feedback sessions with atotal of 38 guest attendees.
During these sessions we reviewed the content presented asked questionson the following topics.

e  Safety criteria

e Scenario based validation methods

e Independent assessment process

e Any other thoughts,issues,or comments

From these sessions we captured 42 key feedback pointsthat were considered in the development of
thisreport.In summary, these included the following observations:

e Clarify how CertiCAV fitsin wider strategy - e.g. CAVPASS

e Identified other projectsto review including: ALKS, VeriCAV, dRISK, BSl simulation workshop

e Validation that Insurance providers are a stakeholder in assurance

e Consider interaction between different evidence 'pillars'

e Consider checks/ accreditation of simulation tooling

e Consensus/validation of referringto common evaluation modelsrather than proprietary

e Consider legal vstechnical interpretations

e Quadrant diagram visualisation model of driving: An interesting approach to acomplex issue
however isconfusing unlessit is explained carefully



8.2

Figure 30: Workshop 2
attendance
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Workshop 2: HAV Assurance, Requirements, Goals,
& Strategy

Thisworkshop provided an updated view of HAV assurance challenges and solutionsunder
development. This sustained the engagement of the target audience for CertiCAV with 102 people
attending and 84%of attendees remaining from start to end. In response to the workshop we were
contacted by two technology developers and had follow up discussions with them.

Registered Attended

Academia

Catapult Network
Central Government
Consultant
Foundation/Not-for-profit
Large Organisation
Local Government
Mobility

Other

SME

Trade Association

Total = 44 Total = 102
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Aviation Interview Study

Introduction
The assurance of HAVs shares many of the challenges faced by commercial and general aviation with
theintroduction of Unmanned Aerial Systems (UAS), for example:

e Theinvolvement of highly complex safety critical electro-mechanical systems.
e The safety validation of complex software control systems.
e Theinvolvement of simulation tooling and testbench in verification and validation activities.

There may be learningsto be brought across from the aviation domain asamature and internationally
regulated domain;to investigate this,we interviewed international aircraft and unmanned drone
stakeholders. With aview to capture relevant technical policies, regulations, standards, or
codes/practices, which would support the framework, the survey was based on the following focusing
questions:

e What arethe key principles/objectives of the assurance process?

e How dothe organisationsinvolved (suppliers, developers, manufacturers, inspection bodies,
regulators) share the burden of assurance, and how do the regulators ensure integrity and
trust for the whole the chain?

e How can independent certification bodies access sufficient evidence? And what should be
acceptance (pass/fail) criteria?

e What technical solutions should be demonstrated to satisfy the required assurance levels for
complex automation?

e What aspects of the assurance system work well e.g.for complex systems, and what aspects
are becomingincreasingly challenging to scale to increased complexity?

Section 8.3.2 below discusses key recommendations captured duringthe interviews. Then Section 8.3.3
providesabrief overview of the existing relevant regulations that may be of interest for HAV assurance.
Finally,in Section 8.3.4 we provide conclusionsfrom thisinterview study.

Survey Outputs

Based on survey and interviewees' view, there are several areasto addressin creating a safety
framework for HAVs. However, the top priorities are related to the principles and key considerations of
such asystem.

In particular,the interviewees expressed that there isaneed for an international organisation to set
overarching minimum regulationsthat would ensure the safety of HAVs. These regulations should
define assurance levels and ensure that the benefits outweigh risks within each potential operational
domain.Furthermore, thisorganisation must use principles of road safety from all participating
countriesand therefore support international (cross border) operations. The global outlook of this
organisation would help develop the initial thinking around policy and guidance, which could be taken
forward by other entities and experts such as associations and international standards organisations.
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The survey indicates that the principles for the HAVs should be based on:

Safety assurance

Transparent and traceable procedures and processes

Evidence - Risk-Based Certifications

Best-practice approach

Competent assurance methods

Delegation of authority

Qualified and Competent Operators/Personnel and skillscompetency matrix including
toolsets used (e.g. finite element analysis, etc.)

A safety framework for HAVs might be based on the current international framework with the
need of amending or creating new (if the integration complexity is high) regulationsto adopt
such vehicles with the cooperation and consultation of related expert groups

In the UASdomain, the survey captured the following the main considerations necessary to ensure
adequate safety:

Regulatory categories should be created, based on the use case and the size, maximum
altitude, and maximum take-off weight of the vehicle, as well asits operational
complexity/risk. These factors would be captured in several documents, such asthe MAA
Regulation 1600, Commission Implementing Regulation (EU) 2019/947 and CAP722. Hence,
the level of assurance of safety-critical aspects would be dependent upon the risk of each
category.

The above regulatory categories should consider the environment of operation and the
exposure of 2" and 3 partiesin that environment.

In the case of category submission by an organisation for a UAS, thereisaneed for a
categorisation safety checklist for the organisation,the UAS, and itsoperational procedures.
The risk assessment of each category should be evidence-based through tests for specific
deployment domains and environmental circumstances. Thiswill also demonstrate the
performance of several safety-critical components, such as operating performance under
contingencies, software code quality and so forth. Note that categories with higher risk will
require more independent testing and more safety evidence to be submitted.
Implementation of an independent evaluation for each safety case during testing.

Use of widely accepted industry standards.

Use of an operation-specific safety equation to measure the risk-to-life, accident
rate/likelihood estimations, risk of damage to property, etc.

Use of appropriate technology to mitigate conflicts and provide separation of vehicles and
other users.

The vehicle manufacturers must be certified and proven entities.

Use of specific documentation including manuals and records that will be reviewed
independently by the approval issuer.

Provide redundancy in UASsystemsto avoid a single point of failure.

Provide insurance for all operations, asthisprovides afurther safeguard and helpsensure
only robust and safe operations are permitted.
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Relevant Regulation

In the aviation sector, the overall governing organisation isthe International Civil Aviation
Organization (ICAQO). One of the objectives of thisorganisation is aviation safety. As stated in (ICAQ_A,
nd.) the organisation is constantly striving,in close collaboration with the entire air transport
community, to further improve aviation's successful safety performance while maintaining a high level
of capacity and efficiency. Thisisachieved through:

e Thedevelopment of global strategies.

e Thedevelopment and maintenance of standards,recommended practices, and procedures
applicable to international civil aviation activities.

e Themonitoring of safety and air navigation trends.

e Theimplementation of targeted safety and air navigation programmesto address deficiencies.

e An effective response to the disruption of the aviation system created by natural disasters,
conflicts, or other causes.

The same resource states that in all of itshighly coordinated activities, ICAO strivesto implement
practical and achievable measuresto improve safety, capacity and efficiency in all sectors of the air
transport system to ensure that aviation's achievement of aremarkably safe and efficient transport
network continue to serve afundamental role in supporting global social and economic priorities.

The ICAQ includes the Operational Safety Section (OPS), which isresponsible for the development of
standards,recommended practices, procedures and guidance material related to the operation and
certification of aircraft (ICAO_B,n.d.). A detailed list of responsibilities of the OPS, such as airworthiness
of aircraft,training policy and standards, flight procedures, flight safety and human factors, and safety
management systemsisgiven in (ICAO_C,n.d.).

ICAO maintains close technical level collaborations with the breadth of the air transport community.
Thisincludesdrafting technical proposals and ensuring these are developed in collaboration with
relevant wider expert groups. The outputs of thisprocess are regulations and standardsthat are
mature enough for adoption and implementation within the member states.

In order to enable remotely piloted aircraft operations, ashasbeen mentioned in previous studies,
three main ICAO Annexes (licensing/competencies, airworthiness, and flightworthiness) might need to
be amended from the current global regulations.

At alower level, there are several layers of regulations, standards and requirements provided by more
regional authorities, such as European Aviation Safety Agency (EASA) regulations for EU aviation. The
purpose of these isto define rules, procedures, acceptable means of compliance and guidance material
that specify key principles, conditions (e.g., for obtaining certificates), compliance, pricing, etc. for
different systems, features, services, and stakeholders. To integrate UASoperations, EASA iscurrently
working on the development of aregulatory framework for UAStraffic management, and has defined
three operations categories (open, specific, and certified) using arisk-based approach. The rationale of
thisprocessisthat the rulesand procedures applicable to UASoperations should be proportionate to
the nature and risk of the operation and adapted to the operational characteristics of the unmanned
aircraft concerned, and the characteristics of the area of operations (such asthe population density,
surface characteristics, and the presence of buildings) (EASA,n.d.).

At anational level,thereisarequirement for an aviation authority/regulator to define and apply an
appropriate and proportionate regulatory and certification system for civilian-use aircraft to ensure
they are safely and efficiently operated. In the UK, the Civil Aviation Authority (CAA) has harmonised
with most of the aviation regulation and policy acrossthe world (as set by ICAO and EASA) to ensure
consistent levels of safety and consumer protection. Areas that are not covered by EU Regulationsare
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regulated by the Air Navigation Order (ANO) that isthe statutory instrument made under the Civil
Aviation Act (1982) and isoverseen by the CAA (CAA_A,nd.). The CAA worksto ensure that:

e Theaviation industry meetsthe highest safety standards.

e Consumershave achoice, value for money, are protected and treated fairly when they fly.

e Through efficient use of airspace, the environmental impact of aviation on local communities
is effectively managed and CO2 emissions are reduced.

e Theaviation industry manages security risks effectively.

The current UK framework and ANOs support the civil operation of unmanned aerial vehicles
especially in Visual Line of Sight (VLOS). However, there is more work that isunderway towards a
higher level of automation, such asfor Beyond Visual Line Of Sight (BVLOS), viainitiatives supported
by the Innovation Team at the Department for Transport such asthe Government Drone Pathfinder
and Open-Access UAS Traffic Management systems. Other organisations, such asthe Department for
Business, Energy & Industrial Strategy (BEIS), Department for International Trade & Department for
International Development, Aerospace Technology Institute (ATI), UK Research and Innovation
(UKRI),and more industry group and associations also run initiatives.

A full list of relevant standards bodies from the aviation domain that could help inform HAV regulation
includes:

e EUROCONTROL /SESAR M research projects

e ASD-STAN
. AUVS e GUTMA
e CAA e |CAO
. EASA e JARUS
e EUROCAE * NATO
° RTCA
Conclusion

The purpose of thisstudy wasto collect information from the aviation domain to support the
development of an assurance framework for HAVs. The interviews conducted as part of this study have
laid the groundwork for future work on topics such asprinciples and considerations, assessment
methods, and overall criteria. The study has also described a high-level trust chain that isdeveloped
from theinternational to regional and then national level for the aviation domain, and thistrust chain
currently supports aerial automated vehicles and could be implemented for HAVs as well.

This study has found several key principles, considerations and assessment processes that might be
implemented directly to a safety framework for the autonomousroad vehicles sector. However,
further work isneeded to capture performance metrics, key "pass/fail" criteria, different safety
assessment processes, and verification and validation proceduresthat could support or be mapped
against the autonomousroad vehicles sector.

Overall, this study identified that both aviation and autonomousroad vehicles sectors could be benefit
from the exchange of ideas and knowledge transfer in several common research areas.
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WMG Interview Sudy
Method:

We used a semi-structure interview study to gather stakeholder input. Semi-structured interviews
provide the ability to have richer datafrom the interviewees (ascompared to surveys and
questionnaires). Additionally, they allow the flexibility to examine topicsin different degrees of depth
(asper interviewees'interest and background). The interviews were transcribed, and the text was
sanitized to remove any proprietary mentions. A coding analysis was performed on the sanitized text
and themes and categories were identified from the variousinterview answers.

In order to prevent any bias, the interviewees were allowed to talk freely while answering the
questionsand were not prompted for any answers. Participant interviews were transcribed into text
and were later coded to perform thematic analysis. Key themeswere identified from the transcribed
text.

Participants:

Participants were selected from adiverse demography cutting across the automotive. Eleven
participants representing OEMs (Original Equipment Manufacturers), Tier V2 suppliers, regulators and
academic/research organizations/start-upsworkingin the area of automated driving were interview.
Each participant had over 10 years' experiencein the field of testing and development of systemsin the
automotive industry, especially ADASand automated driving. To ensure independence of the
interviewees, participantswere recruited from different countriesincluding the Australia, Canada, USA,
and Germany.
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Interview design:
Thefollowingtableillustrates the guiding (main) questions asked. Based on the interviewee's
responses, the follow-up questionswere asked.

Guiding Question Question 1: Question 2: Question 3:
What are the key aspects of How will a certification What are the essential
safety assurance for CAVs framework benefit the requirements for a CAV
deployment? development and large- certification framework?
scale deployment of
CAVs?
Check what was Appropriate safety assurance Key benefits Global best practices
mentioned by for the automation level and

How it will help the Consistency
industry progress
(safety, cyber security,
Role of simulation, controlled common standards)
and public road trialling in V&V.

interviewee level of maturity of the
technology. Considerations for

development of a new

framework (if starting

from scratch)

How it can influence Existing frameworks -
customer/public positives/negatives
confidence in CAVs

Follow-up How can a certification What are the issues What are the learning
question framework address this for that a certification points from
different levels of framework will need to development of similar
automation/services/ODDs?  address? frameworks?
How can safety assurance be What are the main Is self-certification a
evidenced accurately and standards to certify viable option for this
consistently within the safety against? technology? Compare
case? against type approval

If not, who should do
the certification?
Specific body?
Independent
certification?
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Guiding Question Question 4: Question 5: Question 6:

It is accepted that simulation Scenario based testing Between Audit and test

will play a key role in the is widely accepted as  execution, how would
certification of CAVs. What the way forward for you choose certification
level of evidence is needed to certification. How approval methods?
trust simulation results? would scenarios be

used in certification?

Check what was Quantity, type, and level of Relationship between Audit at what level?
mentioned by fidelity/reliability of simulation the Operational Design Fully life cycle?
interviewee required Dom@n apd EuroNCAP is not an
Key scenarios to simulate and CENHEEE. audit but a spot test. If
how to match this with the Scenario database test execution is
ODD chosen, how should the

decision between real-
world and simulation
Law of diminishing returns (at test be made?

what point has enough Could a hybrid be
simulation been done (from a

Edge cases

P . chosen?
certification perspective).
lterative process?))
Follow-up How can this level of How do you pick which  Would OEMs/developers
question fidelity/reliability be proven? scenarios withinthe  be open to audit?

database for

How can the certification approval?

repeatability/ consistency of
simulation for certification be
ensured?

On question 1:

One of the primary requirementsfrom all stakeholders wasthe need for reproducibility of the safety
assurance process while ensuring the scenarios used as part of the processrepresent areal-world
situation. Certain regulators mentioned the need to ensure that the safety assurance process was
compliant to standards. Another important point raised multiple times wasthe incorporation of
edge cases/ near missscenariosor common risk situations as part of the assurance process.
However,therigour of the process needed to be calibrated to the ODD of the deployment.

On question 2:

One of the major benefitsthat was suggested around having arobust certification framework was that
it will help address some of the concernsaround the liability. It was suggested that a safety score like
that of Euro NCAP that public could understand would help create more trust among public for
HAVs.
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On question 3:

Once again, reproducibility was highlighted as one of the essential requirements for a CAV
certification framework. Another recurringtheme wasthe need for version control in the certification
process. Stakeholders envisioned that version control would be needed for both scenarios aswell as
thetools/toolchainsused as part of the certification framework. The need to adopt standards as a part
of the certification framework was also highlighted. However, certain stakeholders also highlighted the
lack of relevant standardsto cover the entire certification framework.

On question 4:

Oneinteresting aspect which was highlighted was the fact that proving ground tests have limited use
for higher levels of automation asthey lack the detail, especially for systemswith complex ODDs like
that of city driving. In these cases, proving ground tests will mostly be for braking and collision
detection. Thus, the role of simulation was even more important for complex ODDs.

From atrust perspective, it was suggested that there isaneed to create astandard set of key
performance indicators (KPIs) for simulation performance. While there isaneed to use KPIsto
comparereal-world trace with simulation trace to get confidence in simulation, it was suggested that
such KPIsneed to be adetermined by the function being tested. For example:an HMI test will
have different set of KPIsfor the simulation ascompared to asimulation setup testing HAV's
perception functionality.

Regulatorsinterviewed seem to have limited experience with simulation based testing and it
will require the development of new internal processes for the regulator to be able to use simulation.
Until then, they will be guided by the manufacturers.

On question 5:

It was suggested that scenario databases will enable scenario sharing and is a necessity to prevent re-
invention of the wheel. There was a suggestion that organisation have a "moral responsibility" to share
scenarios. However,while some stakeholders suggested that scenario databases should focus on
"common driving situations" and "common manoeuvres", others suggested edge/ corner cases should
also beincluded. There wasacommon understanding that all scenarios should be mapped to their
ODDs.However,there isaneed to check how a system copeswith invalid values or out of ODD
situations. Additionally, it was suggested that scenariosin a database used for certification need to be
safety related. Certain stakeholders also mentioned the need for a quality assurance if a scenario
database isused as part of a certification framework.

Another theme that emerged from the interviews was about the selection of scenario parameters for
the testing/spot checks. It was suggested that this selection needsto be based on the analysis of real
world data and itsdistributions.

From regulatory perspective, it was suggested that scenarios needed to be scored based on complexity
(ODD, manoeuvresetc.) and adatabase needs to enable a powerful search based on ODD and the
complexity score.
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8436 On question 6:

There wasacommon understanding that OEMs are unlikely to hand over IP voluntarily. Additionally,
every OEM islikely to have their own ODD and may not be willing to use methods/processes for
another (even if similar) ODD.

While it was suggested that there will be aneed for spot checks (scenario based testingin virtual and
real-world environment), aconcern regarding toolchain compatibility wasraised. Here again, the
need and implementation for standards was highlighted a potential way forward which could
enable a bi-direction API setup.

One unique but important viewpoint was the need from an audit perspective to understand how the
test scenarioswere arrived at (generation process or motivation). From aregulatory perspective, it
was suggested an audit process could beimmensely supported if standard documentation
requirements could be defined.
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State of the Art

Law Commissions Consultations

The Law Commission of England and Wales and the Scottish Law Commission have been asked by
CCAV to undertake afar-reaching review of the legal framework for automated vehicles, and their use
as part of public transport networks and on-demand passenger services.

Thiswork has produced three consultation papers, of which the third and final paper, at the time of
writing,iscurrently published for consultation feedback.

The publications and further details are available on the project webpage
https//www lawcom.gov.uk/project/automated-vehicles/

In this section we have tabulated key proposals from the 1 and 2" completed consultations, noting the
reported conclusion of the consultation feedback and the CertiCAV influence and observations
relating to these proposals.

Consultation 1

Proposal Consultation Feedback CertiCAV influence &
observations

Proposal: ADS submitted for Strong agreement Assumption for RASIC &
approval by an ADSE, with legal licencing/assurance model
responsibility to ensure systems

are safe

Proposal: new safety assurance Generally supported. Safety Assumptions

scheme to authorise ADS. assurance must consider through-life

-ADS will require an

Unauthorised ADS prohibited. issues.
approval

Any non-authorised ADS is

lities Self-certification not enough on its

own.
ADS added as a modification to
atype approved vehicle should

go through a UK approval

process

-Independent verification
is required

Possibility: May be a need fora Some support - only issue unites the In use aspect is out of
national accident investigation different road user groups! (not the scope. However, capture

branch. Alternatively, a facility police, SMMT or lawyers though). the recommendation in
for providing specialist expertise Possible use as short term support  background/RASIC as the
to police forces. for police. approval

documentation/evidence
would be control
documents that
investigators refer to.
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Mentioned as a possibility: new Mixed. Developers requested more
reporting requirements to information about what data they
support safety assurance
scheme. Mention of new data
set to be retained in an accident.

should retain from accidents.

Proposal: By default, all Generally supported.
automated vehicles should have

auser in charge. Vehicles

without a user in charge will

need special approval and to be

run by alicenced operator. User

in charge not intended to

include remote operator.

Note that this excludes valet
parking if there is a need to use
public roads to reach a car park.

In use aspect out of scope,
however, we may
undertake assessment of
data from on-road trials
which would have
similarities in data
reporting.

No mention of collecting
equivalent baseline data
from manual vehicles - e.g.
if arequirement to report
near misses or minor
collisions is introduced

Assuming that we're
considering the licencing
of ADS without UIC then
we could assume the
proposal that there will be
alicenced operator.

Statement: Government has N/A
indicated that only vehicles

capable of achieving a minimal

risk condition will be listed as
capable of safely driving

themselves.

Assessment to include
MRC

Proposal: User in charge has no Mostly in favour but surprisingly
responsibility for monitoring DDTmixed - people like having a driver to
when ADS engaged. However, blame. A few gave examples of edge
demand to take over after an cases (e.g. handover to automated
imperfect minimal risk condition system while driving towards
isreached (e.g. stopped onred pedestrians)

route). Should therefore be fit to

drive if required.

Out of scope assuming
we're looking at L4.

Proposal: User in charge (UIC)is Generally supported, though some
responsible for issues like suggest owner/keeper of vehicle
maintenance, insurance, and responsibility

children's seatbelts

This'd be licenced
operator based on the L4
assumption.

Proposal: The UIC is responsible No clear conclusions. Concern that
for driving once they have unplanned hand overs could create a
accepted a handover. However, hazard.

the ADS may still be held

responsible for crashes if the

hazard existed before the

Qut of scope assuming
we're looking at L4.

Interesting implication
that manufacturers might
prevent UIC from taking




human took over (reference to control in an emergency

US approach). (in case they crash)

Possibility: owners may contract Out of scope assuming
with a service provider if they we're looking at L4.
wish to operate without a user in

charge. This organisation would

take over many HARPS operator

responsibilities.

Proposal: Responsibility for safe Mostly supported, with some Reinforces first point.
execution of DDT rests with exceptions. Need to deal with

ADSE patterns of incidents.

Statement: A DHC with precise Input into whatever
rules for every instance is not assumptions we make
possible about role of DHC

Possibility: Driver may only be  Clear that secondary activities are OK Qut of scope assuming
allowed to participate in at L4, debate at L3 we're looking at L4.
secondary activities if the

vehicle is designed to reach MRC

(i.e. SAE level 4). Cther less

restrictive options also available.

Statement: Regulators and General agreement. Need for a Input into whatever
developers need to collaborate balance of safety and usefulness. assumptions we make
on developing digital road rules Suggestion from Five that the code about role of DHC
(but the form of this is yet to be should define what should be
determined). achieved, not how. May be some

cases where CAVs have different

rules (e.g. platooning)

QOutput: Government should consider
setting up a new forum for application
of rules to self-driving vehicles.

Possibility: Organisation Majority, but not total, agreement -  Qut of scope
responsible for authorising ADS e.g. SMMT thought existing agencies

should also have responsibilities (DVSA) should remain responsible.

for marketing materials, market

surveillance (e.g. recalls) and

roadworthiness tests

Possibility: New MOT style tests Out of scope, perhaps

for automated vehicles - may capture the role that

need to be overseen by same documents generated by
organisation as above approval may input into
Proposal: Regulator should applyWidespread agreement. TSC Care needs to be taken
sanctions to the ADSE when its response that it should be about how this is applied. Human
ADS acts in a way which would  patterns, not individual failings. drivers commit offences
be an offence for a human driver with good intentions and

enforcement discretion is
applied.




It may be imprudent to
penalise an ADSE for
implementing collision
avoidance manoeuvres
that may violate traffic
rules.

'‘Envisage': A government agency Broad support, some suggestion that Mention that whatever
will be responsible for results should be published. Difficult criteria are defined may
monitoring that whatever safety to draw direct and valid comparisons, then be monitored.
standard is set is achieved (e.g. needs specialist skills. Vital to

statistically). understand "types and reasons" for
. . collisions, not just number (TSC
Proposal:the accident rate response)
should be compared to human P
drivers.
Statement: Regulatory tools
already exist to require recalls.
Proposal: no review of civil Mixed. Many (especially insurance)  Consideration for setting

liability. Causation of a collision would like clearer guidance in law. of safety criteria.

(for civil liability) is left to the This might go much further than RSS

courts to determine causation - e.g. a cyclist frightened by
a vehicle changing lanes erratically.

This is related to the issue
of not being able to
determine the "correct"”
outcome for any scenario.
Risk based approach
solves verification problem
but not legal one. Need to
be careful when making
statements like "do not
cause acrash".

Statement: Product liability for Qut of scope (should be
manufacturers means that they covered by insurance)
are responsible by default for

damage caused by their

products. However, there is a

"state of the art" defence if they

could not reasonably have

discovered the fault. Courts are

likely to follow the safety

standard set by the regulators.

This means that civil liability is

unlikely to be an important form

of accountability for design

defects in the UK.

Some rules will exist for data Comprehensive detailed description Out of scope
preservation in the event of an  provided
accident

Possibility: Responsibility for Mixed, strong arguments that it Qut of scope
driving in a prohibited area rests should lie with the ADSE
with the user.




Proposal: User in charge (where May be unreasonable if involved in ~ Qut of scope
present) responsible for duties secondary task
following accident

Proposal: User in charge (where Difficulties around secondary tasks  Qut of scope
present) must follow

instructions from a police officer

(after the vehicle has stopped)

Statement: Interfering with Not intended to cover Out of scope
roads or vehicles is already repairers/developers.
illegal.

Possibility: Causing death or
serious injury could be added as
an aggregating factor.

Possibility: New offense of death Majority support. Might be difficult to
or serious injury by developer  show causation. Question about

wrongdoing (e.g. hiding test whether this applies to deliberate
results) omission only or general technology
failings.
Possibility: audits for training Many supporters approved of If there is some
data, ethics policies to be transparency, but others questioned specification on what the
published and publishing ethics value. Many thought ethics guidance ethics policies are then
policies should come from the government  this could be assumed as
(e.g. whether the safety of people input to independent

should be prioritised over animals).  assessor.

Possibility: Some other Themes in responses: If there is some
information may need to be specification on what is to
published be published, then this
could be assumed as input
to independent assessor.

Maximum transparency - e.g. release
all testing an assessment outcome to
the general public.

Collision data - to apportion blame,
carry out investigations and collect
statistics.

Capabilities and limitations of the
system - operator info, reasons for
updates, safety info (e.g. Euro NCAP
results).

Nothing at all, type approval should
cover all requirements - supported by
BMW UK
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Consultation 2
Proposal

Proposal: single national scheme
for HARPS operator licencing
[CQfT]

Consultation Feedback CertiCAV influence &
observations

Agreement. Many replies highlighted
need for local involvement. Should be
consistent with international norms.

Proposal: national scheme of

basic safety standards for HARPS

[CQ2]

Strong agreement. Associated with
Deployment
specification

Proposal: HARPS operator is a
business which carries
passengers for hire or reward
using HAVs on aroad without a
human driver or user in charge
[CQ3]

Generally supported. Some would go Need to make sure there
further - apply to all vehicles. Perhaps isn't a gap for non-
difference between passenger and  passenger vehicles, non-
freight should be removed. Could freight vehicles (e.g.
extend to "road or other public place" self-delivering hire car)

Possibility: Mangers for operators Mostly agreed but unclear how to
should demonstrate that they are measure. Some want current system

competent and of good repute
[CQ7]

of exams extended, others prefer self-
certification or safety case. Five
proposes requirement for the
operator to have a (aviation or rail
style) safety management system.

HARPS operators should maintain,Agreed. Mixed views on responsibility

insure, supervise vehicles, and
report collisions/other incidents

for protection from abuse by other
passengers. WMG suggested that

[analysis 2.35]. Legal obligation to ADSE should be responsible for

ensure roadworthiness and have
facilities of maintenance. [CQ9].
Are 'users' for the purpose of
insurance and roadworthiness
offences [CQ10]

insurance.

User in charge may be outside the Some concern that this is too wide -
vehicle, but must have direct line limit instead to parking only, or with

of sight [CQ3]

line of sight of stopping place

No exemptions from operator
licencing for community groups
[CQ5]

Just over half agree

Possibility: Secretary of state can Most agree but some concerns

make exemption for trials with
fee-paying passengers [CQ6]

Proposal: HARPS operators have
obligation to insure, supervise,
report accidents, and take
reasonable steps to safeguard
passengers from harassment
[Cat]

Mostly agree or partly agree, but with
caveats. Some propose owners or
ADSE should be responsible for
insurance. Remote supervision is
complex. May be a need for a duty to
remove defective vehicles. Some
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Possibility: HARPS operator to
report non-collision untoward
events and contextualising data
(e.g. miles travelled) [CQ12]

159

suggestions that accident reporting
should be extended to near misses.
Safeguarding passengers is
controversial.

Much support, also opposition on
grounds of commercial confidentiality.
Miles travelled is easy to gather but
not necessarily very meaningful.

Proposal: Legislation will set out
broad duties and be
supplemented by statutory
guidance [CQ13]

Strong support allows flexibility. Some CertiCAV is intending to
comments about a need for clarity of inform statutory
expectations. guidance

No firm proposal on which
regulatory body is responsible for
HARPS licencing, but lots of
suggestions noted [CQ15]

No firm proposal on freight [CQ16]
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An overview of Systems Theoretic Process Analysis
(STPA)

Systems Theoretic Process Analysis or STPA isahazardous event identification method which is based
on the accident causality model called STAMP (Systems Theoretic Accident Model and Processes)
which in turn isgrounded in systemstheory and control theory (REF: STPA Handbook). Whilst
traditional analysis methods believe that accidents happen due to the component failures, STPA
believesthat accidents are more than achain of events and they occur not just because of component
failures but most likely when external disturbances or dysfunctional interactions among system
components are not adequately handled by the control system.STPA can potentially identify causes
not identified by other methods, especially those concerning software bugs, human-computer
interaction, missing requirements. One of the key benefits of STPA isthat it allowsthe person
performing the analysisto identify the causal factors of the hazards and their corresponding
requirementsthat if implemented, would prevent the hazard from occurring. Therefore, it supports
the identification of preventive actionsfor ahazard and not just its downstream mitigation (asin other
methods). STPA isafour step process:

Step 1: Define purposes of the analysis
This step includesfour parts:

1. Identify losses

e Alossinvolves something of value to stakeholders. Losses may include aloss of human life or
human injury, property damage, environmental pollution, loss of mission, loss of reputation,
loss or leak of sensitive information, or any other lossthat is unacceptable to the stakeholders.

2. Identify system-level hazards

e Ahazard isasystem state or set of conditionsthat, together with a particular set of worst-case
environmental conditions, will lead to aloss.

e Atypical hazard contains:

e <Hazard Specification>=<System> & <Unsafe Condition> & <Link to Losses>

3. Identify system-level safety constraints

e Asystem-level constraint specifies system conditions or behavioursthat need to be satisfied to
prevent hazards (and ultimately prevent losses)

o System-level safety constraintsare usually identified asthe negation of the corresponding
system-level hazards. A typical safety constraint contains:

e <Safety Constraint>=<System> & <Condition to Enforce> & <Link to Hazards>

e Refine hazards (optional)

B.1.11.141 Identify loss scenario

e Thecausal factorsthat can lead to the unsafe control actions and to hazards
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8.7.2 Step 2: Model the Control Structure
A control structureisasystem model composed of nested generic control loops asillustrated in
Figure 31. The control structureincludes one or more of the following components: Control
Algorithm, Process Model and Controlled Process. These components are connected by colour coded
arrows with red arrowsrepresenting Control Actionsand green arrowsrepresenting Feedbacks.

High
Controller .
Figure 31: Generic Authority
Control Loop
Control Process
Algorithm Model
A 2
S
K=
-
2
Con.trol Feedback s
Actions =
[=
o
o
Y
Controlled Process High
Authority

In general, acontroller may provide control actionsto control some process and to enforce
constraints on the behaviour of the controlled process. The control algorithm representsthe
controller'sdecision-making process, i.e. it determinesthe control actionsto provide. Controllers also
have process modelsthat represent the controller'sinternal beliefs and assumptions (i.e.itsview of the
outer world) used to make decisions. Process models may include beliefs about the process being
controlled or other relevant aspects of the system or the environment. Process models may be
updated in part by feedback used to observe the controlled process.

In some situations when modelling the control structure, it isimportant to decide whether the signal is
acontrol action or afeedback as either of them could change the states of the system. To clarify, we can
re-define the control actions and feedbacks as following:

e Control Action:The signal which dictates the system/module on how to behave is a Control
Action. A control action can be remembered as 'thisiswhat you should do’

e Feedback:The signal which definesthe state of the system/environment or the signal that isa
manifestation of the external world (outside the system boundary) is a Feedback. A feedback
can beremembered as 'thisiswhat it is'

For example,adriver provides 'brake' control action to the vehicle based on the feedback it received
from HMI (Human Machine Interface) regarding the 'current vehicle speed'. Here, driver istelling the
vehicle that 'you should slow down'and HMI which ispart of the vehicle istelling the driver that 'thisis
the current speed".
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Table 10: Table
demonstrating Unsafe
Control Actions (UCA’s)
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Step 3:Identify Unsafe Control Actions

There are four ways a control action can be unsafe asillustrated in Figure 4, which are:

e Not providingthe control action leadsto a hazard

e Providingthe control action leadsto ahazard

e Providingacontrol action but too early, too late, or in the wrong order
e Thecontrol action laststoo long or is stopped too soon

An Unsafe Control Action (UCA) can be triggered by any of the conditionsdefined in Figure 4. There is
adefined structure for specifying a UCA. Every UCA containsfive parts:

<Source> <Context><Link to Hazards>
E.g. UCA-1:
Auto- SW when avehicle isin adjacent lane [H-1,H-2]

The'<Link to Hazards>' part acts as an index number which will be used throughout the STPA process
for traceability purposes.

To prevent the UCA-1mentioned above, we can specify a controller constraint [C-1] asfollows:

C-1: Auto- SW when avehicleisin adjacent lane [UCA-1]

Each controller constraint (C-1) can be traceable to an unsafe control action (UCA-1),and each UCA can
betraceable to one or more hazards, which can be the cause for one or more losses. This ensuresthe
traceability from requirementsto all system artefacts which can be easily maintained. This will
enhance the system's maintainability and evolution.

A sample table containing different types of UCAs are shown in the . Note that the 'linked hazards' are
removed from thistable asthisexampleisonly for showing different types of UCAs.

Control Action Not providing Providing causes  Providing (too (Stopped too
causes hazard hazard early)/(too late) soon)/(Provided too
causes hazard long)
lane change  Auto- SWdoes not Auto- SWprovides Auto- SWprovides N/A - Because the
cmd provide lane changelane changecmd lane changecmd lane change cmd is
cmd when the ego when there is too late when the aninstantaneous
vehicle is about to another vehicle is in ego vehicle is about signal. (NOTE:
collide with another the adjacent lane to collide with steering torque is the
vehicle ahead another vehicle continuous signal)
ahead

Step 4:1dentify Loss Scenario
A loss scenario describes the causal factorsthat can lead to the unsafe control actions and to hazards.
There are two types of loss scenariosthat must be considered:

e TypeA Lossscenarios:Why would the UCA occur?
e TypeBLossscenarios:Why would control actionsbe improperly executed or not executed?
(given correct control action hasbeen commanded)
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STPA in the SOTIF context

Thefigure below illustratesthe mapping of STPA stepsto the various clausesin SOTIF (ISO21448). The
mapping can be classified into two phases - specification phase and the testing phase. Step 1-4 of the
STPA contribute to the specification phase. Sep 1which involvesthe defining the purpose of the
analysis (losses, hazards, ODD, system), together with step 2 (which involves creation of the control
structure of the system) align themselves well with SOTIF clause 5 (functional and system
specification). STPA step 3 which involvesidentification of the Unsafe Control Actions (UCAs) which is
essentially ahazard identification step, aligns with SOTIF clause 6 (SOTIF hazard identification and
evaluation). STPA step 4 involving identification of loss scenarios provides alignment with various
SOTIF clauses - clause 7 (identification and evaluation of triggering events), clause 8 (functional
modification to reduce SOTIF risk, Annex E (misuse scenarios), Annex F (functional and system
specification). The extension to traditional STPA (step 5) can be used to identify test scenarios,
parameters, and their corresponding pass criteria.

Clause 5: Clause 5: Clause 6: Clause 7: Clause 9:
Functional & Sys Spec. Functional & Sys Spec. SOFIT Hazard Identification Identification & Definition of Verification &
& Evaluation Evaluation of triggering events Validation strategy
Clause 6.5: Clause 7.2: Analysis of
Specification of triggering events
validation target N < Annex D:
( Clause 8: ) Perception system
Functional modification to verification
reduce SOFIT risk

STPA iteration

4 N\

Annex E:
Misuse “loss” scenarios
Engineering for Humans ext.

. J
Annex E:
Functional and Sys spec.
N\ )
e Y

Specification Phase Testing Phase
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Figure 32: AV Control
system schematic
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BS PAS1880:2020 Guidelinesfor Developing and
Assessing Control Systemsfor Automated Vehicles

This PASprovides guidelines for the high-level design of AV control systemsthat are intended to
ensure deployments are safe, secure, and effective.

It presents a possible AV control system architecture asillustrated in Figure 32 below

Location, passenger, Tactical directions
load, environment (periodic) or minimal
(periodic) risk location directions

Automated vehicle .
sensing operation Automated vehicle Automated vehicle Automated vehicle

sensing operation planning operation control operation
sensors ((\E) (AVPO) (AvCO)

Request
controlled
stop

AvCO
Status

Actuators

Automated vehicle
monitoring operation

Perform
emergency
stop

Objectives are defined that developers of AVswould need to meet to comply with the PAS. Further
clauses provide guidance on how these objectives are to be met. These objectives and guidelinesrelate
to the:

e Design of the AVSO, AVCO, AVPO and AVMO functions shown in the AV control system
schematic

e Definition of the 'Mission' which includes characteristics of what is being carried, type of
routing (static/dynamic), and configuration limits

e Definition and scope of the ODD

e Demonstration of safety, security, and effectiveness of the AV

e That evidence should be provided that the defined objectives are met

Annexesprovide informative discussion of:

e Examplesof evidencing compliance with the objectives

e Possible waysof implementingthe AV control system functions by means of automated
vehicle units

e Useof Artificial Intelligence techniquesin AVs

e anillustrative relationship of the use of AVsin an earthmoving/mining context and some of
therelated standardsthat apply or are under development

e Alist of standardsthat might be of interest to readers of the PAS

The CAPisaligned with the requirementsdefined in this PASwhere practicable, however,
terminologies applied differ for the purpose of clarity and aligning with wider set of applicable
standards.
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BS PAS1881: Assuring the safety of automated
vehicletrialsand testing - Specification

This PASspecifies requirements for operational safety cases for automated vehicle trials and
development testing in the UKto demonstrate that trialling and testing activities can be undertaken
safely and securely.

It describesthat 'Safety assurance for automated vehicles can be categorized into two interdependent
areas: system safety and operational safety. System safety is achieved through ensuring adequate
functional safety, safety of the intended functionality (SOTIF) and cybersecurity.'

The focus of this PASbeing on operational safety and 'does not cover the system safety of the vehicle
(eg.functional safety, safety of the intended functionality (SOTIF) and cybersecurity assessments) but
doesrely on their outputs.

It describes a'Safety case":

e Inthelntroduction as:astructured argument supported by abody of evidence that
demonstrates that the safety risks have been identified, managed, and reduced aslow as
reasonably practicable (ALARP)

e Intheterminology as:astructured argument, supported by evidence,intended to justify that a
system and activity is acceptably safe for a specific application in a specific operating
environment

Clause 4 defines compliance requirements for safety case:

e to'document and maintain a safety case for automated vehicle trials and testing to ensure and
demonstrate that risks to all affected parties, including vulnerable road users, are assessed and
reduced ALARP to an acceptable level throughout the lifecycle of the testing and trials!

e tocomplement safety processes and proceduresimplemented by testbeds

e beowned by thetrialling organization.

Clause 5 defines compliance requirements for the contents of the safety case. These relate to
information that shall be documented in a safety case and what it shall demonstrate. It does not define
practice for developing and structuring an argument that justifiesthe achievement of defined safety
specifications or needs.
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Draft PAS1882:2020

This PASspecifiesrequirements for data collection, curation, and storage during automated vehicle
trialsand advanced trialsin the UK in relation to the information collected or received by the system.

It describes an initial set of information that may be required to conduct an incident investigation in
the case of an incident involving an automated vehicle duringitstrial operation. It builds on the
requirements of the PAS 1881that focusses on safety case requirements, by providing information
requirementsfor incident investigation.

The core of this PASfocusses on the creation of an Information Management Plan (IMP), which setsout
theinformation management activitiesthat are to be in place for incident information for a given trial.
Furthermore, it requiresatrial operator to have an incident response plan, which illustrate the policies
and procedures for undertaking an internal incident investigation which may be of three types: 1)
criminal investigation, 2) civil investigation, and 3) safety fact-finding investigations.

The IMP developed by the Trialling Organisation (TO), specifiesthe relevant datato be collected and its
management for an automated vehicle trial. An IMPisrequired to have acontrol loop model with
control actions and feedback between control loop entities. While near miss events are important
eventsto be captured,thereisalack of consensus on what constitutes anear miss. Therefore, the IMP
isrequired to include the definition of the near miss by the trial operator for the purpose of the trial. As
part of the IMP, this PASrequires data to be recorded 30 secondsbefore and after the triggering of the
incident.

The type of datathat isrequired to be collected, curated, and stored is split into the following sub-
categories:

e ODDinformation (includes ODD status, ODD attributes, and risk status)
e Vehiclecommunications and ADSspecific information

e Vehicledynamic and operational information

e Vehiclelevel of risk asperceived by ADS

e Location data
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Performance Testing for Sensorsin Connected and
Autonomous Vehicles: Feasibility Sudy

Thisisareport commissioned by CCAV and produced by CPC and National Physical Laboratory to
investigate the requirements, infrastructure and facilities needed to enable reliable CAV environmental
sensor testing and validation, which can support a safety evaluation and assurance programme.

Thereport identifiesthree barriersto the accurate and comprehensive testing of CAV sensors:

Testing sensor performance in different weather conditionsisrecognised as the largest gap in
current testing facilities. In order to test performance in different weather scenarios and
combinationsthereisarequirement for clear, standardised definitions for all weather types.
Presently these definitions are missing with the exception of some Met Office definitions for
rain

Asaresult of thissimulation environments do not have defined characteristics for different
weather types, meaning that they are unable to accurately test the performance of sensors for
autonomousdriving systems

Understandably manufacturers are protective of their IP. However, areluctance to share
sensor data makesit impossible for the sensorsto be accurately modelled in simulation
environments and for sensor performance to be validated

There are no standardised metrics for measuring sensor performance within an
autonomous/ADScontext, thisisimpeding the creation of accurate modelling environments
and therefore maintaining a significant risk for vehicle OEMs, autonomousdriving systems
developers, regulators,and the public

Without standardised metricsit ishard for ADSdevelopersto self-validate their system's
reliability; and it also stifles earlier stage investment in emerging companiesto this sector

Other observationsmade in the report are that:

Thereiscurrently alack of availability of sensor models sufficient for full fidelity simulation
testing.

There isdemand for acommon approach on the characterisation of different conditions
affecting sensors:in particular, it would be useful to have definitions of weather types, and
how that affects sensor performance.

Interference between multiple vehicles equipped with active sensor systems operatingin
close proximity isan open challenge, asisthe possibility of maliciousinterferersaimingto
blind or deceive the sensor systems

Current CAV perception sensorstesting facilities are unable to provide complete testing
scenariosrequired for the automotive industry. To adequately test the performance of sensor
systems, through their development and integration cycle, there needsto be adiverse
ecosystem of testing facilities; from bench top and compact chambersfor development,
calibration, and validation;to large centres for functional verification when integrated. There is
aparticular weaknessin the ability to emulate weather conditions.

Conclusions
Whilst it is established that there isalack of testing infrastructure for sensors, the specification of such
facilitiesis dependent on how industry specifies, validates, and manages the safety integrity of sensors.

Thisindicates apriority to develop the technical framework, including characterising sensor



8 CertiCAV Assurance Paper 168

performance, sensor models for simulation, validation testing and supply chain management before
developing physical testing infrastructure.

8.12 VeriCAV

VeriCAV isa2019-20 CAVSIM project develop an integrated platform to allow Automated Driving
Systems (ADS) to be tested in simulation. It isaimed towardsthe internal verification and validation
process undertaken by system developers. Recognising the need to test AD systems against avery large
quantity of scenarios, the VeriCAV project aimsto address the challenges of efficient and effective
testing of ADSin simulation.

However,there are common areas of interest with CertiCAV. They've developed behaviour quality
modelsthat may be adapted for application to independent tests and metrics of which could relate to
regulatory requirements.

VeriCAV advanced the state of technology in three key areas:firstly, by creating "smart actors" to
control theroad usersin asimulation, leveraging Al and cognitive research. Smart actors not only
ensure the system-under-test is exposed to realistic behaviour from other road users,but also mean
many random variations of a core test can be executed. The second innovation was to demonstrate
how heterogenous componentscan be integrated into a single platform, building on industry standard
protocols. Finally, VeriCAV developed methodsto automatically generate and select the test scenarios,
to automatically score the performance of the system-under-test in scenariosviaa "test oracle", and to
use these performance scoresto optimise the exploration of the test space. These remove thereliance
on human expertise to set up and analyse tests, making it possible to easily and inexpensively run
orders of magnitude more tests, and also ensure consistency and repeatability of performance
assessment. A summary of the processis shown in Figure 33.
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dRIK

dRISKisaconsortium that claimsde-risking autonomy by training and testing AVs on way more edge
cases, for dramatically improved smoothness and safety. They have received a £3million grant from the
CAVSIM programme to undertake project work through to March 2022.

Accordingto information on their website https//drisk.ai/ they are integrating a massively diverse set
of dataand expert curation into the ultimate dataresource for AVs. They claim to have invented away
to "map" all edge casesinto acomprehensive taxonomy -aknowledge graph of risk - which acts as
both an edge case database and evaluation space.

They claim this patented technology trains,tests and validates AVs on comprehensive sequences of
edge casesderived from their massive knowledge graph. Theresult isastep increase in AV
responsiveness and safety. They believe that along with partners, they will develop thistechnology into
thefirst true driver'stest for AVs.

We convened a meeting with members from dRISK to discuss what influence or role their
product/project may have in the future of HAV assurance. They were not able to share any art at that
timeto illustrate their work. A subsequent search however revealed their patent
https’//patentimages.storage.googleapis.com/69/2e/ 26/ 1672ec9b5e6286/ US20200081445A 1.pdf

This setsout a methodology for deriving edge case scenario for AV across acomprehensive input
space that isoptimised to create acomplete and challenging set of training data by application of graph
theory implemented with neural networks.

PD ISO/PAS21448:20 19, Road Vehicles - Safety of
theintended functionality

Thisstandard provides guidance for the design, verification and validation measures needed to
achieve the Safety Of The Intended Functionality (SOTIF). Where SOTIF is defined asthe absence of
unreasonable risk due to hazards resulting from functional insufficiencies of the intended functionality
or by reasonably foreseeable misuse by persons.

Safety relevant topics covered by SOTIF include:

e Performance limitations or insufficient situational awareness
e Andin conjunction with 1ISO 26262:
e Reasonably foreseeable misuse such asincorrect HMI
e |Impact from car surroundings such asother users, physical and digital infrastructure,
sensory conditions

Therefore, SOTIF focuses on safety associated with performance of perception. The definition of
scenario used in SOTIF a "description of the temporal development between several scenesin a
sequence of scenes" iscentric to the perception of scenes. However, several of the objectives,

principles and methodologies defined in SOTIF may be useful for application in awider context.

The normative content of SOTIF sets out objectivesto be applied to relevant product development
processes. There is further content setting out practice for achieving the objective, however this
contentisinformative. As such,compliance to the SOTIF standard requiresargumentsto be provided
that all objectives have been achieved but doesnot place requirementsthe argumentsthemselves.
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e Functional and system specification

e Development of the use case for the system comprising of relevant scenarios, identification of
triggering events within scenariosthat may lead to harm

e |dentification and Evaluation of hazards caused by the intended functionality

e  Specification of acceptable validation targets

e |dentification and evaluation of hazardous events

e |dentification and Evaluation of triggering events

e Determiningwhether specific conditionsthat initiate potentially hazardousreactionsare
acceptable

e Functional modificationsto reduce SOTIF related risks

e Development and evaluation of measuresto control SOTIF related risks

e Definition of the verification and validation strategy

e Determination of argument for SOTIF, evidence required for supporting it,and the procedure
for evidence generation

e Verification of the SOTIF

e Determination that the system behaves as expected for known scenarios of hazards and
misuse

e Validation of the SOTIF

e Determination that the system does not cause an unreasonable level of risk in real life use-
casesincluding unknown unsafe scenarios

e Methodology and criteria for SOTIF release

e Review activitiesand consider findings of SOTIF activities to evaluate acceptability of risks

This process and objectives are directly applicable to the assurance of the safety of an ADSs
perception.

The stated objectives, applied to the context of CertiCAV, cross reference to requirementsin the
specification of various aspects of the deployment specification, including the ODD and ADS
functionality, to define the use-case and scene characteristics and relationships.

Furthermore,in the context of CertiCAV they crossreference requirementsto further informative
practice isdefined as areference for developing arguments for the objectives.

However, thisversion of SOTIF isintended to be applied to systems automated to Level 0-2, where a
human driver isresponsible for the sustained conduct of the driving tasks and automated driving
functions may temporarily take over driving control to enhance safety or performance. SOTIF
thereforeisintended to provide practice that ensuresthat the implementation of automated intended
functionalities does not introduce unreasonable safety risk. It isnot intended to provide practice that
ensurestheimplementation of intended functionalities is sufficient for providing safety for the
sustained conduct of the dynamic driving task without a human driver being responsible and available.
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Further consideration istherefore required in the application of SOTIF to the scope of the CertiCAV
framework:

e Ensuringimplementation of functionality is sufficient for safe performance of the sustained
dynamic driving task

e Automated system performance of fallback operation / unavailability of human driver

e Full automated responsibility for conduct of driving task, i.e.unknown unsafe scenarios and
both false positive and false negative actions are unacceptable

It should be noted that SOTIF was developed for,and isapplied to,awider system where the top level
intended behaviour of driving functionsis externally explicitly defined by other standards or technical
regulations. For example,in the case Adaptive cruise control system the intended behaviour of the
driving function isdefined in 1SO 15622:20 10. For CertiCAV use-case the intended behaviour
implemented by the ADSwould be too complex and interdependent on the individual deployment
specification to be explicitly defined in acommon standard and further process and methodologies
arerequired to manage this.

However, the following practice defined in SOTIF is considered relevant for wider application to
assurance:

e SOTIF presentsaclassification of driving scenariosinto four areas, which allows a visualisation
of SOTIF-related hazardous event model. This system may be useful for application to wider
scope scenario discussion in CertiCAV.However, further consideration would be required for
management of unsafe scenarios, and the potential interaction of residual risks with residual
risks from other areas of safety: The four areas are:

e Known safe scenarios

e Known unsafe scenarios

e Unknown unsafe scenarios

e Unknown safe scenarios

e Several of the process and methodologiesrelating to the strategy and implementation of
Verification and Validation (Clause 6-12) may be applicable to the general safety assurance and
Quality Management of an ADS.

e (Clause 6 coverstheidentification and evaluation of hazards caused by the intended
functionality. Thisishowever, largely limited to defining that a systematic Hazard
Identification and Risk evaluationsto determine that a validation target is met. The topic of
developing and verifying an intended functionality for adriving behaviour function isnot
discussed.

e Of particular relevant Clause 6.5 discusses the specification of validation targets relating them
to regulations, statistics, and functional requirements. It is suggested that atarget could be an
accident rate based on statistics, or follow rationales of: 'globally at least as good', or 'aslow as
reasonably practical’. Annex B provides an example for determining the validation target and
strategy for an AEB system which involvesthe analysis of traffic statistics and definition of test
scenarios.
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Figure 34: UL 4600
safety case structure
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UL 4600

UL 4600 isastandard covering safety principles, risk mitigation, tools, techniques, and lifecycle
processes for building and evaluating a safety argument for vehiclesthat can operatein an
autonomous mode. It does not intend to provide adevelopment process or methodologies, rather it
references other processes where appropriate. Iltsannex informatively references 1SO 26262 and
1SO/PAS 21448

It has similar assumptionson vehicle automation to CertiCAV. Operation isassumed to occur without
human supervision and without expectation of human intervention in performing and supervising the
dynamicdriving task and other normal system operationsbased upon the current item state and
ability to sense and otherwise interpret the operating environment. Human contributionsto safety
outside of normal operation are considered (e.g., maintenance), as are interactions with humanswho
are not operating the item (e.g., pedestrians).

Its approach isto require a goal-based safety case that in effect encompasses acomplete safety
assurance argumentation. The safety case is structured into claims, arguments, and evidence that the
vehicle plus other support contributing to safety is acceptably safe. Thisoutline structureisshown in
Figure 34 below.

/

Safety Case Demonstration that safety is achieved

Context specific requirements for safety

Arguments Explanation of why goal is achieved

Evidence Supports the validity of arguments

_

-

The standard definesrequirements and guidelines for formalising the style and formatting of the safety
case in terms of syntax, semantics and relating to development, consistency, and completeness of
argumentation.

Thisincludesinvolving Safety Performance Indicators (SPIs) in the safety case. These are categorised in
terms of their role in the safety case of.

o Safety metrics

e Risk mitigation effectiveness

e Interactionswith subsystems, ODD, and the environment
e Fault and failure recovery

e  Safety culture
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This contrasts usefully with CertiCAV's discussion on different types of Performance Indicators. For
example, UL 4600 conformance requires safety metricsto include:

Incident rates

Rule violation rates
Minor collision rates
Minor injury rates
Major injury rates
Fatality rates

oo AN

CertiCAV discusses the difference between Performance Indicator types of event occurrence and
informal specification; and therefore,the need for specificationsrelating to traffic rules may need to be
formalised to facilitate detection of rule violation rates.

The setsout requirementsand guidelines for safety case coverage in the following categories

e Interaction with humansand Road Users

e Autonomy functionsand support

e Software and system engineering processes
e Dependability

e Dataand networking

e Verification validation and test

e Tool qualifications

o Lifecycle

e Maintenance

The autonomy functions and support section cover ODD, sensing, perception, machine learning,
planning/prediction/trajectory, and actuation/timing performance

Thereisasection setting out conformance assessment and monitoring methodology.
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8.16 TR68: Sngapore'stechnical Reference for AVs

TR 68 is Sngapore'stechnical reference for Autonomous Vehicles (their equivalent of a PAS). Version 1
was published January 2019%; and their intention isto develop and publish a version 2in the future.
Their aim isto develop these into Sngapore Standards over several years:however, they also recognise
the need to align with international standards as and when they're developed.

TR68 isdivided into four partsthat are outlined below in termsof relevance to CertiCAV.

Part 1, Basic Behaviour:

e Theprinciplesfor applyingdriving code of practice to ADSperformance requirements

e Specified somerelevant behaviour requirements, for example achieving a safe state, and
lateral clearance distances

e Theprinciplesfor managing contraventionsto driving rules. How ADSE may argue
justification case for programming driving policiesthat allow for contravention of rulesin
certain situations, and principlesto follow including minimal violation, data, and continual
improvement model

e However,it should be noted that various requirements are not rigorous. For example, saying
that the vehicle should read signs, and various rules' that do not have full specifications such
as"An AV shall only perform an overtaking manoeuvre when it is safe to do so" but what is
'safe'?

Part 2, Safety:

e Principlesand objectives for safety management
e Safety and quality management processes

e  Safety argumentation

e Appropriate safety goals

Part 3, Cybersecurity:

e Thecontentisnot relevant to CertiCAV

Part 4, Vehicular datatypesand formats:

e Definesthe wider eco-system for AV stakeholders - worth reviewing as a verification exercise

e Providessome example use case for data exchange. However, these use cases are not directly
relevant to CertiCAV

e Thesignificant portion of content isthe definition of data structures. If workingin thisarea
SAE/1S0 standards for data structures should also be considered

% (CETRAN, n.d.)
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RAND - Approachesto assessing acceptable safety
for automated vehicles

Thisreport by the RAND corporation splitsthe challenge of assessing safety into three parts:

e Safety asameasurement - how data can be used to understand the level of safety offered by a
system

e Safety asaprocess-the methods, culture and actions which can help to ensure safe outcomes

e Safety asathreshold - addressing the question of "how safe is safe enough”

Thereisalso adiscussion of how best to communicate with the public about safety.

Safety as a measurement

RAND classifies measures of safety as either "leading" or "lagging". Lagging indicators strictly relate to
crashes, so only provide results after harm has already occurred. Leading indicators are pre-crash
measures which can be used asaproxy for harmful outcomes. The report notes that some lagging
indicators can also be used asaproxy for more serious ones. For example,the occurrence of damage-
only crashescan indicate that future injury crashes are likely.

Lagging indicators are by design based on events which occur rarely. Thismeansthat statistically valid
judgements cannot be made until an ADShas been deployed at scale for sometime (and,if itisa
poorly performing ADS, a substantial number of people have been harmed). Therefore,industry is
currently focused on leading indicators. Three types of indicator are considered:

e Disengagements. These are difficult to use to make meaningful judgements, astheir
occurrenceis highly dependent on things such asthe type of testing, company policies, and
safety driver training. The definition of adisengagement differs between developers, further
complicating comparisons

e Legal infractions. RAND reported that there was little enthusiasm for usingthese asaleading
measure within the industry, asthe safest course of action sometimesinvolveslegal
infractions and the relationship with collisionsisunclear (though we note that thisalso applies
to some proposed roadmanship' metrics, such as harsh braking). The report also highlights
conflictsbetween what the law says should happen and the expectations of other road users.
RAND's authors are based in the USA, and it isinteresting to note that the examples selected
for thispoint (eg.frustrating other road users by stopping at all stop signs) do not translate
perfectly to UK driver expectations

e Abroad category of indicator called "Roadmanship” which isthe current area of focus for
most developers. This attemptsto measure good driving, rather than simply the absence of
crashes. Many indicators can be used to measure roadmanship, some of which are listed in
thereport, but overall, the measure lacks definition

CertiCAV isfocused on assurance of HAVs pre-deployment. This meansthat the distinction between
leading and lagging measures is less helpful - for example, it isnot clear whether a high-speed collision
in simulation should be considered aleading or lagging indicator. However, the principle behind the
approach ishighly relevant:in arealistic amount of statistically representative testing, the most
harmful events will not be observed often enough to assure safety. This meansthat pre-deployment
testing will need to make inferences about serious outcomes based on less serious events.

There are afew other ideas in this section of the report which are highly relevant to CertiCAV:
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Leading measures are not enough to provide certainty about lagging measures on their own.
While leading indicators are likely to correlate with lagging ones, the relationship isnot set in
stone. Certainty about safety can only be achieved using lagging indicators. This highlightsthat
pre-deployment testing cannot be guaranteed to detect all unsafe systems.

Most stakeholdersinterviewed felt that the industry now has enough common knowledge to
standardise some leading measures. However, these may need to be supplemented with
application or ODD specific measures

There isasuggestion that it will not be acceptable to expose one group of road usersto an
excessive risk, even if therisk overall created by adeployment is acceptable

Lagging indicators will need to be validated over alonger period, which meansthat software
updates are likely during the validation period. A previous RAND report isreferenced
suggesting that amoving average measure should be used, though thisshould still be reset if
the ODD or measurement techniques change. One possible challenge is defining what is
meant by an ODD change: aswith the ADS, minor updates are constantly made to road
networks

Safety as a process

A key theme of thissection isthe need to gain public trust. It is suggested that this will not be achieved
simply by making statistical comparisons (which, in any case, may not be possible to demonstrate
robustly) but by showing a genuine effort to make an ADS as safe as possible.

Thereport suggeststhe following key pointsrelating to safe processes:

Standards have aroleto play, but the exact role isnot yet clear. Asis expected at thispointin
development, many standardisation projectsare in progress. Key questionsremain around
what should be standardised and whether the resulting standards should be mandated by
regulation
It issuggested that standards are generally most effective once developersin different
organisations are starting to converge on similar solutions
Some interviewees suggested standardising the set of assumptions which may be made
about other road users
Many in the industry feel that regulatory standards (at least in the USA) react too slowly for
the current state of the industry and risk holding back progress. Voluntary standardswere
perceived more favourably. Interviewees with aregulatory perspective felt that it wasthe
role of the government to set aminimum standard for safety which should be exceeded
where good practice isfollowed
Itisnot realistic to expect all ADSsoftware to be error free. What isimportant isthat errorsare
identified and fixed quickly
Safety management systems are seen as an important tool. These can include features such as
an independent safety department, safety training for staff, and use of datato drive decisions.
There isbroad agreement that safety starts at the top and requires engagement from
company CEOs
Oneinterviewee suggested requiring companiesto publish a safety philosophy. Companies
which made impossible or misleading claimswould have provided evidence that they
should not be trusted
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In the aviation and rail industriesthere isaculture of sharinginformation about what went
wrong, so that the whole industry can learn from it. Thisis not yet true in the automated
vehicle domain. RAND suggest that the comparatively small number of industry playersisa
factor in this. From a CertiCAV perspective, we think it isimportant to note that the culture of
opennessin other industriesis neither automatic nor universal. Regulators have akey rolein
creating and enforcing such aculture

Many of the pointsin this section can be seen as away of demonstrating an effort to minimise risksto a
level which is"aslow asreasonably practicable". Minimising risksin thisway has historically been a key
part of UK health and safety regulation.

Safety as a threshold

This section addressesthe question of how athreshold for acceptably safe should be defined. It
considers several types of definition, including adiscussion of how to relate definitionsto the potential
of the technology and goals such as Vision Zero. However, the discussion of how comparisons should
be madeto ahuman driver is especially relevant. Key findingsinclude:

Itisnatural to make statistical comparisonsbased on whole-population metrics, but these do
not match how people experiencerisk. A minority of drivers engage in high risk behaviours,
such asdriving at excessive speed or whilst drunk. For someone who doesnot do these
things, gettinginto avehicle which is as safe asthe average driver represents an increase in
risk. Optionsfor improving thismeasure include:

e Comparingthe ADSto a specific, relatively low risk driver profile

e Setting atarget which requires apercentage improvement on the human reference

e Basingcomparisonson accident rates excluding certain risky behaviours
Baseline data on the safety of human driversisusually only available for lagging indicators. As
discussed earlier, making comparisons using these metrics alone isproblematic for pre-
deployment testing. Naturalistic driving studies are starting to change this, but for a
meaningful comparison the data must relate to the ODD of the automated vehicle. Thisis
because some areas are inherently more dangerousto drive in than others

Thereisalso some discussion around the practicalities of 'driving tests' for automated vehicles. These
could have arolein assessing an ADSagainst defined competencies. However, several limitations of
thisapproach are noted:

Automated vehicles are a'black box'to the test (the examiner cannot see their internal
workings). In contrast, examiners make judgements of ahuman's competence based on the
process which they follow (e.g.checking mirrors) aswell asthe outcome (e.g.not cominginto
conflict with another vehicle)

Newly qualified human drivers are still relatively high risk. When ahuman passes the test,
there isan expectation that they will improve with experience, which does not translate well
to automated driving

Thereisno proof that displaying behavioural competencies on testswill result in safe
outcomesin thereal world

While there are drawbacks, thisform of testing is widely used by manufacturersand islikely to play
somerolein safety assurance.
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8.17.4 Conclusions

e Where astatistical judgement isrequired, it cannot be made solely based on serious or fatal
accident occurrence. Other indicators need to be used as a safety proxy

e Asaresult of this, it cannot be known for sure whether avehicle will meet statistical safety
targets for sometime after deployment

e Satistical evidence will not be enough to win public trust on itsown. The industry will also
need to convince people that it takes safety seriously and is minimising the risk associated
with automated vehicles. Following appropriate safety processes can help with this

e Standardsand safety management systemsboth have aclear roleto play. There needsto be
an emphasison finding and fixing problems effectively, rather than expecting them never to
occur.

e Thereisaclear role for astandard relating to the assumptionswhich can be made about
other vehicles
e Srictly followingdriving rulesis sometimesin conflict with the expectations of other road
users

e Sharinginformation about adverse eventscan help lead to industry wide safety
improvements, but thereis currently areluctance amongst developersto do this

e Comparisonsto human drivers are challenging, both practically (collecting appropriate data)
and philosophically (picking an appropriate driver or group of driversto compare against)

e Scenario-based 'black box'testing does not solve the problem of assessing automated vehicles
onitsown
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Example HASS specification

Introduction

This section shows an outline example of a HASS specification for a HAV parking valet system. This
example does not attempt to apply the CertiCAV framework completely, e.g. with the full set of
attributesidentified in Section 2.4.Nor does this example attempt to cover the level of detail that areal
HAV system developer would apply. The purpose of this section isto provide ageneral outline of what
aHASS specification may look like for discussion and development purposes.

Parking Valet, example HASS specification

This setsout a notional HASS specification for the use case of aHAV parking valet system.

For this system a HAV manufactured by an OEM, is owned by an individual who uses an automated car
parking valet service provided by a car park operator. In this case the car park operator would
therefore be acting asthe LFO even though they do not own the HAV.

Cat. |Attributes Definitions
Outline Physical attributes Category M passenger car e.g 4080mm len, 1560mm wi, 1640kg.
Chassis dynamics 8m turning circle, 110kW power unit, 9m/s/s maximum braking
Vehicle use 5 seats, one for driver. No occupants on board when in automated mode.
Deployment operation Storage and retrieval of unoccupied car in multi story car park

Vehicle
config.

Vehicle Operational Charachteristics

Exteraceptive sensors

Vehicle must not have any trailer attachment except specified roof rack with no cargo.
Cannot have any active error/service codes

Must have original wheels and specified tyres.
Front windscreen must not have tint allowing less than 70% transmittance
Side windows must not have tint allowing less than 50% light transmittance

+|A: Lidar, azi Odeg,+/-15deg, 60m

B: Radar, +/-25deg, 40m

" |C: Camera, +/-40deg, 55m

D: Radar, azi 180deg, +/-20deg, 55m

E: Camera, azi +50deg, +/-40deg, 55m
F: Camera, azi +120deg, +/-40deg, 55m
G: Camera, azi -50deg, +/-40deg, 55m
H: Camera, azi -120deg, +/-40deg, 55m
I: Camera, azi 180deg, +/-40deg, 55m

Cabin sensors Internal infrared occupancy sensors
Concrete building structure, localisation waypoint codes painted on corners, pillars and walls
Asphalt carriageway
Concrete kerbs
a Bollards with reflective strips
8 Ramps at 8% grade
Scenery Linemarkings
Sensory conditions Artificial lighting
Dynamic elements Stationary vehicles only
Figure 35: Example HASS specification, HAV parking valet, part 1
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Cat.

Attributes

Definitions

ADS functionality

Object and Event detection specification, capabilities and limitations.

Detects and classifies: parked vehicles, localisation waypoints, roadmarkings, ramp transition points.
Detects the presence of any object larger than 10x10x10cm in the driveable area that is not part of the
scenery map.

Does not allow entry into automated mode if cabin sensors detect occupant.

Detects performance loss of ADS systems / HAV actuators or unexpected limit of ODD which triggers
MRM.

Localisation specification, capabilities, and limitations.

Localises to global precision of 10cm using a combination of inertia/dead reckoning and computer
vision assisted by localisation waypoints

Data communications: role of wireless data in functionality of ADS

'Wi-Fi is used for initialisation check and strategic control.

Tactical Behaviour / Manoeuvres

Follows fixed path in lane

Parking manoeuvre into empty parking bay

Parking manoeuvre in pick up area

Controlled stop if any obstacle or moving object detected

Fallback / MRM

Turn hazard lights on and controlled stop.

Longitudinal motion control

Maximum forward/reverse speed 3.6m/s, maximum service acceleration 3m/s/s.
emergency deceleration limit 9m/s/s
Anti-lock braking

Lateral motion control

Yaw rate limit 5 deg/s
electronic stability control

Non-motion vehicle control

In automated mode headlights are on throughout.

Activates hazard lights if fault condition detected.

Sounds horn if possible collision event detected.

Turns off ignition/lights on successful exit of automated mode
Turns on ignition/lights on entry of automated mode.

Unlocks doors under certain fault conditions only

Define the architecture of the HASS, including off-board or nomadic
electronic systems that are not integrated into the HAV but may influence
the ADS's performance of DDT and therefore HAV behaviour through data
communications. For example:

ADSE
Operators

ADSE Backend
Service Centre

LFO Car Park environment

g
F]
2
S
a
=
§ #Vehicle/Fleet management systems; including vehicle routing, and
ﬁ monitoring. Certain routing restrictions may be in place to manage safety
E and capability limitations of ADS functionality.
*Global Navigation Satellite Systems (GNSS) or other systems used to help
vehicle localisation
*Communications equipment/services such as C-1TS
. User phone
*Tele operation systems
sMapping / databases
ADSE: OEM manufacturer
Entities involved in the deployment and their roles, how the vehicle is LFO: Car Park operator
operated and managed. UIC/User: Vehicle driver
a - Parking
1. The vehicle driver parks the vehicle in a designated bay, ensures the car is empty of occupants and
compliant with other requirements and then locks the vehicle.
2 2. Vehicle driver requests vehicle to be parked though mobile app.
% 3. LFA's RSU communicates with vehicle for initialisation check (no fault condition, software versions,
o servicing up to date, sufficient battery level)
E 4. If initialisation check is successful, and path is clear the RSU communicates strategic mission to
£ vehicle, path and parking destination
=
S |How the vehicle is operated and managed 5. Vehicle turns on ignition and executes the mission
5
= Agreements in place between ADSE/LFO on management of any physical changes and release of new
a software version.

Vehicle must have latest rel to activate automated mode.

Change control procedures

Safety monitoring, incident detection

Roadside optical/infrared camera to check vehicle is not occupied.

Through life management

Inspection schedule for car park with maintenance/intervention.
Vehicle inspected as part of service schedule.

Operational conditions

Environment is well controlled, any activation of fallback investigated for potential ODD exit.

Figure 36: Example HASS specification, parking valet, part 2
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HASSspecification relationship to system safety
case and system assessment

The specification of the HASShas adirect influence on the formation of the system safety case, and
subsequently on system approval activities.

For instance, in thisparking valet example the HAV driving behaviour does not to interact with any
dynamic actors. Classification of objects by ADSperception islimited to static objectsthat affect path
planning,including: Parked vehicles, localisation waypoints,roadmarkings, and ramp transition points.
All other object and event detection is limited to detection of potential obstacles larger than
10x10x10cm, performance loss, or out of ODD bounds and triggering MRM which isin turn limited to a
controlled stop. Thisreduces a significant part of the system safety case to demonstratingthat the HAV
detects obstacles and responds by braking irrespective of the type of object or other situational factors.
The system approval activities are consequently constrained due to the relative simplicity of the safety
caserequiring less evidence and arelatively small number of scenariosrequired to cover the range of
the systemsbehaviour and operational conditions.

Conversely,aHASSoperating at higher speeds and with more complex driving behaviour,would need
to demonstrate reliable classification and behavioural response to dynamic objects, and appropriate
control of MRM. This makes the structure and argumentation of the system safety case substantially
more complex, for example needing to validate reliable and appropriate dynamic object classification,
and appropriate behavioural response to the large number of potential scenarios. Thisin turn
expandsthe system approval activities, having to cover amore complex safety case, validation
toolchain and more expansive test coverage.
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